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Abstract
Using the case study of cyber defense in Israel, thisThe paperstudy addressesdeals with the relationship between the private and public sectors, through a case study of cyber defense in Israel. The unique characteristics of Cyberspace cyberspace and the increase in cyber events in recent years, make cyber defense a high -priority at the national level, and encourageand promote the use of regulatory mechanisms to achieve cyber security. Thise study examineslooks at the processes of creatingcreation of cyber defense regulation in Israel, through using a theoretical framework that analyzesexamines the relationship between the public and private sectors, based drawing on the regulatory capture theory, regulatory capitalism, and Kindgdgon’'s multiple- streams framework. 31 Thirty-one interviews were conducted, with representatives of various actors involved in these processes: politicians, regulators, bureaucrats, and representatives of defensive organizations, cyber security companies, and consulting companies. The analysis reveals a complex picture in which,  although on one hand, policy processes are "“captured”" by interest groups, but on the other hand, the involvement of the private sector’s involvement nonetheless occursdemonstrates  out ofa sense of public responsibility. These two processes, described as "regulatory capture" and "regulatory capitalism,", co-exist in cyber defense regulation in Israel. The study contributes to the regulatory capture literature by offering anexamining in -depth look over the processes of creating regulation, in addition to and by recognizing thattreating the private sector ias composes composed out of various and different actors. 
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Introduction
Cyberspace is a unique space in many aspectsrespects, such asgiven the its lack of physical boundaries within it, and itsand its embedded technology. In recent years, the prevalence and the severity of cyber events and attacks have been increasingincreased. Consequently, and in light of this,  cyber protection is becominghas become more significant both for both states and the private sector and for states. Based on this, sState regulation has therefore been developed, which to regulates the security protocols required by different organizations (Wiggins et al. 2015).
Given the singularunique characteristics of cyberspace and the technological nature of cyber defense, in the field of cyber defense regulation, the relationship between the public and private sectors in the field of cyber defense regulation is of major importance. In this context, a common theory concern is the regulatory capture theory, according to which, a policy process such as regulationcan might be “"captured”" by the industry )Boehm 2007; Carpenter and Moss 2014; Carrigan 2013; Dal Bó 2006; Grossman and Helpman 1996;Laffont and Tirole 1991; Mitchell and Munger 1991;; Stigler 1971; Mitchell and Munger 1991; Grossman and Helpman 1996; Peltzman 1976; Stigler 1971Carpenter and Moss 2014). ConcomitantlyAt the same time, in recent years, another approach based on neo-liberal economics has developed based on , and in the center of it the concept of "regulatory capitalism". According to this approach, the increasing involvement of the private sector in the regulation creation processes does not necessarily reflects 'capture,', but is occurring out ofarises from a developing perception of the role and public responsibility of the private sector (Braithwaite 2008; Cahill 2015; Carrapico and Farrand 2017; Levi-Faur 2010; Carrapico and Farrand 2017; Cahill 2015; Vogel 1996; Braithwaite 2008; LevyLevi-Faur and Jordana 2005; Vogel 1996). 	Comment by Author: Please check whether this should be 2011 as in the reference list.
The aim of the currentthis study is to explore the relationship between the private public and public private sectors in the regulation creation processes, using a case study of cyber defense regulation in Israel. For this, aAn integrated framework is used, which includes regulatory capture theory, regulatory capitalism, and in addition, the Multiple multiple Streams streams Framework framework (Kingdon 2011), in order to conduct a qualitative content analysis of interviews with various actors involved in the relevant processes.
Literature reviewReview
2.1	Regulation and cyber Cyber defense Defense 
In recent years, there has been a significant increase in the proliferationprevalence of cyber events and their severity around the world (Levi 2017). This trend is largely attributed to the unique characteristics of cyberspace that facilitate hostile activity within it, includingsuch as the rapid changes it undergoesgoes through, the irrelevance of the physical distance, and its relative anonymity, and so on. The risk of tTheis harmful effects of thisdeteriorating trend is affectinghave an impact on personal and state security and economic activity, and call for attentiondemands consideration at the national level, that is developing national cyber defense (Peterson 2013). 
Cyber defense is defined as “"control, development, management and use of information security, Operational Technology (OT) and Information Technology (IT), in order to achieve regulatory compliance, protection of assets, and damaging enemy assets”" (Galinec, Moznik and Guberina et al. 2017, 273). Cyber defense policy is focused on prevention, identification, and timed responses to attacks on or threats on to information infrastructures (Galinec, Moznik and Guberina et al. 2017). In recent years, developing cyber policies have y included innovative defense methods to meetfor the new posed to new challenges (Miao et al. 2018). 
Based onGiven the unique characteristics of cyberspace and existing threats, regulation that regulateshas emerged for the security protocols that organizations are required to apply has emerged (Wiggins et al. 2015). The concept of “regulation” was first introduced during the 1970s with the introduction of “the “economic theory of regulation” (Stigler 1971) and was evolveddeveloped during the 1980s and 1990s. The dDefinitions of regulation vary according to different disciplines and terminologies;, and in the current studyhere, we define regulation it as “all the efforts of the state agencies to steer the economy” (Koop and Lodge 2015, 3). The use of regulatory mechanisms is one of the actions taken by the states to promote processes such as identification, protection, detection, and response to cyber threats (Mee and Morgan 2017).
 
2.2	The relationship between the private and pPublic and Private sectors Sectors in the creation Creation of regulationRegulation
Several studies dealing with cyber defense regulation have focused on the aspects of the relationship and cooperation between the private and public sectors (Clinton 2011;Lafen 2018; Clinton 2011; Clinton 2015; Lafen 2018;Tropina 2015), and based on the assumption  that due to the unique characteristics of cyberspace, protection requires make this cooperation necessary (Clinton 2011; Clinton, 2015; Neutze and Nicholas 2011; Tropina 2015). TheThis argument is based on cyberspace  specific characteristics of cyberspace, such as the fact that computer networks are operated mainly by the private sector, and that the state does not have the technical ability to fully implement full cyber defense (Clinton 2015), alongside the supranational nature of cyber defense, that which requires interstate coordination, underly the argument supporting the need for public and private sector cooperation (Tropina 2015).  The basic assumption is that since this cooperation is engaged inoccurs for the public good, the two sectors will work in harmony to achieve a common goal. At the same time, the dialogue between the two sectors may give rise to raises many problematic issues, such as mistrust, mismatch of incompatible expectations, conflicts of interest, and governmental laws that may undermineact against the interests of private business organizations (Shore 2011).	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

Studies examining the effectiveness of cyber defense regulation have concluded that the regulation does not enable to maximize the benefits of the public-private sector partnership to be maximized (Clinton 2011,; Clinton 2015; Tropina 2015), because it does not allow for an equal relationship between the sectors, and thus, not or contribute to the building of trust between them (Clinton 2011,; Clinton 2015; Tropina 2015).   In addition, most business organizations do not want their cyber departments to be subject tounder government regulation (Lafen 2018). Nevertheless, in recent years, there have been attempts to address the knowledge and skills that exist in the private sector, as inherent components in these processes (Cavelty 2008; Slayton and Clark-Ginsberg 2018; Cavelty 2008). 	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

	Comment by Author: See previous comment	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

Several recent studies in recent years (e.g., Carrapico and Farrand 2017; Slayton and Clark-Ginsberg 2018) have suggested that in the field of cyber defense,  the private sector has a unique role in developing public policy in the field of cyber defense that is, that differ different from from its role in other industries. Slayton and Clark-Ginsberg (2018) have argued that it is difficultthere is a difficulty to distinguish between legitimate cooperation between the public and private sectors, on the one hand, and the existence of regulatory capture, on the other, in which interest groups influence regulatory creation (Carpenter and Moss 2014; Posner 1974; Stigler 1971; Carpenter and Moss, 2014). Through the lens of a regulatory capitalism theoretical framework, Carrapico and Farrand (2017) have positedclaim through the lens of a Regulatory Capitalism theoretical framework  that these relations have evolved dramatically in recent years. 	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
In order to analyze the relationship between the public sector (with an emphasis on politicians) and the private sector (in the current study, divided into three main actors: the defensive business organizations, the security companies, and consulting companies), the this study’s theoretical framework will now be discussed. This frameworkIt is based on three existing theories: the regulatory capture theory (Posner 1974; Stigler 1971), regulatory capitalism (Braithwaite 2008), and the Multiple multiple Streams streams Framework  framework (Kindgon Kingdon 2011).  

1.3 Regulatory capture Capture theory Theory 
According to the regulatory capture theory, regulation is not created in order to serve the public interest,, but in order to serve the interests of interest groups. Interest groups use different methods to influence politicians through different benefits, such as voter supports, campaign financinge, and bribery, and others (Boehm 2007; Carrigan 2013; Dal Bó 2006; Laffont and Tirole 1991). In return, the politicians provide the interest groups with their desired regulation, such asin the form of subsidies, entry barriers, or price controls (Mitchell and Munger 1991; Stigler 1971), or forcing consumers to purchase certain products or services (Grossman and Helpman 1996; Peltzman 1976), and more). 
Regulatory formation can be described as an economic process of supply and demand, where interest groups have a demand for the regulation and they are willing to pay for it, and politicians have a regulation to offer by virtue of their abilityare able to create oneregulation, which they are willing to sell at the maximum price (Posner 1974; Stigler 1971). According to thea definition provided by Carpenter and Moss (2014), in their book "Preventing Regulatory Capture", in order to “"diagnose”" capture in an industry, one must (1) identify a change in the policy from an action in favor of the public interest to another one in line with a special interest of the industry, and (2)  in addition, to show both intention and action on the part of the industry or interest groups, in chase pursuit of this change in policy. The current study adopts this definition, but in addition, itsthe analysis of the interviews also makes it possible to detect a causual correlation connection between the change of in policy and the activities of the actors. 
1.4 Regulatory capitalismCapitalism
Although, according to some perceptions, we live in the an “age of deregulation” (Levi-Faur 2010, 3), in fact, contrary to the expectations and to the rhetoric used in various social contexts, regulation is becoming increasingly usedcommon. The economy economic crisis in of 2008 created started a trend supporting the use of of increasing regulation as a tool to for monitoring the economic market (Levi-Faur 2010). 	Comment by Author: Please check whether this should be 2011 as in the reference list.	Comment by Author: Please check whether this should be 2011 as in the reference list.

The term r"Regulatory Capitalismcapitalism" is based derived fromon the neo-liberal economic approach (Carrapico and Ferrand Farrand 2017). At the same time, tHowever, it should be noted that theoretical neo-liberal ideals significantly differ significantly from their actual application, which is has been described as “"actually existing neoliberalism”" (Cahill 2015; Vogel 1996). In practice, instead of the expected deregulation process, one can perceivenotice a process of re-regulation, in which regulatory bodies and agencies are proliferatinge, both quantitatively and in terms of the responsibilities given to them (Braithwaite 2008; LevyLevi-Faur and Jordana 2005). Therefore, due to the significant increase in the existence of non-state regulation, a large number ofmany authors have proposed to refer tothat this process be referred to as "rregulatory capitalism" (Braithwaite 2008; Cahill 2015; Carrapico and  Farrand 2017; Braithwaite 2008; LevyLevi-Faur and Jordana 2005; Cahill 2015). 	Comment by Author: This is not entirely clear, as regulatory bodies are state bodies. Why use the term non-state regulation?
Regulatory Capitalism capitalism provides a general framework for understanding processes such as the growing role of the private sector in the division of labor between the private public and public private sectors (Carrapico and Farrand 2017). In the backgroundAgainst a backdrop of occurring privatization processes, the formation of independent regulatory bodies is consideredperceived as necessary (Braithwaite 2008). Although the private sector, traditionally, ishas traditionally not been included in the list of regulatory bodies, it is taking plays an increasing role in this the re-regulation process, by encouraging regulation by state and regulatory agencies regulation, especially in the technology and information-based industries (Carrapico and Farrand 2017). 
Another theory used in the current study to analyze the relationship between the private and public sectors is the multiple- streams framework (Kingdon 1995), which is . Therefore, the following section briefly presents reviewed this theoryin Section 2.5.
2.5	Kingdon’'s Multiple Multiple Streams Streams Framework  Framework 
Some recent studies have used the Kingdon'’s (2011, originally in 1995) Multiple multiple Streams streams Framework framework (2011, originally 1995) to analyze public policy in a variety ofvarious fields (e.g., Giese 2020; De Bruijn and Janssen 2017; Giese 2020; Stanifer and Hahn 2020). The framework identifies three streams in the system: the problem stream, the policy stream, and the political stream. The problem stream includes the relevant problems, and the way certain conditions are framed as problems, by the media or policymakers (De Bruijn and Janssen 2017; Giese 2020; Kingdon 2011; Travis and Zahariadis 2002; De Bruijn and Janssen 2017; Giese 2020). The policy stream refers tois the policy alternatives, which include a wide range of policy ideas created by experts, academics, group and community leaders, bureaucrats, and politicians, and so on (Kingdon 2011; Travis and Zahariadis 2002), that which might may be formed into concrete policy proposals, or or may simply disappear (Travis and Zahariadis 2002). The political stream includes primarily mainly the changes of bureaucrats and politicians, and the consequent changes in the political attitude (Travis and Zahariadis 2002). Kingdon’'s model suggests that at some point in time, the combination of streams , in some point in time, creates a "window of opportunity", in which policy can be accepted (Giese 2020; Kingdon 2011; Travis and Zahariadis 2002; Giese 2020). Policy entrepreneurs who identify the window of opportunity, can present as a “"package”" of both "problem and solution" to an interested policymaker who is interested in such a package (Kingdon 2011; Travis and Zahariadis 2002). In the context of cyber defense, such a solution could be a regulation that the policymaker is interested in promoting (Gorwa and Peez 2018; Lawson 2013). 	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
	Comment by Author: See previous comment
	Comment by Author: See previous comment
	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
	Comment by Author: See previous comment

The last part of the this review (Section 2.6) presents the Israeli case, and its significance to for analyzing the relationships between the private public and public private sectors in the field of cyber defense. 

1. The Israeli Ccase
Israel, dDespite being having been recognized as a significant force in cyberspace for over a decade, Israel has not been the subject of significant researchreceived little research attention in the context of cyber defense. The few studies dealt dealing with cyberspace and Israel, have focused on other security aspects (Adamsky 2017; Baram 2013, 2017; Tabansky and Ben Israel 2015; Siboni and Assaf 2016; ; Tabansky and Ben Israel 2015Baram 2017). In 2011 in Israel, the National Cyber Bureau (INCB) was established in Israel, as a consulting agency to the government,, including and all  a committee related devoted to the formation of cyber policy (Adamsky 2017; Sabillon et al. 2016). In 2015, the Israeli  government decided to established a new agency, the National Cyber Security Authority (NCSA), and establishedconstitute a single National national Cyber cyber Directorate directorate (Tabansky 2017). Today, the Israel National Cyber Directorate (INCD) is the highest authority in field of cyberthe cyber field in Israel. It, which reports directly to the Pprime Mminister’'s officeOffice, and  has two branches: the Israel National Cyber Bureau (INCB), which is responsible for strategy planning, and National Cyber Security Authority (NCSA), which is responsible for implementation and regulation at the national level (Adamsky 2017). 	Comment by Author: These do not appear in the reference list. Please amend the in-text citations or add the missing references to the list.
	Comment by Author: To meet the word count, consider removing these sentences, as the information given here is not referred to again in the text.	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

The characteristics of the Israeli case, where on the one hand there is technological pioneering in the field of cyber defense (Adamsky 2017; Tabansky 2017), but on the other hand,also a lag behind in certain aspects of regulation and policy (Adamsky 2017; Sabillon et al. 2016), make the Israeli caseit uniquely and interesting for the purpose of analyzing privatepublic-public private sectors relationships (MacKinnon et al. 2013). 	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.


2.7	Rationale of the current Current study Study 
Most of the recent studies that have dealt withof the relationship between the private and public and private sectors in the context of cyber defense regulation have focused on quantitative variables, such as regulatory outcomes, and have generally tended to treated the private sector as a single and coherent actor. The current study contributes to the existing literature in these two aspectsrespects. First, the studyrather than focusing on does not deal with  the results of the regulation, but it offers a perspective on the processes of regulatory formation, as they are reflected in the words of the different actors. Second, it does not treat the private sector is not treated as a single, coherent actor, but as containingrecognizes that it contains at least three different actors: the defensive organizations, security companies, and consulting companies. The implementation of the a qualitative approach thus offers new insights intoshed new light on the dynamics and the relationships between the various actors, in the context of an the evolving technological field such asof cyber defense regulation. 

Methodology 
3.1	Study designDesign
This study is based on the qualitative paradigm that seeks to describe the attitudes and perceptions of the various actors. As a qualitative studysuch, it does not measure any quantitative variables or correlations,. Instead, it but aims to exploreexplores the processes of regulatory creation and design, as perceived by the various actors (Ben-Joshua 2016; McNabb 2015). 	Comment by Author: These do not appear in the reference list. Please amend the in-text citations or add the missing references to the list.


1. 3.2	Research model and qQuestions and Hypotheses	Comment by Author: This might benefit from a brief introduction to explain how the research questions and hypotheses were developed. 
Research Question 1: Is there an influence of the private sector on politicians in the processes of creating regulation in cyber defense in Israel?
Research hypotheses
Hypothesis 1a: The private sector (defensive organizations, consulting companies, and information security companies) is trying to influence politicians by creating a demand for regulation.
Hypothesis 1b: The private sector takes plays an active role in the processes of creating regulation and influences its the content of regulation. 

Research Question 2: What are the motives for the involvement of the private sector in the processes of creating regulation? 
Research hypothesis:
Hypothesis 2a: In accordance with regulatory capture theory, interest groups from the private sector are involved in the process of creating regulation out for of rent-seeking purposes. 
Hypothesis 2b: In accordance with the theory of regulatory capitalism, the involvement of the private sector in the processes of regulatory creation reflects a development in the perception of the role and public responsibility of the private sector. 
[bookmark: _GoBack]3.3	Participants	Comment by Author: Consider adding a sentence or two on how the interviewees were identified/recruited.
In total,A total of 31 interviews were conducted with representatives of the regulatory process: regulators and bureaucrats, politicians, high-ranking officers in the National Cyber Directorate (INCD), and various representatives of the private sector. The politicians were represented a number of of different authorities: The the Israel National Cyber Authority (NCSA), the Israel National Cyber Bureau (INCB), the Israel Director of Security of Defense Establishment (Malmab), members of representatives of the Israel legislature (the Knesset), and representatives of the INCD. The respondents from the private sector werewere  representatives of manufacturers and communications systems, of various defensive organizations, and consulting companies. Some of the interviewees can be regarded as representing more than one group, havingin cases where an interviewee previously represented worked for another a different actor. In these cases, the interviewees were asked about the perspectives of bothtwo different actors. so,Thus, in total, 18 interviewees represented the public sector (9 nine regulators or bureaucrats, 3 three politicians, 6 and six members offrom  the INCD), and 14 interviewees represented the private sector (11 from defensive organizations and three, 3 from other interest groups). 3 Three of the respondents were professionals in another other aspects of cyber defense (such as academia or media). 
3.4	Tools
The study wais based on open interviews, in which there was an open conversation between the interviewer and the interviewee, about the research topics. The interview included questions such as the followingquestion: like: Who are the actors that influence regulation? What are the roles of each actor? What are the power relations between those actors? H and how do these relationships change over time? What drives the regulatory/decision-making process? And so on. 
3.5	Data aAnalysis  
The analysis of the interviews was done carried out via content analysis. In the first stage, the author read the transcripts of the interviews entirely in their entirety and identified the main themes. In the second stage, the statements of the interviewees were systematically divided categorized systematically according to the themes found. In the third stage, the recurring topics in each theme were identified. In the fourth stage, the statements in each theme were arranged according to the different attitudes of the interviewees. In the fifth stage, the findings that express the different positions were presented, focusing on the research questions and hypothesishypotheses.  

Results
Most of the interviewees, who hadfrom different roles and in different organizations, explicitly stated that actors from the private sector, such as defensive organizations, security companies, and consulting companies, influence regulation. Interviewees who mentioned this, described two different, complementary, non-exclusive ways modes of influence: the first is creating a demand for regulation (, that is, influencing regulators to create regulation), and. The second is influencing the content of the regulation. In this these ways, actors from the private sector intervene in the content of regulation, out ofwith various motives. Based on thisT, the results chapter isreported here are organized and divided into four parts, according to the described above in accordance with the research hypotheses.

4.1	Creating a demand Demand for regulationRegulation
A large part proportion of the respondents stated, implicitly or explicitly or implicitly, that various actors from the private sector, for example, information security companies, are actively creating a demand for regulation. For example, information security companies are actively creating a demand for regulation: 
"The manufacturing companies, let’'s call them, 'the manufacturers', of the security products, they also have an interest." (Interviewee 10, defensive organization). 	Comment by Author: Do not change the font size for the block quotations. You may want to consider italicizing them.	Comment by Author: Is the addition of the word of correct?
For exampleAs, one of the interviewees explained that: 
There are all kinds of stakeholders who influence the regulators, try to influence the regulators;, call them 'lobbyists'. Not exactly lobbyists, but there are those who actually activate lobbyists and I would say that first and foremost the bodies that deal with the commercial side of information security, they have a very big interest in regulation. And first and foremost, it’'s the manufacturers. (Interviewee 18). 
This interviewee represents the private sector, being a manager at one of thea cyber security companiescompany. By tThise description given by the interviewee states explicitly that, information security companies activate actively influence on regulators in order to create regulation. This interviewee says this explicitly. 
An almost identical argument, from whichclaim indicating the existence of a demand for regulation by actors from the private sector emerges, was raised alsomade by an interviewee 19 whichwho represents the a consulting companiescompany: 
"Consulting companies may have some influence, but […] their vision is not really a broad forward-looking vision. They think about how they will make the money now, consulting in places wherethat they feel convenient in". (Interviewee 19). 
That is, by according to this interviewee, consulting companies will generate a demand for regulation that will increases their sales.  
The citations presented in this section are just a few examples of issues raised by many the interviewees, from which it is clear, and in support of the first research hypothesis,  that various actors from the private sector are actively creating a demand of for regulation. This supports Hypothesis 1a.

4.2	Influence on the content Content of regulation Regulation 
The second way in which different actors from the private sector influence regulation is through by influencing its content. For example: 
Most of them are trying to sell today, to increase their sales based on regulations […] the biggest use case is GDPR [General Data Protection Regulation of the EU], suddenly everyone provided dashboards for GDPR and checklists and compliances and all kinds of controls […] they have built functionally regulation support products [they…] are involved in the drafting stages. (Interviewee 15). 	Comment by Author: Please define at first mention, unless you are certain readers will be familiar with the abbreviated form.

Out ofThis this quote it can be seen that the interviewee claims that actors from the private sector, in this case information security companies, not only influence not only the process of creating regulation, but also on the content of regulation. In this case, interviewee 15he does not claim that information security companies initiated a demand for the GDPR privacy security standards GDPR;, however, he states that they were involved in the drafting stages. 
In the answers responses of interviewees who referred to other actors from the private sector, such as consulting companies, there is evidence can be found also that, in similar tolike information security companies, consulting companies influence regulation by designing its content:
The consultants too, which is a very significant category in the industry, have such an interest […] I think consultants are very influential, because they often write the regulation for these bodies. (Interviewee 18) 
Yes, you also sometimes see tenders that are translations from English to Hebrew. In 2008 for that matter, when a tender was issued for [name of governmental project] it was [names of international consulting companies] translated to Hebrew, by the way. (Interviewee 7). 
These interviewees, who represent a the defensive organizations (18) and an information security companies company (7), which) in the belong to the private sector, emphasize that the impact of consulting companies on the content of regulation is widespread because they write the regulations for the regulators. The answer response of another interviewee, who represents one of thea defensive organizations, expands more onelaborates on the nature of that influence:  
Once you are involved in determining X, you have an interest, you push your services, your desires, your agenda, which is fine too. AtIn the end of the day, they are not doing it because they are paid. They do it because they have clear interest, if suddenly there is a demand for, I don’t know … supplier checks. (Interviewee 10). 
This interviewee describes how consulting companies do not only influence the content of regulation, they but also do it so in a way that is consistentin line with their interests. She emphasizes that consulting companies do not get paid from by the regulators for their services, but are rewarded by advancing having their interests advanced. 
Support was thus found for the second research hHypothesiis 1b, which argued thataccording to which the private sector takes plays an active role in processes of creating the regulation and influences its content. This aspect is further also related toclarified in the next sectionSection 4.3, , which ison the existence of regulatory capture.

4.3	The existence of rRegulatory captureCapture and – involvement out of rentRent-seeking Seeking 
TIn the words of the respondents provide, there can be found a large number of evidences a great deal of evidence for the existence of regulatory capture, by its definition that is adopted as defined in the current study. For example: 
So he will go to the regulator and say: “'It’'s time …,”", as is now happening in the banks. Someone there told them,: “'Now it’'s time to move to the cloud'.” But did someone there tellold them, “ 'Now it’'s time to define what you really do for cyber defense?”'? […] there is a lobby of the manufacturers here. It is some of the consulting companies that go hand in hand with them. There’'s a lot of them. Most of the consulting companies have products they market […] Regulation is actually a server tool of consultants and manufacturers. It does not really 'stand alone', it does not really take everything into account. It is influenced. (Interviewee 19) 
This interviewee expresses in her own words, but very precisely, the idea of regulatory capture. She describes how the initiative for regulation 's initiative comes from stakeholders in the private sector, and how regulation is designed to serve their interests. I, it is a “"server tool”" of consultants and manufacturers; t. That is, interest groups have both an intention and roleaction in creating the creation of regulation. 
Another respondent, represents who represents both the private sector for his past work and the Cyber Directorate in the present, also refers to the consulting companies, and claimsclaiming that they also have an influence: 
"Ssurely the big consulting companies, KPMG, TWC, TY, and so on, they have influence […] they wrote the methodology. No doubt it has an influence." (Interviewee 16). 
This respondent also addresses the factor that allows consulting companies to exert influence: the writing of various procedures and documents for regulators, which are in factthus "captured" by the interests of interest groups from in the private sector. 
Another Intervieweeinterviewee, who also represents an information security company from the private sector, explains that the representatives of the information security companies with whom the regulator consults, are biased in favor of their own products: 
Listen, I know so many people in this field, and they are painted in the colors of the products they come from. They don’'t mind, a day after they move to another vendor, to trash on the vendor they worked for […] That’'s why I say that when your first interest is your bonuses and achieving your goals […] I don’'t think it’s a matter of evil. You know, when you know something and you know it works for you properly … so it’'s the most correct one. (Interviewee 7)
This interviewee explains that, whether intentionally of or innocently, usually the representatives of the security companies will beare biased in favor of the products in which they work forrepresent. Another example of regulatory capture is foundseen in this quote: 
In addition, there are all those companies with an interest, the various consulting companies, who we also saw them in previous regulation involved and directed […] Take the supervisor over insurance, which is a regulation of 2006, number 257. We see there … it almost reaches the level of which model of [one of the information security companies] to choose. […] So there are interests there. It’'s also, also in the new regulation. When they ask to make a risk management every 18 months … it’'s clear that someone has defined it, because there is no point in doing it every X time. There is a point in making it after any significant change. If there was no change in 18 months, it’'s not sure that there is a point in checking. It depends on what. This push for this test […] it is shown that there are interests there. (Interviewee 10)
Interviewee 10 emphasizes that the involvement is very specific.: t The information security companies draft regulations for the regulators so, such that the regulations will dictate the use of their specific products (“"it almost reaches the level of which model of [one of the information security companies] to choose”"). 
Thus, in accordance with the third research hHypothesis 2a, the interviewees illustrate the existence of regulatory capture in the processes of creating and designing regulation in the field of cyber defense in Israel. That isIn essence, various actors from the private sector are involved in the processes of creating the regulations out of a desire to advance their own interests.
But Nevertheless, a question remains as to whetheris rent-seeking really is the main motive for the involvement of the private sector.? In this connection, In this aspect, the next sectionSection 4.4 deals with the evolving responsibilities of the private sector in the field of cyber defense. 

4.4	Regulatory Capitalism Capitalism and P– public responsibility Responsibility of the private sector 
As the interviewees sayreport, the involvement of the private sector also stems from other a number of motives, which that do not necessarily reflect the narrow interests of the various actors. There can be found also a lot ofis considerable evidence for that the involvement of the private sector in regulation processes out ofis related to a growing sense of public responsibility. For example, this interviewee claims that: 
If it’'s a government, so [one the security companies] are there a lot, and [another  security company], because they won the tender a few years ago, a public tender. They are there and [a representative of the regulator] knows them and it’'s like that […] but to tell you that I think they influence the regulation somehow? No. I know the people and what they do. No, or not enough. In the past they used to do a lot more work. I don’'t want to say, “ 'Wwhen I worked there',” but we did much more work with bodies that are regulatingon. […] Between 2005 and 2010 I worked at [one of the information security companies]. One of the products we had was [the name of the product] […] and I said, “ 'Llet’'s try and sit down with the Banks’' Supervisor and start to create regulations that are Israeli.” (Interviewee 7)	Comment by Author: Is this change correct?
This interviewee, which who represents the private sector through the security companies, claims in initiallythe beginning of the quote that information security companies do not influence the regulators. But However, in the same breath, he adds that he himself was involved in such an influenceinfluencing such a process in the past. Moreover, the intervieweehe states that managers “"do not do enough”;", that is, by his perceptionas he perceives it, influencing regulation is part of the role of managers in information security companies, and if they do not influence the regulation,, they do are not perform doing their jobs well. Similar claims were made not only among interviewees representing the private sector, but also among interviewees representing the Cyber Directorate. For example:
No doubt they are actors in the lobby. With a difference, but as weapon manufacturers in the United States have their own lobby in order not to cancel the law that everyone canould hold 17 weapons. I am convinced that large companies gain well from of sorts of such processes, but these are moves that are part of democracy. (Interviewee 16) 
The This iInterviewee adds points out that he does not see this process as normatively problematic, because it is a “'part of democracy.”'. One of theAnother interviewees, who represents the an information security companiescompany, confirms that she is involved in the process of drafting regulation: 
If someone comes to me and asks me, then I will make an appointment with him, have a cup of coffee with him, and answer any questions he has. And if he invites me to come to a committee, then I’'ve been to all kinds of committees in my life and … I’'ll say what I have to say and that’'s it […] I do not work with regulators on a regular basis. There are a lot of people in [one of the security companies], and when they ask me to come to a meeting I come to a meeting […], and if people ask me then I answer them. I don’'t need … I do not dig into what purpose they ask, so like … I guess some of the people who asked me in my life, did it for purpose of regulation. (Interviewee 9)
In these things it is shownThe responses illustrate the complexity surroundingthat exists in the involvement of the private sector involvement in the processes of creatingcreation of regulation. On the one hand, there is a widespread agreement that this involvement is positively exists, and is even legitimately in few aspects such asterms of being part of the “'rules of the democratic game'.” At the same timeOn the other hand, it is shown that it ispresented as the responsibility of the private sector to contribute from its professional knowledge, but still to remain while remaining “"neutral”", and acting without specific interests. 
The fourth research hypothesis in the current study was Hypothesis 2b suggests that the involvement of the private sector in creating regulation reflects a development in the perception of its public responsibility. The analysis of the interviewees’ statements does not allow for to an unambiguous determine determination ofunambiguously whether there has been such a development, but there is evidence that the private sector has plays an important role in these processes.  

Discussion, summarySummary, and conclusion Conclusion 
The current study analyzes the relationship between the private public and public private sectors in the field of creating regulation in cyber defense in Israel. The content analysis of the interviews reveals a complex complicated picture which that reflects the complexity of this advanced technological field.  
From the words of the interviewees’ responses emerges salientlyit is clear that actors from the private sector create a demand for regulation. This idea is reflectedfound, this way or anotherin some form, in the words of most of the respondents. These This findings are is consistent with the literature describing previous studies showing that, although the private sector is has not traditionally not been included in the list of regulatory bodies, it takes plays a developing role in the regulation processes, through by encouraging the state and regulatory agencies to create regulations (Carrapico and Farrand 2017). In addition, the interviewees reportedsay that the private sector is trying to influence regulation not only through a demand for regulation, but also through involvement in its content. This involvement is compatible consistent with the literature which that describes the relationship between the private public and public private sectors in this field as demanding cooperation between states and the private sector, due togiven the unique character of cyberspace (Clinton 2011,; Clinton 2015; Neutze and Nicholas 2011; Tropina 2015). According to the interviewees, In support of the two first hypothesis in this study, according to the interviewees, the involvement of the private sector is manifested in professional counselingling to politicians, and also in writing and drafting the regulations itselfthemselves;, that is, both in creatingthey create a demand for regulation and influencing influence its content. This provides support for Hypotheses 1a and 1b.	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

The words of the interviewees also show provide evidence that the involvement of the private sector in the regulatory process emerges out offrom rent- seeking interests, in a way that is compatible with the regulatory capture theory (Posner 1974; Stigler 1971; Posner 1974).  For example, some interviewees noted the existence of special interests in the involvement of the private sector, while and the prominent interest found was the will to promotepromotion of the use of specific manufacturers or products. This finding is consistent with the regulatory capture literature (Carpenter and Moss, 2014; Mitchell and Munger 1991; Stigler 1971), which describes the way regulations is are created in order to serve the interests of various interest groups, with one of the described topics that isincluding the aim of promotingdesire to promote the purchase of specific services or products (Grossman and Helpman 1996; Peltzman 1976). That isThus, in support of the third research hypothesis, a regulatory capture in cyber defense regulation processes was can be 'diagnosed' in the cyber defense regulation processes from how it is , manifested in both the intent and the actions of actors from the private sector, alongside a casual causal link between the actors’' actions and the actually created regulations that were created. This provides support for Hypothesis 2a. 
Nevertheless, in the words of tThe interviewees’ responses there was also found provided some support for the fourth research hypothesisHypothesis 2b, through in terms of evidence to of additional motives for the involvement of the private sector, which that can be described under within the framework of "Rregulatory Capitalismcapitalism" (Carrapico and Farrand 2017). For example, there was is evidence that the involvement of the private sector is “'a part of the rules of democracy,”', that the role of the private sector is to be involved in these processes, and that the professional knowledge that exists in the private sector is (or should be) an inherent part of regulatory creation processes. These findings are consistent with the literature dealing with the unique characteristics of cyberspace which that are regarded as requires requiring cooperation between states and the private sector (Clinton, 2011,; Clinton, 2015; Neutze and Nicholas, 2011; Tropina, 2015). More specifically, and in particular, the explanations emphasize the increasing role of the private sector, as described under within the theoretical framework of Regulatory regulatory Capitalismcapitalism, according to which, there is a division of labor between the private and public sector, and especially in technological sectors fields such as information security, emphasize the increasing role of the private sector (Carrapico and Farrand 2017). ImportantlyNotably, the words of the interviewees show indicate that regulatory capture and the public responsibility of the private sector, far from being mutually exclusive,, and regulatory capture, co-exist, and do not exclude each other, in cyber defense regulation processes. 	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.

Finally, Kingdon’'s Multiple multiple Streams streams Framework framework (Kingdon 2011) providesallows  an additional point of view. According to this framework, actors from the private sector are 'policy entrepreneurs', looking seeking to connect between the streams of 'problems', 'policy alternatives', and 'politics' (Kingdon 2011; Travis and Zahariadis 2002). Actors from the private sector have broad access to the 'alternative policies stream', using via a wide range of policy ideas created by professional experts (Kingdon 2011; Travis and Zahariadis 2002). According to the multiple streams framework, it is only when the three streams intersect in some point in timethat, a window of opportunity is created in which policy can be adoptedfor the adoption of a policy (Kingdon 2011; Travis and Zahariadis, 2002). According toIn this terminology, policy entrepreneurs from the private sector identify this the window of opportunity by connecting a policy alternative to a problem from the problems stream, and by locating support from the political stream. In this way, policy entrepreneurs present in front of the policymakers with a 'package', that includes both the a problem and the its solution, where this solution might be a regulation that will encourages the use of the company’'s products (Gorwa and Peez 2018). YetHowever, this interpretation still leaves open the question of whether this 'package' formationthe formation of the package reflects 'capture' or public responsibility (or both).  	Comment by Author: This does not appear in the reference list. Please amend the in-text citation or add the missing reference to the list.
	Comment by Author: See previous comment
	Comment by Author: See previous comment

The current study offers an in-depth look overexamination of the processes of creating regulation in Israeli cyber defense in Israel, since it presentspresenting the viewpoints of the various actors, includes including different actors from the private sector, and does not focusnot focusing solely only on the results of regulation. However, the current study has a number of limitations. First, since this studyit deals with the processes and not the results of regulation, it is hard to tell cannot determine which of these processes actually influence the created regulations that are created. Second, the study deals exclusively with regulatory creation only in Israel;, and although Israel is an interesting case study, it is not possible to generalize the results to other countriesstates. Future studies can address these limitations by combining qualitative methodologies that focus on the relationships between actors, and with quantitative methods that focus on the results of regulation. In addition, an international comparisons is are called for in this fieldrequired. 
In summary, the current study deals with the relationship between the private public and public private sectors in the field of cyber defense regulation. The analysis of interviews with the various actors shows that the private sector in Israel, which includes various actors such as defensive organizations, security companies, and consulting companies, is deeply involved in the creation of regulation, both in by creating a demand for regulation, and in involvementby being involved in its content. The motives for this involvement are partly related to rent- seeking interests ofby interest groups, but alongside them there is also a desire of on the part of actors from the private sector to contribute from their professional knowledge, in a way that reflects public responsibility. These findings offer a new perspective for analyzing the relationship between the private public and public private sectors, and particularly in advanced technological fields, which where most of the field-specific professional knowledge is concentrated within the private sector, making those fields are vulnerable to be 'captured' by the industry, since most of the field-specific professional knowledge is concentrated within the private sector. 
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