1.1 
1. Please tick the correct answers.
· Cyberbullying belongs to the category of cybercrime in the broader sense. 	Comment by Johnson, Lila: Correct answers are signified by the text being underlined and italicized, please maintain this in the translation so that the correct answer remains clear.
· Hacking belongs to the category of cybercrime in the broader sense. 
· Cyberstalking belongs to the category of cybercrime in the narrower sense. 
· DoS attacks (denial-of-service attacks) belong to the category of cybercrime in the narrower sense. 

2. A DoS attack attempts to disable an organization's systems through mass requests. An attack against publicly accessible websites constitutes one such scenario. Under which criminal offense would you classify this act? Please provide a brief explanation.
The perpetrator of a DoS attack faces a prison sentence of up to ten years under Section 303b of the German Criminal Code (StGB). One of the first judgments on the subject of DoS was rendered in 2011, with reference to Section 303b StGB (Case No. 3 KLs 1/11).

1.2 
1. Please tick the correct answers.
· A lack of security guards is a weakness at the organizational level. 
· A missing update for the Windows operating system is a firmware-level vulnerability. 
· The Eternalblue vulnerability is located at the server and network level. 
· A vulnerability in Apple's iOS is an operating system-level vulnerability. 

2. The "Meltdown" vulnerability (CVE-2017-5754) has a Base CVSS Score of 5.6. What does this value tell you?
This value by itself is not very meaningful. The CVSS score becomes more meaningful when the optional metric groups "Temporal" and "Environmental" are added. This enables a statement to be made about the criticality of the vulnerability as far as one's own organization is concerned. Moreover, "Meltdown" has, for example, the highest value as an impact on confidentiality and no impact in the case of integrity and availability. This is where, after evaluating the optional criteria (e.g., confidentiality, integrity, and availability requirements), the CVSS score may be different accordingly. Depending on the resulting criticality (CVSS score), the remediation or definition of measures must be prioritized.

1.3  
2 Please complete the following sentence:
The essential characteristic of a worm is that it actively spreads.

3 How does a Trojan horse spread?
Trojan horses always use legitimate programs to spread. In this case, the victim thinks that they are using a useful and legitimate program, while the malicious functionalities of the Trojan horse are active in the background. 

1.4 
1. Why are technical measures alone not enough to prevent all forms of attack on computer systems?
Basically, computer systems are used, operated, or configured by humans. This means that humans can bypass many types of protective measures. So, if the human factor exhibits vulnerabilities, most technical measures can be circumvented. One protection measure bypassed by human vulnerabilities is authentication. As soon as a human reveals their authentication credentials, such as username and password, to an attacker, this protection measure becomes ineffective.



2. Is whaling a social engineering attack? Briefly justify your answer.
Yes, whaling is attributable to social engineering. This is an attempt to elicit access data or other sensitive information from "high-value" human targets in organizations by means of fraudulent attacks.

2.1 
1. Please complete the following sentence:
Section 202a StGB requires the existence of sufficient access security.
2. Why does it make sense for an organization to use a service like "haveibeenpwned"?
On "haveibeenpwned", email addresses can be checked as to whether they were included in data theft and can thus be misused. Provided that an organization uses this service to regularly monitor its email addresses or domains, it can react promptly if its own email addresses are included in data leaks. The response here includes asking the user of the email address to change all their passwords. In extreme cases, the email address can also be blocked and a new one can be assigned.

2.2 
1. What subjects are covered by competition law in relation to intellectual property?
With regard to intellectual property law, competition law primarily comprises patent law, utility model law, and design and trademark law. In addition, there are special laws such as the Semiconductor Protection Act and the Plant Variety Protection Act.

2. What kind of intangible property is protected by copyright?


Copyright protects works of literature, science, and art. These include pieces of music, videos, scientific works, pictures, books, etc.
2.3 

1. Would you also classify a spam email that advertises the purchase of sexual enhancers under the offense of Section 269 StGB? Please justify your answer. 
No, because no data of probative value is falsified in this case. These emails may constitute a violation of competition or criminal law, but no false identity is assumed and no other data is altered. Even the sender address of an email that appears from a specific company (e.g. Amazon or eBay) does not necessarily fall under Section 269 StGB. This sender address of an email may be forged.

2. Which criminal law paragraph is the basis for creating Section 269 StGB (forgery of data of probative value), and why was the creation of a new Section needed?
It was created on the basis of Section 267 StGB (forgery of documents). This section requires an embodied declaration of intent, which is not the case with legal transactions on the internet. Hence, Section 269 StGB was created. This is based on the assumption that if the data of probative value were printed, this would constitute a false document. This is easily applicable to the case of a manipulated bank card, for example.

2.4 
1. Please complete the following sentence:
Section 263a StGB belongs to the category of offenses against property.


2. Which acts are listed in § 263a StGB?

· Incorrect configuration of the computer program,
· Use of incorrect or incomplete data,
· Unauthorised use of data, or
· Unauthorised influence on the processing operation.

3.1 
1. To what extent can social networks be used for data theft purposes?
Social networks can be used to gain access to data by manipulating or deceiving network users. 

2. What other aspects promote data theft besides social networks? Please name three. 
· IoT
· Cloud storage
· Mobile devices

3.2 
1. How does ransomware make the victim's data inaccessible?
Ransomware encrypts the data using a symmetric, cryptographic method. The data can then only be decrypted with the corresponding key. The victims can therefore still access the encrypted data, but are unable to use it.


3.3 
1. What is the difference between a DoS attack and a DDoS attack?
A DoS attack aims to overload a service and is sent from one computer. A DDoS attack has the same goal but involves multiple computers. 



Typically, the requests in a DDoS attack are sent from a large number of computers.

2. What is the connection between bots and computer sabotage?
A bot within a botnet is a computer that can be controlled remotely. This means that the infected computer is subject to computer sabotage if the attacker uses the functionality of the bot to disrupt data processing on that computer. In addition, the number of bots can also be used to carry out DDoS attacks.

3.4 
1. Please complete the following sentences:
The essential characteristic of industrial espionage is that internal data is spied on by a competitor. Espionage of commercial enterprises by secret services or states is referred to as economic espionage.

2. Which paragraphs concern the offense of industrial espionage?
Section 17 UWG and Section 202a StGB can be applied to industrial espionage cases.	Comment by Catherine Diallo: Please see my comment about that in the script
4.1 
1. What are side-channel attacks?
Side-channel attacks use observable effects of data processing operations, such as power consumption or noise levels, aiming to tap sensitive data.

2. What is firmware?
Firmware is software that provides basic hardware functions for the operating system and other application software.

4.2
1. What two defenses are built into modern operating systems?
· Virtual memory management, and
· Rights separation.

2. What advantage does an attacker gain from elevated rights?
In principle, users of a system should have restricted rights and may only update certain memory areas, or use restricted functions or only certain network interfaces. These restrictions no longer apply once an attacker has gained elevated rights. This brings the advantage, from the attacker's perspective, of being able to modify files on a system and inject malicious code. The attacker can use the network interfaces to infect more systems. In addition, the operating system's functionalities can be used. This allows an attacker to make its access to the system permanent, for example, by installing backdoors.

4.3 
1. Please tick the correct answers.
· A spoofing attack fakes the identity of another system or user. 
· A man-in-the-middle attack can eavesdrop and/or modify information. 
· Changing passwords frequently automatically leads to more secure passwords. 
· A denial-of-service attack decrypts encrypted communications. 

2. What are the requirements for a man-in-the-middle attack?
The attacker must be able to redirect the communications of the other participants to itself or eavesdrop on these communications directly. Also, the attacker could modify the messages and send them back to the respective participants. If the participants are authenticated, the attacker must also be able to assume the identity of the participants.

4.4 
1. Please complete the following sentences:
Web applications are mostly accessible via TCP ports 80 and 443. Injections constitute the greatest risk in the OWASP Top 10 of 2017 for web applications. Here, user input represents executable program code.

2. Why should the databases for an application be secured in the same way as the application itself?
A database contains the data of an application. If the application is strongly secured and no attack is possible, an attacker can still view and modify the underlying data of the application via the database.

4.5 
1. When is an attack classified as an organizational-level attack?
When the attack exploits organizational regulations or is made possible by them in the first place. Organizational rules include information flows, processes, role assignments, and the organizational structure and workflows.

2. Please complete the following sentence:
Social engineering describes attacks that exploit human vulnerabilities via social interaction to bypass IT system security measures.




5.1 
1. Why is it that the use of system functions of software does not easily provide evidence of a defective code?
All system functions of an operating system were designed for legitimate applications. This means that calling a system function is not in itself harmful in terms of its intention. However, system functions can be used in a harmful way in context. Keylogger functions are also used by other applications, but for a legitimate purpose. The use of system functions must therefore be considered in the context of other features of an application in order to decide whether this software is malware.

5.2
1. What are the benefits of behavior-based malware detection?
The advantage of behavior-based detection is that the functionality of the malware is analyzed. If malicious behavior is detected, the software stops. To circumvent this detection, the functionality of the malware must be changed. This is more difficult than, for example, changing a signature. This results in further advantages, such as the ability to detect new malware and also to detect polymorphisms of malware.

2. What is the signature of malware?
The signature of malware is a string of characters that uniquely identifies the executable file of this malware. For this purpose, the entire character string of the file's byte code or the hash value of this character string can be used. The advantage of the hash value is that less memory is used.



5.3 
1. What is the purpose of the "reconstruction" phase of an IT forensic investigation?
Reconstruction attempts to establish a chain of evidence from the data obtained. The collected and analyzed data reconstruct the course of events or the processes in the system at the time in question. This turns isolated data into a chain of events.

2. What benefit do log files provide to an IT forensic investigation?
Log files contain events of an application or a system in chronological order. This allows a chain of events to be reconstructed. 

5.4 
1. What is the difference between a "normal" deletion and the wipeout of a file?
During a deletion process, the information about the file is usually retained. This can be undone via the recycle bin function. The binary structure of the file is retained in most cases and can be restored via the file system structure (metadata) or using file carving methods. When wiping out, the binary structure of the file is overwritten, for example with "0".

2. What property of files does file carving exploit?
In file carving, the file system structure usually no longer exists. For this reason, file carving uses the defined markers at the beginning (header) and end (footer) of files to restore them.




5.5 
1. Please complete the following sentence:
Predictive policing attempts to prevent crimes before they are committed.

2. Please complete the following sentence:
Legal limits, such as the GDPR, must also be observed in IT forensic investigations.

6.1
1. At what point are preventive protection measures implemented and what are their objectives?
Preventive measures are implemented prior to a security incident occurring in order to prevent the security incident altogether, reduce its probability, or reduce the extent of the damage.

2. What is a TPM?
TPM stands for "Trusted Platform Module" and is a special chip for the secure storage and processing of cryptographic keys, among other things. 

6.2 
1. What do the terms authorization and authentication mean and how do they relate to one another?
Authorization checks the right of a user or an IT system to a resource. Authentication, in turn, deals with the verification of identities, among other things. Secure authorization can only take place once a system or user has been successfully authenticated. 


2. What is MFA?
MFA means multi-factor authentication. Under MFA, multiple authentication factors (knowledge, being, and possession) are required for successful authentication. One of these factors can be a password and another can be a string on a hardware token or smart device. The key in this example is the requirement of two factors, in this case, knowing the password and owning the device to authenticate, to make it more secure.


6.3 
1. How will training and awareness measures prevent the aforementioned example of an attack by "Emotet" or reduce the likelihood of success?
Since "Emotet" is distributed via forged and manipulated emails, awareness measures can be used to strengthen the recognition of such emails or the creation of awareness for this attack vector. As soon as an employee recognizes such an email, they can report the incident. After that, a warning can be distributed throughout the organization.

2. What does the phrase "culture eats compliance for breakfast" mean in relation to computer crime and training and awareness efforts?
The phrase "culture eats compliance for breakfast" means that organizational culture may hinder employee adherence to regulations (compliance) if the culture is negatively characterized toward information security. By having a positive attitude toward the protective measures and raising awareness among employees, regulations can be successfully implemented to combat cybercrime.



6.4 
1. What is a prerequisite for incident response and how is this prerequisite ensured?
A prerequisite for incident response is incident detection. This is usually implemented with intrusion detection systems since the analysis of log files by humans on IT systems is almost impossible.

2. What are the general different steps in incident treatment planning?
· Define reporting path for incidents,
· Create escalation concept,
· Find the cause of the incident,
· Mitigate impacts,
· Restore normal operation, and
· Document incidents and take preventive action.

7.1 
1. Please complete the following sentence:
Infection with a virus via a USB stick that an employee plugs into their workplace PC is a primary consequence. Breaking into the organization's network with the employee's credentials because the virus has installed a keylogger is a secondary consequence.
2. Which categories of secondary consequences of a cyberattack does a newspaper article about a serious cyberattack at your company, saying that you have a very poor IT and subsequently causing a drop in your stock price, fall under?	Comment by Catherine Diallo: The original sentence is misleading. I suppose what it means is that the article causes a drop of the stock price, rather than talking about it. Please check with client
Economic and reputational consequences.


7.2 
1. Why is disconnecting the power of a workstation PC based on virtual desktops not enough to stop the damage? Please provide a brief explanation.
The malware infection takes place where the employee works, in this case on the virtual desktop. Disconnecting the power of the employee's workstation PC does not affect the power state of the virtual machine. Thus, the malware can continue to work on the virtual machine.

2. How can appropriate reactive measures be taken in modern IT infrastructures to prevent damage? Please provide a brief explanation.
This can happen via automated systems that initiate appropriate measures based on the current network structure, the attack possibilities, and the possibilities of reactive measures. Frameworks for response processes are being researched for this purpose.

7.3 
1. Please complete the following sentence:
The abbreviation TISP stands for Threat Intelligence Sharing Platform. TISPs mainly distribute technical threat intelligence in the form of Indicators of Compromise or Indicators of Attack.

2. Why is the sharing of cybercrime information useful?
Information on an attack on one organization can help another organization avoid or mitigate that attack.



7.4 
1. Please complete the following sentence:
Organizations that are considered critical infrastructure operators must report cyberattacks to the BSI and BBK.

2. What law requires notification of a cyberattack when disclosing personal information and for what reason? Please provide a brief explanation.
The GDPR requires notification of a cyberattack when the freedom and rights of natural persons are at risk.

7.5 
1. Please complete the following sentence:
Preventive measures are preferable to reactive ones.

2. Which points comprise the Alliance for Cybersecurity's general recommendations for action at the technical level? Please name the five points. 
· Avoid logging in with privileged accounts on infected systems,
· Collect information about the network,
· Estimate the extent of the compromise,
· Set up monitoring, and
· Securely store backups offline.

8.1
1.  Which type of attack was cited as current by most reports from 2019 and 2018 on the security situation?
Ransomware.

2. What is the advantage of crypto agile software or hardware products?
Crypto agile products are advantageous in that cryptographic algorithms are interchangeable. Thus, algorithms that have become insecure can be removed and new secure ones can be used.

8.2 
1. According to the BSI, what measures can be taken to prevent identity theft?
The BSI recommends the use of HTTPS, multi-factor authentication, and mechanisms such as SPF against identity theft.

2. What is the Council of Eminent Persons’ recommendation for cyber security concerning quantum computing?
Cryptoagility.

8.3 
1. Which of the following is the European Cybercrime Centre's advice for dealing with mobile devices in the corporate environment in 2020?
· Employee information 
· Guidelines for mobile devices 
· Post Quantum Cryptography 
· Software updates 

2. What is the objective of the Europol Awareness Campaign?
Private individuals and organizations are to be protected from threats in a preventive manner. Each year, a special focus is placed on one topic to raise awareness of internet risks and to ensure that they are dealt with sensitively.
