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The Professor-Translator-Transmission Architecture
Die Professor-Übersetzer-Übertragungsarchitektur
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Sending a Letter by Post Example	Comment by Johnson, Lila: Any graphics without a table underneath them only require a translation of the title.
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Passing Information between Layers
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TCP/IP Reference Model
TCP/IP-Referenzmodell
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Client and Server Communication over an Unsecured Channel
Client-Server-Kommunikation über einen unsicheren Kanal
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The Default Wireshark View
Standardansicht von Wireshark
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Capturing TCP Connection
Abhören einer TCP-Verbindung
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Man-in-the-Middle Scenario
Man-in-the-Middle-Szenario
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Connected Network Infrastructure Devices
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Access Control Model
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Alice and Bob Sharing a Message over an Insecure Channel
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Alice and Bob Sharing an Encrypted Message over an Insecure Channel
Alice und Bob tauschen eine verschlüsselte Nachricht über einen unsicheren Kanal aus
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Symmetric Key Cryptography Model
Kryptografie-Modell mit symmetrischem Schlüssel
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Symmetric Key Cryptography
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Asymmetric Key Cryptography Model
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Alice and Bob Using Asymmetric Cryptography for Sending Messages over Insecure Public Channel
Alice und Bob versenden Nachrichten per asymmetrischer Kryptographie über einen unsicheren öffentlichen Kanal 
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Asymmetric Signature Algorithm
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Hybrid Cryptosystem Encryption Model
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MikTex Source Hash
MikTex-Quell-Hash
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Checking MikTex Source File Integrity Using Hash Function via the Terminal
Prüfung der Integrität der MikTex-Quelldatei per Hash-Funktion über die Terminal-App
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PGP Keys Creation
Erstellung von PGP-Schlüsseln
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Encrypting the Plaintext Using the Public PGP Key
Verschlüsseln des Klartextes mit dem öffentlichen PGP-Schlüssel
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Cipher Text of the Encrypted Plaintext
Chiffretext (verschlüsselter Klartext)
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Restoring the Plaintext by Decrypting the Cipher Text Using the PGP Private Key
Wiederherstellung des Klartextes durch Entschlüsseln des Chiffretexts mit dem privaten PGP-Schlüssel
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Decryption Failed if We Modified the Cipher Text
Fehlgeschlagene Entschlüsselung nach Änderung des Chiffretexts
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Using PGP to Sign a Message Using PGP’s Private Key
Signieren einer Nachricht mit Hilfe eines privaten PGP-Schlüssels
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Generated Signed Message
Erzeugte signierte Nachricht
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Successfully Verified Signature
Erfolgreich verifizierte Signatur
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Verification Failed if the Signed Message Was Modified
Fehlgeschlagene Verifizierung nach Änderung der signierten Nachricht
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Resources Access Life Cycle
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Google Chrome Digital Certificate
Digitales Zertifikat von Google Chrome
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Authentication Implementation
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Using Salts to Mitigate Password Attacks
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Biometric Authentication Implementation
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MFA Steps
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Mutual Authentication Using Symmetric Encryption
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Simplified 3-Step Authentication Using Symmetric Encryption
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Mutual Authentication Using RSA Asymmetric Encryption
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Sharing Keys Using KDC
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Exchanging Public Key Certificates via CA
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IPsec Architecture
IPsec-Architektur
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Usage of ESP Protocol for Encryption and Authentication
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IPsec Modes
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IPsec Tunnel Mode
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IPsec Protocol Summary
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The Handshake Protocol—Phase 1
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The Handshake Protocol—Phase 2
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The Handshake Protocol—Phase 3
Das Handshake-Protokoll – Phase 3
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The Handshake Protocol—Phase 4
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System Login Using Kerberos
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Accessing the Printer Using Kerberos (1/2)
Druckerzugriff mit Kerberos (1 von 2)
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Accessing the Printer Using Kerberos (2/2)
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Bluetooth Networks
Bluetooth-Netzwerke
[image: Diagram

Description automatically generated]
	Piconet 2
	Piconet 2

	User A mobile
	Nutzer A, mobil

	Piconet 1
	Piconet 1

	Piconet 3
	Piconet 3

	User B mobile
	Nutzer B, mobil





Bluetooth Protocol Stack
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Defense-in-Depth
Verteidigung in der Tiefe [image: Diagram
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Components of Intrusion Detection Systems
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Example of NIDS Sensor Deployment
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	Alice und Bob tauschen vorab und geheim den symmetrischen Schlüssel sk aus. Mit diesem Schlüssel schickt Alice später Folgendes an Bob: 
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