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Procedure Aim

Defining the business relationship with external contractors to reduce risks to computerized systems and databases. 

Responsibility for implementing the procedure:

The head of the unit that employs an external contractor will verify his signature on the information security attachment, with the approval of the information security supervisor. It is the responsibility of the unit head to ensure that the employed external contractor has received prior approval from the information security supervisor and that this procedure has been implemented by the information security supervisor. 	Comment by Editor: Please ensure that this is accurate

The information security supervisor is responsible for implementing this procedure, with regards to everything related to approving an external party, as detailed in this document.

Content of the procedure:

A contract will be signed with every external contractor or representative who interacts with the workstation or the central computer, with special attention given to the issue of information security. Communication with the external contractor is subject to prior approval of the information security supervisor. The contract will ensure complete non-disclosure about anything that the external contractor encounters. 

The contract with the external party, including an equipment or hardware/software service provider, will include a section containing the information security guidelines that relate to all ways in which the external contractor can access information, as laid out in the prior clause. In addition, the contract will include a precise list of the external contractor representatives that are permitted to carry out activities on behalf of the company, and their commitment not to remove any material and/or equipment from the company, unless it is with the explicit knowledge and approval of the information security supervisor. 

In addition to the guidelines detailed above, the external party and staff will sign a non-disclosure agreement (NDA). 

Attachedis an example of an NDA. 





All the documents and contracts will be saved in the suppliers’ files on the network and those of the company CEO or appointee.
Every agreement will include information security requirements regarding access processing, preserving communication, or IT services in the framework of the supplier contracts. 
The contract will explain the importance of protecting and classifying information and will address subcontracting work.
Every six months, the information director will review all communication with suppliers. 
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Confidential and Proprietary

CONFIDENTIAL DISCLOSURE AGREEMENT

Entered into this 5th day of June, 2018 by OBG
soft Ltd., a company organized under the laws of
the State of Israel with its principal place of
business at Bar Yehuda 52 Nesher, (the
“Company”) and Modality LTD, a company
organized under the laws of Israel, with its
principal place of business at 2 Haseora Ein Ayala
(the “Recipient”).

WITNESSETH

WHEREAS, the Recipient desires that the
Company disclose certain confidential proprietary
information solely for the purposes of a potential
collaboration between the Company and the
Recipient (the “Purpose”), and to induce such
disclosure by the Company, desires to set forth its
undertakings and obligations of confidentiality and
nondisclosure;

NOW THEREFORE, in consideration of the
mutual undertakings and promises herein, the
parties hereto hereby agree as follows:

1.  The term “Information” means any and all
confidential and/or proprietary information and
technology related to the Company or transmitted
to Receipient by the Company, in whatever form,
including but not limited to any and all formulae,
specifications, prototypes, designs, equipment,
samples, analyses, computer programs, trade
secrets, data, methods, techniques, processes,
memoranda, notes, marketing and customer
information, financial information, projections and
any other data or information (in whatever form,
including but not limited to, written or other
tangible form, orally or visually), as well as
improvements and know-how related thereto.
Information shall include, but not be limited to,
information which is disclosed by the Company to
the Recipient and which should have reasonably
been understood by Recipient because of notice
on the material, the circumstance of disclosure or
the nature of the information itself, to be
proprietary or confidential to the Company or a
third party. Information shall be deemed to include

any and all Information which has been or may be
disclosed by or on behalf of the Company,
imrespective of form but shall not include
information or matter that (a) was already known
to or independently developed by the Recipient
prior to its disclosure by the Company as
demonstrated by reasonable and tangible
evidence satisfactory to the Company; (b) shall
have appeared in any printed publication or patent
or shall have become a part of the public
knowledge except as a result of breach of this
Agreement by Recipient; (c) shall have been
received by Recipient from another person or
entity having no obligation to the Company or its
affiliates; or (d) is approved in writing by the
Company for release by Recipient.

2. Recipient agrees to treat all the Information
disclosed to it as strictly confidential, and with at
least the same degree of care that it treats similar
materials of its own in order to prevent
unauthorized disclosure of Information to others —
and in no case less than a reasonable degree of
care. Receipient agrees not to disclose, exploit or
make use, directly or indirectly, of such
Information without the express written consent of
the Company, except for purposes of the Purpose.
Notwithstanding the foregoing, Recipient may
disclose Information to a minimum number of
Recipient's employees and/or contractors, as
necessary solely for the Purpose, and then strictly
on a “need to know” basis, and provided that any
such employees and/or contractors to whom the
Information is intended to be disclosed, are bound
by a confidentiality undertaking that requires the
preservation of the confidentiality of the
Information on terms no less stringent than the
terms contained herein. The Recipient shall
enforce such obligations at its expense and at the
request of the Company (and be liable to the
Company for any failure to do so as well as any
breach of confidentiality by any such Recipient's
employees and/or contractors).

3. It is understood and agreed that the
disclosure of the Information by the Company shall
not grant Recipient any express, implied or other
license or rights to patents or trade secrets of the
Company or its suppliers, whether or not
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patentable, nor shall it constitute or be deemed to
create a partnership, joint venture or other
undertaking. Further, Recipient agrees that it shall
not remove or otherwise alter any of the
Company's trademarks or service marks, serial
numbers, logos, copyrights, notices or other
proprietary notices or indicia, if any, fixed or
attached to Information or any part thereof.
Recipient shall not modify, decompile,
disassemble, copy, decrypt, extract or otherwise
reverse engineer components or software of the
Company.

4. Neither this Agreement nor the disclosure or
receipt of Information shall constitute or imply any
promise or intention by either party to make any
purchase of products or services of the other or
the other's affiliated companies, or any
commitment by either party or its affiliated
companies with respect to present or future
marketing of any products or services or any other
business relationship.

5. Unless otherwise required by statute or
government rule or regulation all copies of the
Information shall be returned to the Company
immediately upon request without retaining copies
thereof.

6. In the event that Recipient or anyone to
whom Recipient transmits the Information
pursuant to this Agreement becomes legally
compelled to disclose any of the Information,
Recipient will provide the Company with prompt
notice thereof so that the Company may seek a
protective order or other appropriate remedy
and/or waive compliance with the provisions of this
Agreement.

7. Recipient shall notify the Company
immediately upon discovery of loss of, or
unauthorized disclosure or use of, the Information.

8. This Agreement shall constitute the full
Agreement between the parties with respect to the

confidentiality and non-disclosure of the
Information and shall supersede any and all prior
agreements and understandings relating thereto.
No change, modification, alteration or addition of
or to any provision of this Agreement shall be
binding unless in writing and executed by or on
behalf of both parties by a duly authorized
representative. This Agreement may not be
assigned by the Recipient without the consent of
the Company.

9. The undertakings herein shall be binding
upon the parties and their respective affiliates,
subsidiaries or successors and shall continue until
such time as the substance of the disclosure has
entered the public domain through no breach of
any obligation under this Agreement caused by an
act or omission on the part of Recipient, or until
permission is specifically granted in writing to
Recipient by the Company to release or make use
of the Information otherwise than as stated herein.
Notwithstanding the foregoing, there shall be no
time limit on the Recipient's obligation to refrain

from exploiting, using or disclosing any
Information in violation of the terms of this
Agreement.

10. If any one or more of the terms contained in
this Agreement shall for any reason be held to be
excessively broad with regard to time, geographic
scope or activity, that term shall be construed in a
manner to enable it to be enforced to the extent
compatible with applicable law. A determination
that any term is void or unenforceable shall not
affect the validity or enforceability of any other
term or condition.

11. Confidential Information is provided “as is’
with all faults. The Company makes no
representations or warranties of any nature
whatsoever with respect to any information
furnished by it to Recipient, including, without
limitation, any warranties of merchantibility or
fitness for a particular purpose or against
infringement.
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12. The Recipient agrees that its obligations set
forth in this Agreement are necessary and
reasonable in order to protect the Company and
its business. The Recipient expressly agrees that
due to the unique nature of the Company’s
Confidential Information, monetary damages
would be inadequate to compensate the Company
for any breach by the Recipient of its covenants
and agreements set forth in this Agreement.
Accordingly, the Recipient agrees and
acknowledge that any such violation or threatened
violation shall cause irreparable injury to the
Company and that, in addition to any other
remedies that may be available, in law, in equity or
otherwise, the Company shall be entitled to obtain
injunctive relief against the threatened breach of
this Agreement or the continuation of any such
breach by the Recipient, without the necessity of
proving actual damages or posting a bond.

13. This Agreement shall be exclusively
governed by and construed under the laws of the
State of Israel without giving effect to principles of
conflicts of law. Each of the parties hereto
irrevocably consents to the exclusive jurisdiction
with respect to any dispute and action arising
under or in relation to this Agreement and venue
of the courts of Tel-Aviv, Israel and waives any
objections it may have at any time to such
jurisdiction and venue.

14. This Agreement may be executed in two or
more counterparts, each of which, when so
executed and delivered, shall be deemed an
original and all of which together shall constitute
one instrument.

IN WITNESS WHEREOF the parties have
executed this Agreement as of the date first
written above.

OBG Soft Ltd.
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Name: Alon Ofir

Title:

CEO
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express it your way!




