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Disk Structure
Festplattenstruktur
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MBR Partition Map
MBR-Partitionsschema
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RAID 1+0: Two RAID 1s with Four Disks over One Logical Volume
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HKLM and Registry Hives
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FAT Boot Sector
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Map of the Boot Sector
Übersicht über den Bootsektor
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FAT Entry
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Map of NTFS MBR
[image: Table

Description automatically generated]Übersicht zum NTFS-MBR

(Leave text in English!)

Map of NTFS Partition Table 1
[image: Table

Description automatically generated]Übersicht zur NTFS-Partitionstabelle 1

	Disk serial number
	Seriennummer der Festplatte

	Partition
	Partition

	Partition signature
	Partitionssignatur



Map of NTFS Partition Table 2
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Non-Resident Data File
Datei mit nichtresidenten Daten
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Data Run in Non-Resident Data File MFT Entry
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First Decoded Data Run
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Second Decoded Data Run
Zweiter dekodierter Datenfluss [image: Diagram
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TCP/IP Model and OSI Model
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Data Flow in the TCP/IP Model
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Binary to Decimal Conversion
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IPv6 IP Address
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Symmetric Cryptography
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DumpIt Utility
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Reconnaissance Tactics Identified by MITRE´s ATT&CK Framework
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	ID
	ID

	Name
	Name

	Active Scanning
	Aktives Scannen

	IP Blocks
	IP-Blöcke scannen

	Vulnerability Scanning
	Scannen auf Schwachstellen

	Description
	Beschreibung

	Adversaries may execute active reconnaissance that do not involve direct	Comment by Anne Pabel: These last three sentences seem to have been cut off.
	Gegner können aktive Aufklärungsarbeit leisten, die nicht mit direkter

	Adversaries may scan victim IP blocks to
	Angreifer können IP-Blöcke von Opfern scannen, um

	Adversaries may scan victims for vulnerabilities and exploit the adversary may seek to use
	Die Angreifer können die Opfer auf Schwachstellen scannen und ausbeuten. Der Angreifer kann versuchen, die





Procedure Examples as Identified by MITRE´s ATT&CK Framework
Beispiele für Verfahren nach dem MITRE-ATT&CK-Rahmen[image: Table

Description automatically generated]

	ID
	ID

	Name
	Name

	Description
	Beschreibung

	APT28
	APT28

	APT28 has performed large-scale scans in an attempt to find vulnerable servers.
	APT28 hat groß angelegte Scans durchgeführt, um verwundbare Server zu finden.

	Sandworm Team
	Sandworm-Team

	Sandworm Team has performed large-scale scans in an attempt to find vulnerablities as part of its operational planning.
	Das Sandworm-Team hat im Rahmen seiner Einsatzplanung groß angelegte Scans durchgeführt, um Schwachstellen zu finden.

	Volatile Cedar
	Volatile Cedar

	Volatile Cedar has performed vulnerability scans of the target server.
	Volatile Cedar hat den Zielserver auf Sicherheitslücken gescannt.





TEACH Categories for MITRE´s ATT&CK Framework
[image: Graphical user interface, text

Description automatically generated]TEACH-Kategorien für den MITRE-ATT&CK-Rahmen

	Techniques only
	Nur Methoden

	Not really an exploit
	Eigentlich keine Ausnutzung

	Requires the use of the other techniques to be truly viable
	Erfordert den Einsatz anderer Methoden, um wirklich praktikabel zu sein

	Example – Graphical user interface
	Beispiel: Grafische Benutzeroberfläche	Comment by Anne Pabel: Siehe vorherige Kommentare zum Gendern.

	Exploitable to anyone
	Durch jeden auszunutzen

	Easy to exploit
	Leicht auszunutzen

	No need for POC malware, scripts, or other tools
	POC-Malware, Skripte und andere Werkzeuge sind nicht notwendig

	Example – Accessibility features
	Beispiel: Funktionen für Barrierefreiheit

	Additional steps required
	Zusätzliche Schritte erforderlich

	Need some sort of tooling such as Metasploit or POC scripts
	Benötigen andere Werkzeuge wie Metasploit oder POC-Skripte

	Generally more advanced than green category
	Im Allgemeinen höher entwickelt als die grüne Kategorie

	Example – Exploitation for *
	Beispiel: Ausnutzung für *

	Cost prohibitive
	Zu hohe Kosten

	Requires additional infrastructure to be able to exploit
	Erfordert zusätzliche Infrastruktur für die Ausbeutung

	Some are quite easy, some can be more advanced
	Einige sind recht einfach, andere etwas raffinierter

	Example – Web Shell
	Beispiel: Web Shell

	Hard
	Schwierig

	Might require custom DLL/EXE
	Erfordert möglicherweise spezielle DLL/EXE

	Requires an in-depht understanding of the OS
	Erfordert ein tiefgreifendes Verständnis des Betriebssystems

	Example – Process injection
	Beispiel: Prozessinjektion





TEACH Categories Applied to MITRE´s ATT&CK Framework
[image: A picture containing text, writing implement, stationary

Description automatically generated]TEACH-Kategorien angewendet auf den MITRE-ATT&CK-Rahmen

	Privilege escalation
	Eskalation von Privilegien

	Access token manipulation
	Manipulation von Zugangstokens

	Accessibilty features
	Funktionen für Barrierefreiheit

	AppCert dynamic link libraries (DLLs)
	AppCert-DLLs (dynamische Link-Bibliotheken)

	AppInit 
	AppInit

	Application shimming
	Trimmen von Anwendungen

	Bypass user account control
	Umgehen der Kontrolle von Benutzerkonten	Comment by Anne Pabel: Noch einmal ein Kompositum, bei dem das Gendern schwierig ist.

	Search order hijacking
	Piraterie von Suchaufträgen

	Exploitation for privilege 
	Ausnutzen von Privilegien

	Extra window memory injection
	Speicherinjektion zusätzlicher Fenster

	File system permission weakness
	Schwäche bei den Dateisystemrechten

	Hooking
	Hooking (Einschubmethode)

	Image file execution options injection
	Injektion bei den Ausführungsoptionen von Bilddateien

	New service
	Neuer Dienst

	Path interception
	Weg abschneiden

	Port monitors
	Port-Monitore

	Process injection
	Prozess-Injektion

	Scheduled task
	Geplante Aufgabe

	Service registry 
	Dienstregister (Registry)

	SID history
	SID-Verlauf

	Defense evasion
	Ausweichen der Verteidigung

	Access token manipulation
	Manipulation von Zugangstokens

	Binary padding
	Binäres Auffüllen

	Background intelligence transfer service (BITS) jobs
	BITS-Jobs (Hintergrund-Informationsübermittlungsdienst)

	CMSTP
	CMSTP

	Code signing
	Code-Signatur

	Component firmware 
	Komponenten-Firmware

	Object model hijacking
	Piraterie von Objektmodellen

	Control panel items
	Elemente des Bedienfelds

	DCShadow
	DCShadow

	Deobfuscate/ Decode files or information
	Entschleiern/Decodieren von Dateien oder Informationen

	Disabling security tools
	Deaktivieren von Sicherheitstools

	DLL search order 
	DLL-Suchreihenfolge 

	Side-loading
	Sideloading

	Exploitation for defense evasion
	Ausnutzung zur Umgehung der Verteidigung

	Extra window memory 
	Speicher für zusätzliche Fenster

	File deletion
	Löschen von Dateien

	Logical offsets
	Logische Offsets

	Hidden files and directories
	Versteckte Dateien und Verzeichnisse

	Credential access
	Zugriff auf Zugangsdaten

	Account manipulation
	Konto-Manipulation

	Brute force
	Brute-Force

	Credential dumping
	Dumping von Anmeldeinformationen

	In files
	In Dateien

	Registry
	Registry

	Forced authentication
	Erzwungene Authentifizierung

	Hooking
	Hooking

	Input capture
	Erfassung von Eingaben

	Kerberoasting
	Kerberoasting

	LLMNR/ NBT-NS poisoning
	LLMNR/NBT-NS-Vergiftung

	Network sniffing
	Netzwerk-Schnüffeln

	Password filter DLL
	Passwort-Filter-DLL

	Private keys
	Private Schlüssel

	Replication through removable media
	Replikation über Wechseldatenträger

	Two-factor  interception
	Abhören einer Zwei-Faktor-Authentifizierung

	Discovery
	Entdeckung

	Browser bookmark
	Browser-Lesezeichen

	Network 
	Netzwerk

	Share
	Teilen

	Password policy
	Passwort-Strategie

	Peripheral device
	Peripheriegerät

	Permission groups
	Berechtigungsgruppen

	Process discovery
	Prozess-Erkennung

	Query registry
	Registry-Abfragen

	Remote 
	Remote 

	Security software
	Sicherheitssoftware

	System information
	System-Informationen

	Configuration
	Konfiguration

	Connections
	Verbindungen

	Owner or user
	Besitzer:innen oder Benutzer:innen

	time
	Zeit




IDMEF Schema
IDMEF-Schema
[image: Table

Description automatically generated]
	IDMEF message
	IDMEF-Nachricht

	Alert
	Warnung

	Analyzer
	Analyzer

	Create Time
	Erstellungszeit

	Detect
	Erkennen

	Source
	Quelle

	Node
	Knoten

	User
	Benutzer:innen

	Process
	Prozess

	Service
	Dienst

	Target
	Ziel

	FileList
	Dateiliste

	Classification
	Klassifizierung

	Assessment
	Bewertung

	AdditionalData
	Zusätzliche Daten

	Heartbeat
	Heartbeat



image89.jpeg
Reconnaissance Tactics Identified by MITRE's ATT&CK Framework

ID 1 Name Description

T1595 Active Scanning Adversaries may execute active reconnais
reconnaissance that do not involve direct il

<: .001  Scanning IP Blocks =~ Adversaries may scan victim IP blocks to ¢

.002  Vulnerability Adversaries may scan victims for vulnerab
Scanning exploit the adversary may seek to use.




image90.jpeg
Procedure Examples as Identified by MITRE's ATT&CK Framework

1D Name / Description
60007 APT28 APT28 has performed large-scale scans in

an attempt to find vulnerable servers.”

Sandworm Team has scanned network
G0034 Sandworm Team infrastructure for vulnerabilities as part
of its operational planning.”!

Volatile Cedar has performed vulner-

Go123 Volatile Cedar ability scans of the target server.l*!




image91.jpeg
TEACH Categories for MITRE's ATT&CK Framework

Techniques

Exploitable
to anyone

Additional steps
required

prohibitive

« Need some sort of tooling such as Metasploit or POC scripts.
- Generally more advanced than green category
- Example—Exploitation for *





image92.jpeg
d to MITRE’s ATT&CK Framework

e

o
=T
<
«
@
=
)
o
@
-]
]
o
x
(=}
<
i
=

519540 1e2150] WaIsAs 314

UOISeAd 3SULaP 104 UoleYojdXT

UOIeWIO4UI IO S3)Y 3p03a( | A1eISNYG0aq

Sunseosaqiay|

2imdes ndu|

uopeiedss aSajiaud 1oy uoneoldx3

55308 [eUIPaI) 10} :e:E_oExm

1013u02 3unodde J3sn ssedAg

Suidwnp jenuapain

1013U03 Junodde Jasn ssedAg

uone|ndjuew UaY0} $539IY

Kianodsia $SS9208 JRIIUIPAID UOISBAD 9SUBJAQ

uopeIndiuew Ua)0} $5999Y

uoneedsa a8a)inlid





image93.jpeg
IDMEF message

— Analyzer
— CreateTime
—* DetectTime

—>  AnalyzerTime

[ Source

—>  Classification

— Assessment

L  AdditionalData

!

—" Analyzer

— CreateTime

—  AdditionalData




image3.jpeg
macOS Process

System H Threads

User: Processes

Idle:




image4.jpeg
Least privileged

Device drivers Most privileged

Device drivers





image5.jpeg
Stack

Heap

Data

Text




image6.jpeg
Process States

/ l \
Ready
I

Blocked ‘Waiting ‘Suspended

M ‘v o

Executing

v

Terminated




image7.jpeg




image8.jpeg
MBR Partition M

Partition Partition Partition Extended partition




image9.jpeg
Extended Partition Map

Extended partition

Partition Partition Partition Partition




image10.jpeg
Disk 0 Disk 1




image11.jpeg




image12.jpeg
Disk 0 Disk 1 Disk 2 Disk 3




image13.jpeg
wo RAID 1s with Four D

Disk 0 Disk 1 Disk 2 Disk 3




image14.jpeg
User and Kernel Space with a System Call Acting as a Bridge





image15.jpeg
PCB Information

Process ID
Process state
Pointers.

Process priority
Program counter
Event information
CPU registers.

1/0 information




image16.jpeg
Registry Editor

B Registry Editor
File Edt View Favorttes Heip

| Computer

~ B Computer
3 |, HKGY_CLASSES ROOT
5 | HKEY_CURRENT_USER
5 || HKEY_LOCAL MACHINE
v HKEYUSERS
> [ Deraut

3 I 51518
> s
> s
> [ 5-1-5-21- 2453411221 1617354920-3704071756-1001

5 [ 5-1-5-21-4S3HN21-B17354620-3T0071756-1001_Clesses
v [} HKEY_CURRENT_CONFIG.

> [ Software
> L System

MNeme Type Dats





image17.jpeg
HKLM and Registry Hives

v . HKEY_LOCAL_MACHINE
¢ 5 [l BCDO000000O
- > [ HARDWARE





image18.jpeg
The Windows Registry

- o x
pe ows

#e6sz b nctset)

REGOWORD  0ro000012018)

REGDACRD  0x0003ctas a751)

REG BNARY 00000000 003000000 0000020000
FEG FULLRESOU.. #1141 #8000 00092 00000003 0 o o
Ressz A CoupaTRLE

FEGOWCRD 0000002

FEGMUTLSZ SN 1072008 FVEOMS 16C Amrican Megav|





image19.jpeg
try SID and RID Values

v || HKEY_USERS
5 [ DEFAULT
Ly [ 5158
S5l s15-19
S5 [ S5
5 5-1-5-21-2453411221-1817354920-3704071756-1001
|5 || 5-1-5-21-2453411221-1817354920-3704071756-1001_Classes





image20.jpeg
Hive File Header

00000016




image21.jpeg
SID with Explanation

5  21-27349515-1644526556-1-39763013 1001

[N S\

Indicates that ~ SID specification Identifier Domain or local Relative
this is a SID version number authority computer identifier 1D




image22.jpeg




image23.jpeg
Contents of MountedDevices

mountdev v.20130530

(System) Return contents of System hive MountedDevices key
MountedDevices

LastWrite time = Wed Mar 28 08:22:21 2018Z

Device: _??
_USBSTOR#Disk&Ven_SanDisk&Prod_Extreme&Rev_0001#AA01021517035531059460#
{53f56307-b6bf-11d0-94f2-00a0c91efb8b}\DosDevices\E: \??\Volume{5c3108bf-31c0-
11e8-9b10-806e66e6963 }

LastWrite time = Tue Mar 27 09:22:21 2018Z

Device: _??
_USBSTOR#DiskVen_SanDisksProd_ExtremesRev_0001#AA010603160707470215604
{5356307-b6bf -11d0-942-00a0c91efb8b} \DosDevices\D: \??\Volume{3869c27a-31b8-
11e8-9b12-ecf4bb4s7fed}




image24.jpeg
FAT Areas

System area Data area

Boot record FAT 1 FAT 2 Root directory Files




image25.jpeg
FAT Boot Sector

0001000¢
0001001

00010

000100

00010040

00010050

000101A¢
0010180
000101

00010100

D101F0

EB S8 4D 53
EB





image26.jpeg
Map of the Boot Sector

Name

OEM ID

V' BIOS Parameter Block
Bytes per sector
Sectors per cluster
Reserved sectors
Number of FATs
(unused)
(unused)
Media descriptor
(unused)
Sectors per track
Number of heads
Hidden sectors
Total sectors
Sectors per FAT
Extended flags
Version
Root cluster
System Information sector
Backup Boot sector
(reserved)

Physical drive
Reserved
Extended signature
Serial number
Volume label
File system
Bootstrap code
Signature (55 AA)

v Extended BIOS Parameter BI...

1FE

| Offset  Value

003 | MSDOS5.0
00B

00B | 512

00D (8

00E 8234

010 |2

011 | 0000

013 |0000

015 | OxF8

016 | 0000

018 |63

01A 255

01C 128

020 4,188,160
024 4,075

028 |0

0A 0

0C 2

030 |1

032 |6

034 | 0000000000000...
040

040 128

041 0

042 &

043 | BDA25FE0
047 | NO NAME
052 | FAT32

05A | 33C98ED1BCF4..

55 AA

| Copy Value
%

190

124

191

6

B9 00

02FC

OxF3

A450

7272

51,974
309,755
2,147,991,229
2,080,374,910
3,851

37
281,379,585
61,922

6349
88560055C646 °

180
65

187
AAS55CD 13
Ir. aU3

6080 7E 1000742
55 AA




image27.jpeg
File and Clusters

Cluster 4 Cluster 5 Cluster 6
X5000 0000 6000 0000 XFFFF FFF8

>~ 7

File 1




image28.jpeg
Fragmented File





image29.jpeg
FAT Entry

FF FF FF OF FF FF FF OF 07 00 08 00 00 00





image30.jpeg
Directory Ei

LFN directory entry

SFN directory entry

LFN directory entry

LFN directory entry

9 SEN directory entry





image31.jpeg




image32.jpeg
Directory Map for SFN E

2 3 45 6

52 58 54| [20/[00][51][5a 64
81 52][07 00|[0F 00 00 00)

81 s52|[81 52|[00 00|[52 €4

6 7 8 9 10 1
v Short entry (SHORT.TXT) 0o 1

File name 0CO | SHORT 2
File extension 0Cc8  TXT 3

> Attributes 0B | 0x20 W
(reserved) occ 0 5
Created time refinementin 10ms (0-199)  0CD 177
Created date/time oce aaaem O
Last access date 02 | 4172021 7
First cluster (high word) 04 0 8
Modified date/time o6 412021 1236PM 9
First cluster (low word) 0DA 7 10
File size oc |15 n




image33.jpeg
Packed Byte Map for SFN

[o0][p1] A &4

OF 00 00 00] |
v Attibutes ocs
Read only £
Hidden il
System 2
Volume 3
Directory 4
— Archive 3
0000 0001 READ ONLY
0000 0010 HIDDEN FILE
10000 0100 SYSTEM FILE
0000 1000 'VOLUME LABEL
0000 1111 LONG FILENAME
0001 0000 DIRECTORY
——» | 00100000 ARCHIVE





image34.jpeg
Attribute Byte Map

Attribute byte
| T =1 | F1 1 1 Binary

80 40 20 10 G| I R Hex




image35.jpeg
LFN and SFN Directory Entries

LFN directory entry

LFN directory entry

~ITXT (.4

~ SFN directory entry

C 4F 4E 47 46 45 7E 31 54 58 54 20 00 Bl 9A €4 [LONGE
81 52 81 52 00 00 88 €4 81 52 08 00 98 04 00 00| |R.R...d.R.





image36.jpeg
[4C 00 6F 00 6E 00 €7 00 20 00] |oF|[o0|[p4|[26 00|
69 00 6C 00 65 00 20 00 4E 00||00 00| €1 00 éD 00|

6 7 8
¥ Long entry (Long File Nam) 100
Sequence number (n | 0x40 = last entry) 100 001 1
File name (characters 1-5) 101 Ltong 2
Attributes (must be 0xOF) 108 [x0F 3
Type (0 = long-name component) 10c |0 4
Check sum 100|212 5
File name (characters 6-11) 106 (FileN 6
(must be zero) MNA 0 7
File name (characters 12-13) 1C am 8




image37.jpeg
1 2 3| 4(5| 6

65 00 2E 00 74 00 78 00 74 00| 0F |00|[D4|[00 00)
[FE FF FF FF FF FF FF FF__FF FF|[00 00| /[FF FF FF FI

6 7 8
¥ Long entry (e:txt) 0E0
Sequence number (n | 0x40 = last entry) 00 | Oxd2 1
File name (characters 1-5) OEl  ebxt 2!
Attributes (must be (xOF) OEB | OxOF S
Type (0 = long-name component) 0EC |0 4
Check sum 0D | 212 5
File name (characters 6-11) OEE 6
(must be zero) OFA |0 7
File name (characters 12-13) OFC 00 8




image38.jpeg
NTFS MBR

g 09 10 11 12 1
0 20 20][00 02| [08] o0
0

0000000016
1000000032
000000004

0000000

A.D%. |GhA.




image39.jpeg
Map of NTFS MBR

Mome (ot [Vee _|Copylal
JMP instruction 000 |EB5290 EB 5290
OEM D 003 | NTFS NTFS

v BIOS Parameter Block 011

Sectors per cluster 013 |8 8
Reserved sectors 014 0 0
(always zero) 016 000000 0000 00
(unused) 019 0000 0000
Media descriptor 021 248 248
(unused) 022 | 0000 0000
Sectors per track 024 63 6
Number of heads 026 255 255
Hidden sectors 028 128 128
(unused) 032 00000000 |000000C
Signature 036 80008000 |800080C
Total sectors 040 4188159 4,188,159
SMFT cluster number 048 | 174,506 174,506
SMFTMirr cluster number 056 |2 2
Clusters per File Record Se... | 064 246 246
Clusters per Index Block 068 |1 1
Volume serial number 072 | 66209202.. | 662092(C
Checksum 00 0 0

Bootstrap code 084 |FA33COS8E.. FA33CO.

Signature (35 AA) 510 |55AA 55AA





image40.jpeg
Map of NTFS Partition Table

Disk serial number

23

—
28 <«— Partition 3
00 <«— Partition 4
00

Partition signature




image41.jpeg
Map of NTFS Partition Table 2

LR R LN N T
00 08 00 00|00 20 4E 00

o

3[4 (5(6[7(8 9 10

Partition 1 (NTFS, 2.44 GB) 1BE
Active partition flag (80 = active) 1BE  Ox00 1
Start head 1BF 32 2
Start sector (bits 0-5), cylinder (bits 6-7) 1C0 | Ox21 3
Start cylinder (lower 2 bits) 1C1 | 0x00 4
File system ID 1C2 | 0x07 5
End head 13 |212 6
End sector (bits 0-5), cylinder (bits 6-7) 1C4  Ox56 7
End cylinder (lower & bits) 1C5 | Ox3E 8
First sector 1C6 12,048 9

Total sectors 1CA 5,120,000 10




image42.jpeg
Map of FAT Partition Table

1 2
INTEHTEAE TETDWNNER
57| [3€] [oc] [==] [e=] [e=] [o0 28 4= o0][00 c8 s1 oo [

=l R ] (R |7 S 9 10
Partition 2 (FAT32, 2.56 GB) 1CE

Active partition flag (80 = active) 1CE | 0x00 1

Start head 1CF 212 2.

Start sector (bits 0-5), cylinder (bits 6-7) 1D0 | Ox57 3

Start cylinder (lower 8 bits) D1 ;x3E 4

File system ID 102 | 0x0C 5

End head 103|254 6

End sector (bits 0-5), cylinder (bits 6-7) 104 | OxBF 7

End cylinder (lower & bits) 1D5 | 0x88 8

First sector 106 5122048 9

Total sectors 1DA |5359616 10




image43.jpeg
MFT File Record

MFT file record

File record header

File attribute
1024 bytes
File attribute

File attribute




image44.jpeg
File Record Header

Signature (must be 'FILE)
Offset to the update sequence
Update sequence size in words
SLogFile Sequence Number (L.
Sequence number
Hard link count
Offset to the first attribute
Flags

In use

Directory
Rea size of the FILE record
Allocated sze of the FILE record
Base FILE record
Next attribute ID
ID of this record
Update sequence number

Update sequence armay

10 02 00 00
06 _od] oo 0o

PNV A WN S

n
12
13
14

4
[27 00 00 oo|
000 FILE
04 0x30
006 3
008 | 10,505,193
o0 1
02 1
014 0x38
016 0100
0D 1
a1 0
018 528
01C 1,024
00 o
08 6
0c 39
030 0600
032 00CBOOOO

15





image45.jpeg
Standard Information Attribute and Ma

[ ] [0 00 0o 00
8 00 00 00|[18 00| [00][00]

00 00 00 00 00 00 00

Vv Attribute $10

Attribute type

Length (including heade)

Non-resident flag

Name length

Name offset

> Flags

Attribute ID

Length of the attribute

Offset to the attribute data

Indexed flag

Padding

v $STANDARD_INFORMAT...

File created (UTC)
File modified (UTC)
Record changed (UTC)
Last access time (UTC)

> File Permissions
Maximum number of ...
Version number
Class Id
Owner id
Security Id
Quots Charged
Update Sequence Num...

4 C8 82 3A 7E 2C D5 01
74 C8 82 3A 7E 2C D5 01

/00 00 00 00| |00 00 00 0000 00 00 00
08 01 00 00| [00 00 00 00 00 00 0D 00

ox10
96

0

0
0x00
0000
0

n
0x18

6/20/2019 1:32PM
6/27/2019 1221 AM
6/27/2019 1221 AM
6/27/2019 1221 AM
200000 00

0

0

0

0

264

0

0




image46.jpeg
05 F1 DS CE DF 26

[77 99 D3 Al 6C 27

00 00 00 00 00 00 00

20 00 00 00|[00

00 00 00| | [eecaeace] cacfoans

01
[

0c| |00} |72 00 €5 00 73 00 69!\06‘40065
00 74 00/ 00 00 00

74 00 22 00 74 00 78

v Attribute $30

Astribute type
Length (including header)
Non-resident flag
Name length
Name offset

> Flags
Atribute ID
Length of the attribute
Offset to the attribute data
Indexed flag
Padding

v SFILE.NAME

Parent directory file rec...
Parent directory seque...

File created (UTC)
File modified (UTC)
Record changed (UTC)
Last access time (UTC)
Allccated size
Real size

> File attributes

(used by EAs and repar...

File name length
File name namespace
File name

098
038
09C
0A0
oAl
0A2
A
0A6
0AE
DAC
0AE
0AF
08B0
080
0B6

0co
oce

008
0E0
oee
OEC

OF1
0F2

00 éE 00| | [.Jjr.e.s.i.d.e.n.
00 00 00| | k...t.x.t.[...

0x30
120
0

0
0x00
0000

5

6/20/2019 1:32 PM
6/19/2019 £:44 PM
6/19/2019 &45PM
6/20/2019 1:32PM
0

o

20000000

12

resident.tet




image47.jpeg
Data Attribute and Map

m wupm weomom gm m| [80 00 00 00|[48 GO 0O 00
— [03] (00| [00 o0][00 00][06 0] |00 00 0o 00 00 GO 00 00

24 00 00 00 00 00 00 00 40 00]||00 00|[00 00 00 00
00 50 02 00 00 00 00 00| 30 43 02 00 00 00 00 00

— —
30 43 02 00 00 00 00 00 11 25 26 00 00 00 00 00
~ Attribute $80 138
Atiibute type 138 0x80
Length (including header) 13 72
— Non-esident flag " 1
Nome length W o
Name offset 2 [0:00
v Flags w0000
Compressed 02 [0
Encrypted 0
Sparse a5 [0
Attribute 1D 16 |6
First VON 18 0
Lastven 150 36
Data runs offset 158 | 0ud0
Compression unit size 154 [0
Padding 15¢ 00000000
Allocated size 160 151582
Real size 168 148272
Initialized size M| 1482m

> SDATA 178




image48.jpeg
Resident Data

MICHR)

This is resident data.





image49.jpeg
Attibute type
Length (including header)
Non-resident flag
Name length
Name cffset
> Flags
Astribute ID
Length of the attribute
Offzet to the attribute data
Indexed fiag
Padding
v SDATA
Data

uc
E
WE
150
150

018
0000

2
0x13

5468697320




image50.jpeg
] File: nonresident.txt - Preview

B v&| %

This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
This is non resident data stream.
his is non resident data stream.





image51.jpeg
Non-Resident Data File MFT Entry

[

00| [48 00 00 00]
00000000000000

24 00 00 00 00 00 00 00|

00 50 02 00 00 00 00 00

30 43 02 00 00 00 00 0O

46 s6] 00 o0][66 00 00

11 25 26 00 00 00 00 00|

v Attribute $80 138
Astribute type 138 |0x80
Length (including header) | 13C_| 72

— Non-resident flag w1
Name length W0
Name cffset 12| ;00

~ Flags 14 0000
Compressed 2 [0
Encrypted M0
Sparse 0

Attribute ID 5
First VON 0
Last VON 3%
Data runs offset 040
Compression unit size 0
Padding 15C (00000000
Alocated size 160 151552
Real size 168 148272
Iitialized size 170 | 148272
v SDATA 178
v Datarun 178
Size 178 ot
Cluster count m (31

First cluster 1A (38




image52.jpeg
a Run in Non-Resident Data File MFT Ent




image53.jpeg
First Decoded Data Run

File run header 07 E8 E3 48




image54.jpeg
Secon coded Data Run





image55.jpeg
Buffer Overflow

fenesr -
Return function Return function Malicious

code

- e

Buffer Buffer




image56.jpeg
Stack Protection (Canaries)

Local variables
Stack Canary Memory
growth addresses
Return address
Previous function

stack frame




image57.jpeg
0sl Layers

Transmitting Receiving
/5

Application layer (layer 7)
Presentation layer (layer 6)
Session layer (layer 5)
Transport layer (layer 4)
Network layer (layer 3)

Data link layer (layer 2)

% Physical layer (layer 1)

Physical medium




image58.jpeg
Function OSI Layers

Network layer (layer 3)

Data link layer (layer2) «————  Hardware layers

Physical layer (layer 1)




image59.jpeg
Separate OSI Layers

Application layer (layer 7)
Presentation layer (layer 6)
Session layer (layer 5)

Transport layer (layer 4)

Network layer (layer 3)
Data link layer (layer 2)

Physical layer (layer 1)

User services
Translation, encryption, and compression
Initiate, maintain, and terminate connections

Delivery and end-to-end connection control

Routing and moving packets
Data frame

Physical topology




image60.jpeg
Encapsulation

LCC header

1100 0011 0010 1101

Application layer (layer 7)
Presentation layer (layer 6)
Session layer (layer 5)

Transport layer (layer 4)

Network layer (layer 3)

Data link layer (layer 2)

Physical layer (layer 1)




image61.jpeg
TCP/IP Model and 0SI Model

0SI model

Application layer (layer 7)
Presentation layer (layer 6)

Session layer (layer 5)

Transport layer (layer 4)

Network layer (layer 3)

Data link layer (layer 2)

Physical layer (layer 1)




image62.jpeg
Data Flow in the TCP/IP Model

Appl!cat!on layer — User Broveer Stream e
applications

= Segment
Transport (host to ho_st) !ayer Tcp g > Tep
End-to-end communications
Network (internet) layer — P Datagram P
Transfer of data between hosts

Link layer — Transfer of £t o Frame Eth i
data to physical connection LenEterVEr * Ethernet driver




image63.jpeg
Binary to Decimal Conve!

1000 0000 = 128
0100 0000 = 64
0000 0010 =2

00010001 =17




image64.jpeg
IPv4 Network Classes





image65.jpeg
IPv6 IP Address

1Pv6 address

2001:0cb8:0002 0000 000:0ab9:B0C8:0102

Global unicast address Subnet ID Interface ID




image66.jpeg
Domain Hierarchy

news

us

search

dog

.edu .org
univ ucla dimes give
basketball mail web please




image67.jpeg
Symmetric Cryptography
Bob
e —

6EB69570
oszaacEz.

Alice / Secret key





image68.jpeg
Asymmetric Cryptography

Alice’s public key Alice’s private key

Bob Alice

Original Encrypted Original
document document document




image1.jpeg
2020 Desktop Operati ystems

Desktop operating system market share worldwide from Jan — Dec 2020

Windows

0s X

Unknown

Linux

Chrome 0S

FreeBSD | 0%

Other | 0%

0% 16% 32% 48% 64% 80%




image69.jpeg
Hash Functions

Input Digest

i " cwp;zgsfph'c __, DFCD 3454 BBEA 788A 751A
function 696C 24D9 7009 CA99 2D17

The red fi Crypt hi = —

jurﬁ:se v, CPLSEPIC | 0086 46BB FB7D CBE2823C

the blue dog e /ACC7 6CD1 90B1 EE6E 3ABC

The red f Cryptographi

]uripri B . ryphzgs?p ' 8FD87558 7851 4F32 DIC6

the blue dog fiRction 76B179A9 0DA4 AEFE 4819

JT; ,!i‘ii‘if — c'ypthzgsfph'c __, FCD37FDB 5AF2 C6FF 915F

the blue dog Aincion D401 COA9 7D9A 46AF FBA4S

The red fox Cryptographic

jumps oer — ryphag;h & __, BACA D682 D588 4C75 4BF4

the blue dog function 1799 7D88 BCF8 92B9 6A6C




image70.jpeg
M Message Message m

| I

Shared secret key Shared secret key

Hash value Hash value

I

Create MAC —».—» Verify MAC





image71.jpeg
€01 File Format

Case information CRC Data CRC Data CRC Data CRC MD5




image72.jpeg
Dumplt Utility

+\Dunpit>Dumpl t .exe
Dumplt - v1.3.2.20110481 - One click memory memory dumper
Copyright <c) 2087 - 2811, Matthieu Suiche Chttp://wwm.nsuiche.net>
Copyright <c> 2818 - 2811, HoonSols <http://uww.moonsols.com>

Address space size: 5368709128 hytes < 5128 Mh)
Free space size: 8529735688 bytes < 8134 Mb)

* Destination =

-=> fire you sure you want to continue? [y/nl





image73.jpeg
File Directory Containing the Memory Image

Dumplt.exe
] IEWINT-20210511-164808.raw





image74.jpeg
Bulk Extractor Settings

1) ewer

File Edit View Bookmatksllods Help
x
% Run bulk_extractor... Ctrl+R
X i e C_
H .0 * bulk_extractor Run Queue...

Required Parameters
Scan: (@ Image File RawDevice  (©) Directory of Files
Image file |F-\DumpitVEWIN7-20210511-164808.raw ¥ —

Output Feature Directory |C:\Users\IEUser\Documents\Bulk Extractor E==)





image75.jpeg




image76.jpeg
sectord@hlackwrater.corm
acraiz@suscerts. gibve
phisdmin@trustcentre co.za
cps@netlock net
ellenorzes@netlock net
someone@ricrosoft com
cps-requests@verisign.corn
decrypthelp@rails com
infode-szigro hu
‘wisest@vip.qi com
zibopsrssh.com

28128 gm@openssh cora
aes256-gem@openssh com





image77.jpeg
VOLIX Il Setup Screen

Settings [ = |
Properties.
Language Volatity Pathe | ViusTotal Miscelaneous Jobn the Ripper

® use Standalone
Sandalone

Paihiothe
Standalore exe | D:\Scenario\volatiity_2 6_win64_standalone\ |

O use Bnaies
Python and Volatiity Bnaries

Pathto Python.exe | =
Python 2627

Pahtovdpy |

Ok [ Ay [[ Concel





image78.jpeg
VOLIX Il Setup Screen: Image Location

RAM Image Properties

Image File Reporting

Path  |D:NEWIN7-20210511-164308 raw E
SHA 256 Checksum





image2.jpeg
Operational Modes

_-  User software

User mode

5 Interface

Operating system - _

Kernel mode

Hardware =




image79.jpeg
VOLIX Il Setup Screen: Options

¥ wan ¥ ot ¥ et
i i R i—
o s I -~ s I ... 5~ s I
s =l
e e e e ] o
e CF o — 2 Wt oot L5 dt?(Locel Secuty Athty)
® Ls sipocesses. 2] Shoukd the recenty opened fies be lated?
Macelanecxs. O Oy bt e processes. ) S0 shelbag irfomation be lated?
Vo deacon O Oyttt racosms 2] Want 12 show the Shum Cache Regiry Key?
Dot s Haes il e ] Srouthe SOs ke somn
Congiue Scan ® LD nmem
[ Tl reces dbeckon 7] O Lt OFsfor emchprocess.

0 o hse Lt e cve?




image80.jpeg
VOLIX Il Imagelinfo Results Screen

Command

lvotatiisey Foundation volatility Framevork 2.6
¥

‘volati1ity. deby ‘betermining profile based on KDSG search.
Siagestedprofitecs)

W7 SPIXGS, Wir7 SPOXGS, WINZO0SZSPOXGA, WINZ00SRZSPLX64_Z3:
5 Layerd | WindousauosPagediencey (ternel 43)
35 Layers | Fileaaressspace (

TEwiNT - 202105 11- 164808, raw)
o Pag

PAE type

iE e
e stamen
e (SR 2o CoU D ¢ Oxterrrsoosaatsdoo
i | b
b | BT o

xnage 15081 date and Time | 2011-05 14 09152113 0300,




image81.jpeg
VOLIX Il Consoles Results Screen

Command

omanduistory: oxcecso apolication: cnd.exe Flags: Allocated, Reset
onmandCount: 12 Lastadded: 11 Lastoisplayed: 11

FirstCommand: 0 CommandCountiax: SO

Processkandle: oxeo
e 402t oxcs10:

nd 410 at Oxd3270: clz
md #11 at 0xcd930: Dumplt.exe
Screen 0xb1100 X:80 Y3300

ump:

£+ \oump3 £>DumpIt. exe
DuSpTT - V1.3.2.20110101 - One click mamory memory dumper
Copyrignt (¢) 2007 - 2011, Matthieu Suiche <htt://ww.msuiche.net>
Copyrignt (¢) 2010 - 2011, MoONSOls <http://waw.moonsols. coms

Address space siz 5368709120 bytes ( 5120 Mb)
Free space size: 8529735630 bytes ( 5134 Mb)

“ Destination = \?7\F:\Dunpi \IEWIN7~20210511-164605. raw

-=> Are you sure you want to continue? [y/n] y
+ Processing...





image82.jpeg
Cryptosystem
Plaintext —» Encryption AM’ Decryption — Plaintext




image83.jpeg
The Intelligence Cycle

»  Collection

Direction > Processing

! |

Feedback <«—— Dissemination «—— Analysis




image84.jpeg
The Incident Response Life Cycle

Detection
and Analysis &

N\

Post-incident

fetaeten activity





image85.jpeg
The Intelligence Cycle, F3EAD Model, and Incident Response Life Cycle

Incident Response Life Cycle

Detection " Post-incident
and Analysis | Containment | Eradication.  Recovery ety

.L 1

Intelligence cycle





image86.jpeg
The Attack Life Cycle

Expanding access

el RN

—>  Application layer —

N

Exfiltration





image87.jpeg




image88.jpeg
Tactics Identified by MITRE's ATT&CK Framework

ATT&CK Matrix for Enterprise

layouts v show sub-techniques hide sub-techniques

Reconnaissance Resource development Initial access Execution
10 techniques 7 techniques 9 techniques 12 techniques
Active scanning n Acquire infra- Drive-by compro- Command and
— structure mise scripting interpreter |
Gather victim host - -
_information Compromise Exploit public- Container admini-
I accounts facing application stration command
Gather victim
identity External remote
services
Persistence Privilege escalation Defense evasion Credential access
19 techniques 13 techniques 39 techniques 15 techniques
Account n Abuse elevation n Abuse elevation u Brute force n
i i control mechanism control mechanism
imeniplaton Credentials from
BITS jobs Access token Access token password stores
manipulation manipulation A
Boot or logon n = Exploitation for
BITS jobs. n credential access
Discovery Lateral movement Collection Command control
27 techniques 9 techniques 17 techniques 16 techniques
Account discovery. n Exploitation of Archive collected Application layer
e remote services data protocol
Application window
discovery Internal spear- Audio capture Communication
Browser bookmark fishing Automated :,?;:‘;’ag fiEmeitc
discovery Lateral tool collaction
transfer
Exfiltration Impact
9 techniques 13 techniques
Automated Account access
exfiltration removal
Data transfer size Data destruction
limits.

Data encrypted

Lateral tool i
A n forimpact




