Chapter 2: Russia’s Conduct towards the Ukrainian Population during the War
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Russia’s Strategic Goals and Its General Approach toward the Ukrainian Population
President Putin’s personal worldview regarding the Ukrainian state and people played a decisive role in the decision to go to war and in shaping Russia’s strategic goals and operational plan. Most of the Russian elite were surprised by the war and even felt they were dragged into it unwillingly. In the past decade, Putin has been obsessed with denying the Ukrainian people as being separate from the Russian people and portraying Ukraine’s orientation toward the West as a Western effort to harm and weaken Russia.
Russia’s strategic goals concerning the Ukrainian population can be classified into three categories:
a. The dissolution of Ukraine as a sovereign state entity and its subjugation to Russia.
b. Weakening the West, limiting its involvement in the war, and securing support from the Global South.
c. Strengthening Russia’s ability to withstand external pressures and unifying the Russian public in its support for the objectives of the war.
The original Russian military plan included a lightening-speed takeover of Kiev, overthrowing the Ukrainian government, and occupying most of the country within ten days, and completing the takeover, up to the point of annexation, by August 2022. This plan relied on four pillars: speed to prevent Western intervention, toppling the central government to make it easier for pro-Russian elements in Ukraine to publicly support the Russian occupation, seizing energy infrastructure and the financial system, and decisively defeating the Ukrainian military, which was considered to be vastly inferior compared to the Russian army.
Accordingly, since 2014, the Ukrainian population has been subjected to combined pressure, which included information warfare, economic warfare, diplomatic pressures, cyber warfare, and subversive activities. The Russian military invasion of Ukraine in February 2022 was supposed to be the apex, successful, and brief, of this continuous influence campaign. The five-pronged invasion, the attempt to seize Kiev in lightning speed, missile strikes across the country, use of collaborators, cyber attacks, digital and information warfare - all of these were intended to create a systemic shock among the Ukrainian population (as part of the broader Ukrainian system).
Russia’s Toolkit against the Ukrainian Population
This subchapter presents the various tools Russia employed in an attempt to influence the Ukrainian population. We have divided the tools into four categories: information warfare, military force, political-diplomatic methods, and methods of applying economic pressure. This division will also serve us in our analysis of Ukraine and the international actors involved.
Information Warfare
Russian thinking about information warfare, or in Russian terminology, “information confrontation” (informatsionnoe protivoborstvo), has developed as a standalone concept, however it is also an integral part of the New Generation Warfare approach. It is conducted continuously with the aim of influencing the opposing system’s leadership and public’s perception of reality. The centrality of information warfare in the Russian “toolbox” stems from that fact that it effectively serves as “glue” between other tools. Among other things, it deals with strengthening the influence of military force, diplomatic or economic pressure, and humanitarian efforts.
The Ukrainian population played three roles in Russia’s information warfare:
· As the target for influence - Russia sought to influence the Ukrainians’ behavior: to adopt its narratives regarding the unity of the Russian and Ukrainian peoples, to cast doubt on the need for an independent Ukrainian state, to show the West in a negative light, and not to oppose the occupation.
· As a tool for weakening the Ukrainian state, overthrowing its government, and undermining its public legitimacy.
· As a space for action - for recruiting collaborators, intelligence sources, and promoting the operational needs of the Russian military.
In the past decade, and particularly since the annexation of Crimea in 2014, Russia has developed a sophisticated mechanism for conducting information warfare against Ukraine. Some of the components of this mechanism are generic, in the sense that they can serve any Russian operational arena and goal. An example of this is Russia’s central state-controlled media outlets – television channels, news websites, and news agencies, which broadcasted anti-Ukrainian narratives in the years leading up to and during the invasion. In addition to these outlets, dedicated media were directed toward Ukraine, seeking to fill the Ukrainian “information space” with Russian messages.
The most prominent dedicated mechanism for the Ukrainian arena is the Fifth Service of the Russian Federal Security Service (FSB). Originally, this was the division responsible for gathering intelligence from outside Russia and the former Soviet republics, but in the past decade it has become responsible for transferring information and situational assessments on Ukraine to the Kremlin and initiating influence campaigns in the Ukrainian arena. The Fifth Service worked to recruit an extensive network of collaborators in all the political, security, and economic systems. These collaborators provided Moscow with insider information and were supposed to assist Russian forces in taking control of Ukraine by providing secret information and deliberately creating vulnerabilities.
Since 2014 and prior to the war in 2022, Russian units have targeted the Ukrainian cyber space in operations, some of which were global precedents that broke taboos regarding target selection. Russia disabled public services (government institutions, banks, power stations) to undermine the resilience and cohesiveness of Ukrainian society and drive a wedge between the government and the public, ostensibly demonstrating the Ukrainian government’s failure to handle the challenges of managing the state.
In the strategic narratives President Putin used to justify the invasion of Ukraine, ideas related to the Ukrainian population took a central place. He presented a revisionist historical narrative that denied the existence of a Ukrainian nation separate from the Russian one. The idea of Ukrainian independence was portrayed as a historical “fiction” established by the “collective West” in order to turn Ukraine into an anti-Russian platform. Putin justified the invasion by claiming that the government in Kiev had allegedly conducted a “genocide” against Russian speakers in the Donbass region. He established a narrative according to which the Ukrainian population as a whole fell victim to a “Nazi” and Russophobic government policy that served the West as a tool for weakening Russia.
The colossal efforts the Russians invested in “preparing the Ukrainian information space” for the invasion were characterized by a deep failure in understanding the population. They did not grasp the strength of the political changes in Ukrainian society that had taken place since 2014, nor did they properly assess its ability to resist Russian aggression. The FSB manipulated data and spread misleading reports to support the invasion plan, which was based on the assumption that the Ukrainian population lacked the will and ability to resist. It is unclear whether Putin was informed of the survey results that showed just a few weeks before the invasion that 48% of Ukrainians intended to fight for their country, and only 2% of them said they would consider a Russian invasion an act of “liberation.”
At the beginning of the war, the Russian propaganda campaign tried to convince the Ukrainian public that the operation was meant to bring justice to the Ukrainian people, who were facing an internal-external threat due to a hostile “puppet regime” controlled by the West. The campaign particularly emphasized reassuring messages, claiming that Russian forces were exercising the utmost caution in dealing with the civilian population, which had done nothing wrong. In practice, investigation of Russian war prisoners captured by the Ukrainians since February 25 revealed that Russian soldiers were not even aware they were being sent to fight in Ukraine, and they were not prepared for how to behave when encountering the civilian population. On the other hand, Ukraine was accused of cynically exploiting the civilian population and turning them into “human shields” for its soldiers. Russia labeled the data published by Ukraine that indicated widespread harm to civilians as a result of Russian military operations as “fake news,” and accused the Ukrainians of deliberately harming noncombatants to create provocations and place responsibility on Russia. A significant part of Russia’s propaganda activities regarding its army’s treatment of the Ukrainian population was directed at the Russian public itself.

Using Military Force
Russian military thinkers and leaders understand that excessive violence against civilians may trigger popular resistance, international and domestic criticism, and political and economic pressure. Therefore, they aimed to avoid it in the context of the war in Ukraine. However, they have no principled-ethical objection to the disproportionate use of force against civilians, and except for a set of information warfare tools, the Russian army as a whole and the average Russian soldier lack the understanding, weapons, and training designed to deal with the population without resorting to harming it. A prominent example of this is the Russian army’s unpreparedness for urban warfare missions and its excessive reliance on statistically accurate artillery and rockets without making contact with the residents.
In the kinetic aspects, the New Generation Warfare approach was directed toward a synchronized and continuous military effort, in which precision weapons systems and special forces would be used alongside “traditional” conventional means, based on accurate and continuous intelligence, deep into enemy territory. However, there is a significant gap between this concept and the reality of the Russian military’s force buildup. The months of the war in Ukraine have shown that the Russian army did not manage to produce accurate firepower capabilities, had difficulty integrating real-time intelligence with the target selection process, and did not develop an extensive deployment of special forces.
In an attempt to bridge the gap in the Russian military’s ability to deal with masses of civilians, in recent years, new or reorganized military and paramilitary frameworks have been established specifically for dealing with civilian populations (as the primary mission or as one of the primary missions). For example, in 2012, a military police force was established, among whose tasks was to produce capabilities for dealing with civilian populations in military conflicts and in the “restoration of peace” phase. Alongside the military, the National Guard, the Rosgvardia (which includes independently-functioning Chechen units known for their brutality), FSB units, and paramilitary forces, e.g. Wagner Group mercenaries and various volunteer units, entered Ukraine. Although all of these mechanisms were apparently tailored to operate with less intensity than the military, their pre-war activity did not demonstrate a “soft” attitude toward civilians. On the contrary, mercenary and “volunteer” units were able to exercise excessive violence against civilians, while their extra-governmental status allowed the Russian regime to evade responsibility for their activities.
The Kremlin’s flawed assumptions regarding Ukrainian national identity and the weakness of the country’s political institutions influenced the military planning of the invasion. In the early days of the war, Russian commanders were instructed to be careful not to harm civilians and to minimize damage to economic infrastructure. The Russians sought to maximize the territory they occupied in the first days of the way and bypass urban centers without delay. However, Ukrainian resistance, logistical difficulties, coordination problems between forces, and the overextension of the attack halted the rapid progress. Consequently, the Russian army found itself in intensive friction with the Ukrainian population in which restraints against harming civilians were eroded.
From the beginning of the invasion, some Russian military moves were designed to disorient the public in an aim to reduce its resistance to the occupation. The missile barrage in the first hours of the war was intended to create the psychological effect of terror by striking targets throughout the country, so that a significant part of the population would directly experience the war even if it was far from the main invasion axes. In addition, military convoys that crossed the border from many directions were intended to frighten the population and create the impression that the Ukrainian government and its army were incompetent and that the Russian takeover would be completed in a short time. The dissemination of reports on the arrival of Chechen fighters, known for being ruthless, was intended to instill fear in the public that the continuation of the war could become even more violent if the Ukrainians did not cooperate. The military pressure on the population (and through it on the leadership) escalated in the fall of 2022, when Russia began systematically targeting Ukraine’s electricity infrastructure in order to intensify the public’s fear regarding its ability to safely survive the winter.
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Blackout in Ukraine following a Russian attack on its electrical infrastructure in the fall of 2022.
https://www.shutterstock.com/image-photo/blackout-ukraine-ukraines-mass-power-outage-2236753175

Is causing severe harm to civilians part of the Russian military strategy?
Russia’s recent military history includes widespread harm to civilians, and in the current war the Ukrainian side has also described Russia as a “terror state” and is accusing it of war crimes. In light of this, the question arises as to whether brutality is a deliberate component of the Russian military strategy or whether it is perceived as an inevitable evil of any war.
Despite numerous and severe incidents of violence committed by the Russian military, including some that can be defined as war crimes, a comprehensive view of the situation suggests that the UN’s data regarding the number of civilians harmed could strengthen the claim that the Russian military is not doing everything required to prevent widespread harm to the population, rather than the claim that it is systematically and indiscriminately targeting Ukrainian civilians. Since the beginning of the war until November 21st, 2022, the UN identified 6,595 civilians killed and 10,189 civilians injured - a figure that includes casualties in Ukrainian territories that were under Russian control prior to the conflict. The number of civilian casualties in the war is relatively low (in absolute terms) compared to other violent conflicts, such as the war in Syria (2012–2022 - about 30,000 civilians killed per year), Iraq (2003–2016 - about 15,000 civilians killed per year and almost 30,000 at the peak), and Bosnia-Herzegovina (1992–1995 - about 7,500 civilians killed per year, and more than 20,000 at the peak of the war).
The ethos of the Russian military is based on myths from the “Great Patriotic War,” according to which the Russian-Soviet soldier is the “liberator” who cares for the needs of the occupied population, as opposed to the Nazi soldier who is uncontrollably violent. Although this is the spirit in which soldiers are educated in the Russian army, evidence from the battlefield shows that incidents of violence against civilians are quite common and are either encouraged or silenced by commanders. Preventing such acts is left up to the soldiers and officers’ personal judgment.
Significant harm to the population and evidence of war crimes committed by Russia began to emerge in the early days of the invasion. However, for the Russian military and its political leadership, these are not a target in and of themselves, but rather an ugly yet inevitable byproduct of the way. Firstly, tools that can prevent harm to civilians are either lacking or non-existent in the Russian military. Since the Russian military does not have a combat doctrine designed to prevent harm to civilians and lacks accurate munition and intelligence systems as well as specialized forces trained for fighting in urban areas, it tends to rely on inaccurate artillery systems as a central means of achieving its goals, even if the collateral damage includes infrastructure destruction and harm to civilians. Pressure from the Kremlin on the military and pressure from senior military ranks on the lower ranks to deliver military achievements has resulted in a high number of casualties in populated areas since the early days of the invasion.
Secondly, previous confrontations of the Russian army demonstrate that difficulty in achieving military and political objectives on the battlefield leads to attacks on national and civilian infrastructure and the destruction of residential neighborhoods as a means for putting pressure on the enemy. In the war in Ukraine, Russia systematically attacked energy infrastructure, dams, and industrial plants in order to harm civilians and use them to exert heavy pressure on the government to submit and comply with its demands.
Thirdly, a culture of disregard for human life, intimidation, and punishment has taken root in the Russian security system. Soldiers are subjected to pressure from their commanders to complete their missions at any cost and are threatened with personal punishment if they fail. An organization that does not prioritize the well-being of its soldiers is unlikely to make a concerted effort to avoid harming civilians and their rights. Such a culture leads to acts of aggression by individual soldiers toward civilians in the field.
Fourthly, the security and political establishment in Russia has displayed tolerance toward violent acts and war crimes committed by Russian forces against the Ukrainian population, including many documented cases of systematic sexual violence committed during the war. Russian security and propaganda agencies categorically deny that any wrongdoing has been committed toward civilians. There have been no documented cases of punishment or prosecution of Russian soldiers following violent events. The Russian government publicly supports military units accused by Ukraine and the West of committing war crimes. De facto approval and ex post-facto whitewashing of war crimes legitimize the use of violence against the civilian population; this stems from the Red Army’s long-standing culture that purports that “war is war.”

Political and Diplomatic Mechanisms
Ukrainian collaborators were meant to serve as a key component in the Russian invasion plan in February 2022. Collaborators in government and lower ranks were supposed to assist Russia in occupying territories and subsequently managing them. Areas that were occupied for long periods of time illustrate how Ukrainian collaborators helped the Russians take over by providing sensitive insider information and promoting operational decisions on the Ukrainian side that assisted the Russians. While in most cases the collaborators failed to secure a Russian takeover - and their failure in Kyiv is particularly salient in this context – according to some estimates, in the early days of the invasion there was a real danger of Kyiv falling and the entire Russian plan succeeding. Had the other components of the Russian invasion plan materialized, the collaborators might have been more helpful.
Kherson, the only regional city the Russians temporarily succeeded in occupying, is a representative example of how Russia sought to gain control over the territories it occupied. Up to 75% of Kherson’s residents left the city following the occupation. The mayor, who was loyal to Kyiv, was replaced by pro-Russian leadership that encouraged residents to obtain Russian citizenship, cut off access to Ukrainian media and internet connection and replaced them with Russian media and internet connection. The forced referendums on annexing Kherson to Russia were staged to provide a legal “stamp of approval” for the takeover.
The extensive and hasty Russian invasion was intended from the outset to expedite the transition from the kinetic phase to the diplomatic-political phase of the operation. The goal was to paralyze the attacked country and elicit concessions around the negotiating table regarding its territorial sovereignty (the “15-Point Plan” which includes securing Ukraine’s neutral status and recognition of the special status of Donbas) and achieve a ceasefire on terms that were favorable to Russia. In the early days of the war, the negotiations between Russia and Ukraine were framed asymmetrically (with relatively low ranking Russian representatives as opposed to senior Ukrainian officials) and were intended to put pressure on Ukraine, both directly and through Western countries, to lay down its arms and accept humiliating Russian dictates.
Russia exploited humanitarian issues and population movements to advance its military goals in the war. This was driven by three main motives: military, demographic, and awareness-related. On the military front, Russia used the issue of humanitarian corridors for an operational-tactical purpose: evacuating the population from the battlefield in order to remove restrictions on the use of force. In the first weeks of the war, Russian-Ukrainian talks regarding humanitarian corridors, the evacuation of civilians, and prisoner and body exchanges were held at the same time as talks on ceasefire and through similar channels.
In order to maintain control over Ukrainian civilians, Russia established sorting and separation mechanisms (“filtration,” as Russia defined it), including physical camps in near the Russia-Ukraine border, before the start of the war. These mechanisms were intended to help the Russians interrogate millions of Ukrainians and neutralize those who were considered challenging (by interrogating, arresting, torturing, and deporting them to penal colonies).
On the demographic front, Russia sought to increase its population through forced displacement of the population to territories in the “Russian world” (the Russian Federation, Belarus, and the occupied territories in Ukraine), in order to hinder Ukraine’s recovery and to address, at least in part, the demographic crisis Russia is suffering from.
The demographic changes in Ukraine are one of Russia’s main achievements in the war so far. As of January 2023, it is estimated that about 33% of Ukraine’s population (about 14 million out of approximately 41 million) have become displaced persons and refugees. Around 8 million Ukrainian refugees currently reside in Europe (about 7.7 million) and in the United States (220,000), and another 5.6 million are internally displaced persons (a decrease from about 8 million in May 2022).
[IMAGE]
Ukrainian refugees, Lviv, March 2022

In terms of propaganda, Moscow sought to use its humanitarian activities as a basis for gaining legitimacy regarding the use of Russian force and the collateral damage associated with it. Similar to Russian humanitarian activity during the war in Syria, Russian humanitarianism in Ukraine was largely hollow: symbolic displays of humanitarian efforts, which in light of their limited scope were not intended to significantly improve the plight of the population.

Mechanisms for Applying Economic Pressure
Russian economic warfare is intended to undermine Ukraine’s ability to conduct a sustainable economy separate from Russia in the long term and to put pressure on the government in Kiev in the hopes of persuading it to be more flexible toward Russian demands to end the war. 
In the spirit of New Generation Warfare, economic pressures began long before the war, with an emphasis on the use of energy as a weapon. Russia has been building a network of oil and gas pipelines that bypass Ukraine for many years in order to exert pressure on it. Moscow exploited the pre-war tension to disrupt economic activity in Ukraine: the fear of war drove away existing investments and stopped new ones.
The Russian invasion plan was based, among other things, on economic logic: seizing control of energy infrastructure and the goal of controlling Ukraine’s access to the Azov and Black Seas, and occupying industrial areas and quarries in the east. Russia employed a variety of means to put economic pressure on the population, both nationally and locally.
[bookmark: _GoBack]At the national level, the weaponization of key economic sectors such as energy, food, and water was salient. Russia cut off gas and oil flows to areas controlled by the Ukrainian government, took control of a nuclear power plant in Zaporizhia (and other infrastructure for energy production and transmission) in order to control energy supply in areas it failed to occupy. Russia was in no rush to destroy industrial infrastructure, as it hoped to seize it in the future. It was only the series of failures it suffered in the fall of 2022 that led to concentrated bombings of electricity and energy infrastructure, which affected over 40% of Ukraine’s electricity production capacity as a cold winter was approaching. Failure to occupy the entire coastline led Moscow to impose a naval blockade on the Black Sea. This severely impacted Ukraine’s trade activity, particularly in the port cities of Odessa and Mykolaiv, and made it difficult for Ukraine to export agricultural produce (which is the country’s main export). Although Russia consented to a deal brokered by Turkey for the export of grain from Ukraine, it retained the right to shut down this channel if needed to increase pressure on the Ukrainian population. The systemic damage to Ukraine’s economy caused by the fighting, energy disruptions, shortages of basic products, refugee movement, and reduced investments led to an estimated 30% decline in Ukraine’s GDP in 2022. This resulted in severe economic damage to Ukrainian citizens, while the Russian propaganda was attempting to convince them that the government in Kiev was to blame.
On a local level, siege, starvation, and water deprivation techniques were noticeable in the areas Russia sought to occupy. During the months-long siege of Mariupol, there was a shortage of food and water in the city, and in Mykolaiv attacks on electricity and water systems led to severe disruptions in drinking water supply.
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