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[bookmark: Learning_Objectives]ÜBERGEORDNETE LERNZIELE
Im digitalen Zeitalter steigt die Zahl der Bedrohungen und Angriffe ständig, weil Unternehmen und Institutionen immer neue Technologien und Innovationen einführen, deren Sicherheitslücken und Schwachstellen Hackern und Malwareentwicklern bisher ungekannte Möglichkeiten eröffnen. Daher erweist sich IT-Sicherheit in zahlreichen Branchen als entscheidender Faktor.

Das vorliegende Studienskript beleuchtet dieses Thema in sechs Lektionen, die den Studierenden fundierte technische Kenntnisse und Fähigkeiten rund um die Analyse und Begutachtung bestehender Netzwerke vermitteln.

Demensprechend stellt die erste Lektion die verschiedenen Schichten des ISO/OSI-Referenzmodells vor, geht auf deren spezifische Schwachstellen ein und präsentiert verschiedene Methoden und Tools zu ihrer Aufdeckung. Daran anschließend wird zum einen der Begriff des Schutzprofils mitsamt den darin enthaltenen Sicherheitsanforderungen und -vorgaben eingeführt. Zum anderen folgt eine Beschreibung verschiedener Arten von Intrusion-Detection-Systemen (IDS) und Tools zur Netzwerküberwachung, die über deren Design, Implementierung und Nutzung informiert.  Außerdem erfahren die Studierenden, was sich hinter der Bezeichnung Security Information and Event Management (SIEM) verbirgt, wie SIEM-Lösungen die Umsetzung von Sicherheitsstrategien erleichtern und welche Rolle Big-Data-Analysen in diesem Bereich spielen. Den Abschluss bilden Ausführungen zu Sicherheitsmetriken, die die vergleichende Bewertung von IT-Schutzvorkehrungen ermöglichen. Damit bietet das Studienskript Ansätze der technischen und betrieblichen IT-Sicherheit seinen Leser:innen einen umfassenden Überblick über verschiedene relevante Aspekte der Konzeption und Implementierung von Sicherheitslösungen.
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 LEKTION 1
[bookmark: Network_Analysis_and_Evaluation] NETWERKANALYSE UND -PRÜFUNG























 LERNZIELE 

Nach Abschluss dieser Lektion werden Sie in der Lage sein, ...

· die Unterschiede zwischen dem ISO/OSI- und dem TCP/IP-Modell zu benennen.
· schichtspezifische Schwachstellen aufzuzählen.
· den Datenfluss zwischen den Schichten zu erläutern.
· Bedrohungen, Schwachstellen und Angriffe voneinander zu unterscheiden.
· gängige Tools zur Schwachstellenerkennung zu beschreiben.


 1. NETWERKANALYSE UND -PRÜFUNG 
Einführung
Da frühe Computernetzwerke auf proprietären Komponenten und Netzwerkmodellen basierten, konnten anfänglich nur Geräte desselben Herstellers miteinander kommunizieren (Froehlich, 2022). Dementsprechend waren Computer der Firma A auf den Datenaustausch mit anderen Geräten dieses Anbieters beschränkt. In Anbetracht dessen stellten sich viele Forscher:innen die Frage, wie die standortübergreifende Kommunikation zwischen verschiedenartigen Systemen ermöglicht werden konnte. Das Ergebnis ihrer Bemühungen waren verschiedene Modelle, die jedoch zunächst keine umfassende Lösung des Problems darstellten. 1984 entwickelte dann die ISO (International Organization for Standardization) das sogenannte Open Systems Interconnect-Modell (OSI-Modell), das die netzwerkbasierte Kommunikation in sieben Schichten gliedert (Costa, 1998).

Laut Peter F. Linington (1983) wurde das OSI-Referenzmodell als Struktur für die Entwicklung und Weiterentwicklung jener Protokollstandards konzipiert, die für die Vernetzung von Computern erforderlich sind. Demnach soll das Modell durch die Bereitstellung eines konsistenten Architekturframeworks die parallele Arbeit an verschiedenen Aspekten des Verbindungsproblems erleichtern. Zu diesem Zweck werden die benötigten Funktionen auf verschiedene Schichten verteilt.

So ist es zu erklären, dass das OSI-Modell – wie bereits erwähnt – in sieben Schichten untergliedert ist, von denen jede spezifische Funktionen erfüllt. Ein System kann folglich über ein Netzwerk kommunizieren, wenn es diese sieben Schichten bereitstellt (Zimmermann, 1981) (Froehlich, 2022). Dabei fließen die zu übertragenden Daten zunächst auf der Senderseite abwärts (von der obersten zur untersten Ebene) und dann nach Erreichen des Empfangssystems wieder aufwärts. Detailliertere Ausführungen zur Datenübermittlung von einer Ebene zur nächsten folgen in Lernzyklus 1.2.

Die Funktionen und Datenrepräsentationsformen der einzelnen Schichten des OSI-Referenzmodells sind in der nachstehenden Tabelle aufgelistet.

Tabelle 1: Schichten des OSI-Referenzmodells


	

Schicht
	

Funktion
	Repräsentation der Daten als

	Anwendungsschicht
	Mit dem Client interagierende Schicht, die Anwendungen die Übermittlung von Daten erlaubt und netzwerkbezogene Prozesse ausführt – beispielsweise zur gemeinsamen Nutzung von Ressourcen oder für den Fernzugriff auf Dateien.
	Daten

	Darstellungsschicht
	Sorgt dafür, dass die Daten des Absenders für den Empfänger verständlich sind. Übernimmt die Datenkompression, -verschlüsselung und -konversion.
	Daten

	Sitzungsschicht
	Erstellt und verwaltet eine Kommunikationsverbindung (Sitzung) zwischen den Geräten und beendet diese, wenn der Datentransfer abgeschlossen ist.
	Daten
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Schicht
	

Funktion
	Repräsentation der Daten als

	Transportschicht
	Legt die Senderate und das Übertragungsziel fest.
Teilt die zu übermittelnden Daten auf der Senderseite in Segmente auf und setzt diese auf der Empfängerseite wieder zusammen. Führt Fehlerprüfungen durch und kontrolliert den Datenfluss.
	Segmente

	Vermittlungsschicht
	Übermittelt Daten von einem Netzwerk zum anderen. Teilt die Segmente auf der Senderseite in Pakete auf und setzt diese auf der Empfängerseite wieder zusammen. Verbindet Hosts durch logische Adressierung und Routing der Pakete an die korrekte Netzwerkadresse.
	Pakete

	Sicherungsschicht
	Übernimmt den Datentransport im Netzwerk. Teilt Pakete in Frames auf.
Gliedert sich in zwei Unterschichten: Logical Link Control für Datenflusskontrolle und Multiplexing; und Media Access Control für das Tracking der Datenframes mithilfe der MAC-Adressen der jeweiligen Sender- und Empfängergeräte.
	Frames

	Bitübertragungsschicht
	Überträgt Rohdaten in Form von Nullen und Einsen über Schnittstellen wie Kabel, Konnektoren und drahtlose Medien.
	Bits


Quelle: [Princy Victor] (2023), basierend auf (Balchunas, 2012)


Neben dem OSI-Referenzmodell wurde mit TCP/IP ein weiteres Modell für standortübergreifende Datentransfers entwickelt. Dieses zweite Modell wird auch als Internetprotokollfamilie bezeichnet und ist ein Produkt des US-Verteidigungsministeriums. Es bildet mittlerweile die Grundlage aller Netzwerkgeräte und -anwendungen. Dabei werden in TCP/IP im Unterschied zum OSI-Modell lediglich vier Abstraktionsschichten unterschieden (Harney, 2001).

Diese vier Schichten lassen sich folgendermaßen beschreiben (Dominguez, 2002):

1. Netzzugangsschicht

· Stellt eine Verbindung zwischen zwei Hosts bereit, wobei die Daten in Bitform (Nullen und Einsen) übermittelt werden.
· Legt fest, wie die Datenübertragung im Netzwerk vor sich geht.
· Unterstützt kabelgebundene und kabellose Übertragungsmedien sowie Simplex-, Halbduplex- und Vollduplex-Kommunikation.
· Verwendete Protokolle und Vernetzungstechniken: Ethernet, FDDI, Token Ring usw.

2. Internetschicht

· Ähnelt der Vermittlungsschicht im OSI-Modell.
· Regelt die Paketübermittlung im Netzwerk, wobei die Daten in Form von Datagrammen mit Quell- und Ziel-IP-Adresse vorliegen.
· Steuert die Übertragung durch logische Adressierung.
· Nutzt IP-Adressen, um die Übertragungspfade der Pakete und die korrekte Zieladresse festzulegen.
· Verwendete Protokolle: IP (Internet Protocol), IGMP (Internet Group Management Protocol), ICMP (Internet Control Message Protocol), ARP (Address Resolution Protocol), RARP (Reverse Address Resolution Protocol).




Abstraktionsschichten
Die Definition von Abstraktionsschichten ist eine Möglichkeit zur schematischen Darstellung der Funktionsweise eines Systems. Dabei wird durch die Anordnung einer Schicht über einer anderen Schicht zum Ausdruck gebracht, dass die Erstere von der Letzteren abhängig ist.




Simplex
Auf Simplex-Kanälen können Daten nur in eine Richtung übertragen werden.
Halbduplex
Bei dieser Form der Zwei-Wege-Kommunikation können Daten in beide Richtungen fließen, aber nicht gleichzeitig.
Vollduplex
Bei dieser Form der Zwei-Wege-Kommunikation können Daten gleichzeitig in beide Richtungen fließen.

3. Transportschicht

· Übernimmt die Datensegmentierung.
· Ermöglicht die Ende-zu-Ende-Kommunikation mit fehlerfreier Zustellung der Daten.
· Unterstützt die Kontrolle von Datenfluss, Engpässen und Übertragungsfehlern.
· Bestätigt die erfolgreiche Datenzustellung mit einer entsprechenden Meldung und veranlasst andernfalls die erneute Übertragung.
· Verwendete Protokolle: TCP (Transmission Control Protocol) und UDP (User Datagram Protocol)

4. Anwendungsschicht

· Stellt vielfältige Benutzerfunktionen bspw. zur Autorisierung von Datenzugriffen sowie zur Konversion und Verschlüsselung bzw. Entschlüsselung bereit.
· Synchronisiert die Daten.
· Fungiert als Schnittstelle der Systeme mit der Transportschicht.
· Entspricht der Anwendungs-, Darstellungs- und Sitzungsschicht des OSI-Referenzmodells.	Comment by Stefan Deißler: Im englischen Original hat sich hier wohl ein Fehler eingeschlichen. Dort heißt es „Equivalent to the OSI model's Application, Physical, and Session Layers.“ Mir ist jedoch keine Darstellung des TCP/IP-Modells bekannt, in der die Bitübertragungsschicht der Anwendungsschicht zugeschlagen wird.
· Verwendete Protokolle: DNS (Domain Naming System), SNMP (Simple Network Management Protocol), HTTP (Hypertext Transfer Protocol), SSH, RDP (Remote Desktop Protocol), FTP (File Transfer Protocol)


Dynamisches Routing 
Dieses Verfahren basiert auf der Berechnung verschiedener Pfade zwischen Geräten/Knoten und der Auswahl der jeweils optimalen Option.

Host-/Peer-Verifizierung 
Hier werden Absender und Empfänger vor der Übermittlung von Nachrichten überprüft.

Besondere Erwähnung verdient in diesem Zusammenhang die Tatsache, dass die TCP/IP-Protokollsuite die infrastruktur- und architekturübergreifende Verbindungsherstellung unterstützt und außerdem Funktionen für dynamisches Routing und die Peer- und Host-Verifizierung bereitstellt. Damit leistet sie einen zweifachen Beitrag zur Stärkung der Datensicherheit. Denn beim dynamischen Routing werden die Übertragungspfade der einzelnen Pakete ad hoc festgelegt werden und sind damit für Angreifer:innen nicht vorherzusagen. Ergänzend ermöglichen Verifizierungsmechanismen die Überprüfung von Quelle und Ziel der Übertragung.

Abbildung 1: ISO/OSI-Modell und TCP/IP-Modell im Vergleich
[image: ]


Quelle: [Princy Victor] (2023), basierend auf (Shchurov & Marik, 2016)

Tabelle 2: Unterschiede zwischen den beiden Modellen


ISO/OSI-Modell	TCP/IP-Modell

	Open System Interconnection
	Transmission Control Protocol

	Protokoll-unabhängiger Standard
	Protokoll-abhängiges Modell

	Kontrolle der Übertragungsqualität möglich
	Keine Möglichkeit zur Kontrolle der Übertragungsqualität

	Trennung von Bitübertragungs- und Sicherungsschicht
	Bitübertragungs- und -Sicherungsschicht (des OSI-Modells) sind in der Netzzugangsschicht zusammengefasst

	Vertikaler Ansatz
	Horizontaler Ansatz

	Ermöglicht die Durchsetzung gerätespezifischer Standards
	Bietet keine Funktionen zur Durchsetzung gerätespezifischer Standards

	Vermittlungsschicht stellt verbindungslose und verbindungsorientierte Dienste bereit
	Internetschicht stellt ausschließlich verbindungslose Dienste bereit


Quelle: [Princy Victor](2023)















[bookmark: Layer_Specific_Threats_and_Vulnerabiliti]Exploit Nach der Identifizierung einer Schwachstelle suchen Hacker:innen nach einer Methode, um die gefundene Sicherheitslücke auszunutzen. Sie entwickeln sogenannte Exploits, bei denen es sich oft um Befehlssequenzen und Schadprogramme handelt.
1.1 
Schichtspezifische Bedrohungen und Schwachstellen
Die große Zahl der Innovationen im Bereich digitale Kommunikation bringt ständig neue Sicherheitsherausforderungen mit sich. Denn ist auch nur eine der Netzwerkschichten unzureichend geschützt, sind die dort stattfindenden Übertragungsvorgänge und sonstigen Prozesse anfällig für Angriffe. Vor diesem Hintergrund beantworten wir nun zunächst die Frage, was eigentlich eine Schwachstelle ist und wie sie erst zur Bedrohung und schließlich zum Angriff wird – bevor wir uns genauer mit gängigen schichtspezifischen Schwachstellen befassen. Ausgangspunkt ist dabei die Feststellung, dass jedes neu entwickelte Produkt möglicherweise Sicherheitslücken enthält, die von Angreifer:innen ausgenutzt werden können. Jede derartige Schwachstelle wird nach ihrer Entdeckung in die Liste der Common Vulnerabilities and Exposures (CVE) aufgenommen und mit einer Risikobewertung auf Basis des Common Vulnerability Scoring System (CVSS) versehen. Daraus geht hervor, welche Bedrohung von der jeweiligen Sicherheitslücke ausgeht, falls diese mit einem passenden Exploit ausgenutzt wird.

Als „Bedrohung“ gelten dabei laut Definition des National Institute of Standards and Technology (NIST, 2006) alle aus unbefugten oder verhinderten Datenzugriffen und/oder aus der Zerstörung, Offenlegung oder Manipulation von Informationen resultierenden Umstände oder Ereignisse, die sich potenziell negativ auf den Betrieb (einschließlich missionskritischer Funktionen, Image und Reputation) der betroffenen Organisation oder auf deren Ressourcen oder Individuen auswirken. Das schließt auch Fälle ein, in denen einer Bedrohungsquelle die erfolgreiche Ausnutzung einer bestimmten Schwachstelle eines spezifischen IT-Systems gelingt. Einfacher ausgedrückt: Eine Bedrohung ist ein potenzielles Risiko, das eine Schwachstelle ausnutzt, um die Sicherheit der von Computersystemen über Kommunikationsverbindungen gespeicherten oder bereitgestellten Daten oder Diensten durch Beschädigung oder Zerstörung zu beeinträchtigen (Thomas, 2020).

Somit ist ein exploitbasierter Angriff auf ein System letztlich nichts anderes als die Realisierung eines latenten Risikos. In diesem Sinne definiert Stallings (2003) einen Angriff als eine auf die Systemsicherheit zielende Attacke, die aus einer intelligenten Bedrohung resultiert, bzw. als vorsätzlichen Versuch, die Sicherheitsdienste eines Systems zu umgehen und dessen Sicherheitsrichtlinien zu verletzen (insbesondere durch Einsatz einer Methode oder Technik). Für die Sicherheitsverantwortlichen von Unternehmen und anderen Organisationen bedeutet das, dass Schwachstellen und andere Sicherheitslücken letztlich in erfolgreichen Angriffen münden können. Deshalb stehen sie in der Pflicht, stets über schichtspezifische Schwachstellen und Bedrohungen informiert zu sein. Einschlägig sind hier zahlreiche Untersuchungen von Bedrohungsforscher:innen, deren Erkenntnisse im Folgenden in geraffter Form wiedergegeben werden.

Bitübertragungsschicht

Physische Schäden:

Auf der Bitübertragungsschicht finden sich Hubs, Modems, Repeater und andere Hardware. Werden diese Komponenten absichtlich beschädigt, kompromittiert oder durch eine Fehlfunktion gestört, kann dies das gesamte System zum Absturz bringen. So können beispielsweise physische Schäden auftreten, wenn Angreifer:innen zur Unterbrechung eines wichtigen laufenden Unternehmensprozesses das Modem deaktivieren.
Schädliche Umwelteinflüsse:

Weitere schädliche Einflüsse auf die Bitübertragungsschicht sind Umweltkatastrophen wie Brände oder Überflutungen sowie drastische Temperaturänderungen in klimatisierten Räumen. Dabei können diese Ereignisse zufällig auftreten oder absichtlich herbeigeführt werden, indem etwa ein Mitglied der Belegschaft versehentlich den Lüfter eines laufenden Geräts abstellt oder ein Getränk auf ein Modem verschüttet.

Heimliches Abfangen von Daten


Hackergruppen können die Bitübertragungsschicht für Datendiebstähle nutzen, indem sie kabelgebundene Übertragungsmedien anzapfen oder die über elektronische Wellen übertragenen Nachrichten abhören. Werden solche Aktivitäten nicht schnellstens aufgedeckt, kann dies schwerwiegende Sicherheitsverletzungen nach sich ziehen.

Zugangspunkte:

Ungeschützte Zugangspunkte mit allzu großzügig bemessenen Nutzerrechten können von Angreifer:innen zur Infiltration von Anwendungen, Servern, Portalen und sogar Unternehmensgebäuden missbraucht werden.

Sicherungsschicht

Unbefugter Netzwerkzugang

Schwachstellen auf der Sicherungsschicht können Angreifer:innen den Zugang zu LAN-Infrastrukturen und damit verschiedene Attacken auf die Datenübertragung ermöglichen. Ein Beispiel hierfür ist das sogenannte War-Driving, bei dem anfällige WLANs aus einem fahrenden Auto heraus mithilfe entsprechender Soft- und Hardware aufgespürt und dann zum Diebstahl von Anmeldedaten und anderen sensiblen Informationen missbraucht werden.

VLAN-Hopping

Bei einem Hopping-Angriff auf ein VLAN (Virtual Local Area Network) senden die Urheber:innen Pakete an einen Port, der eigentlich nicht für ihr Endgerät zugänglich sein dürfte, weil sich die VLAN-interne Kommunikation normalerweise auf Geräte beschränkt, die mit demselben Switch-Zugangsport verbunden sind. Grundlage hierfür sind verschiedene Umgehungstechniken, mit denen sich die Angreifer:innen Zugang auf weitere VLANs in der betroffenen Netzwerkinfrastruktur verschaffen. 
Remotezugriff auf LAN-Infrastrukturen

Autorisierte Benutzer:innen an externen Standorten können sich per Fernzugriff bei internen Systemen und Netzwerken anmelden. Weisen die entsprechenden Funktionen jedoch Schwachstellen auf, bieten sie Hacker:innen ein Einfallstor für exploitbasierte Angriffe.

Spannbäume

Moderne Netzwerklösungen setzen Spannbäume ein, um Endlosschleifen bei der Wahl von Übertragungspfaden zwischen Netzwerksegmenten zu vermeiden. Allerdings werden die betreffenden Funktionen gelegentlich durch die Hersteller deaktiviert oder in unzulässiger Weise kombiniert. Wie unschwer einzusehen ist, lässt sich auch dies für Angriffe missbrauchen.


Anzapfen von Datenverbindungen
Bei diesen Attacken werden übertragene Daten ohne Zustimmung der kommunizierenden Benutzer:innen ausgespäht und/oder aufgezeichnet.
Abhörangriff Unter diese Bezeichnung fallen alle Aktivitäten, bei denen übertragene Daten ohne Zustimmung der betroffenen Benutzer:innen belauscht, gelöscht oder manipuliert werden.

Vermittlungsschicht

Manipulation von Routingtabellen

Bei der Paketübermittlung in Netzwerken dienen Routingtabellen als Datenbasis für die Auswahl des optimalen Übertragungspfads. Doch unter bestimmten Umständen ist es Unbefugten möglich, manipulierte Einträge in die Routingtabellen vernetzter Geräte einzuschleusen – mit der Folge, dass Pakete fortan nicht an ihr eigentlich vorgesehenes Ziel, sondern an eine von den Angreifer:innen festgelegte (und kontrollierte) Adresse übermittelt werden.

Paketbasierte Angriffe

Hier schleusen Angreifer:innen schädliche Pakete in den Datenverkehr ein, um die Funktionen von Routern und Netzwerken zu stören und letztlich eine Überlastung der betroffenen Systeme herbeizuführen.

Hit-and-Run-Angriffe

Bei diesen Attacken infizieren die Urheber:innen einen Router mit Malware, die dessen Funktionen beeinträchtigt oder verändert. Indessen ist diese Angriffsart vergleichsweise leicht aufzudecken, da sie meist mit deutlichen Verhaltensanomalien des betroffenen Routers einhergeht.

Transportschicht

TCP-Sequenznummern

Sequenznummern sind üblicherweise im Header übertragener Pakete enthalten und unterstützen die Wiederherstellung der ursprünglichen Reihenfolge empfangener bzw. die Identifizierung fehlender Pakete. Sollte es Angreifer:innen jedoch gelingen, diese Sequenznummern zu erraten, ermöglicht ihnen das den Versand gefälschter Pakete.

Portscans


Ports Ports sind Anfangs- und Endpunkte der Netzwerkkommunikation.


SYN-Pakete Diese Pakete werden beim Aufbau einer Verbindung gesendet und ziehen die Übermittlung einer Bestätigungsnachricht sowie weitere Paketübertragungen nach sich.

RST-Pakete Diese Pakete signalisieren, dass ihr Absender keine weiteren Pakete senden und empfangen wird.

Mithilfe eines Portscanners können Angreifer:innen Pakete an Ports des Zielsystems schicken, um offene (TCP- oder UDP-)Ports und verschiedene andere Schwachstellen zu identifizieren. Die so gewonnenen Erkenntnisse lassen sich dann für Hackereinbrüche und weitere schädliche Aktivitäten nutzen. Zu den gängigen Varianten dieses Angriffs zählen zum einen SYN-Scans, die die Erkennung offener Ports ohne Herstellung einer Verbindung ermöglichen, zum anderen TCP-SYN-Flood-Angriffe, bei denen der betroffene Server mittels des standardmäßigen TCP-Drei-Wege-Handshakes auf allen Ports mit SYN-Paketen überschwemmt und dadurch überlastet wird. Da Attacken der letzteren Art über falsche IP-Adressen erfolgen, kann die Verbindung in diesem Fall nicht durch den Versand von RST-Paketen beendet werden (Geetha & Sreenath, 2014).

RST-Angriff

Bei einem RST-Angriff führt der Empfang eines gefälschten RST-Pakets zur Unterbrechung einer bestehenden TCP-Verbindung zwischen zwei Peers. Üblicherweise würde dieses Paket erst übermittelt, wenn der Sender signalisieren möchte, dass er keine weiteren Daten senden oder empfangen wird. Doch in diesem Fall wird die betreffende Funktion von den Angreifer:innen missbraucht.

Sitzungsschicht

TCP-Hijacking

Bei einem TCP-Hijacking-Angriff missbrauchen die Urheber:innen die heimlich erbeutete Sitzungs-ID eines autorisierten Geräts, um dessen TCP-Sitzung mit einem anderen Client im gleichen Netzwerk zu kapern.

Darstellungsschicht

SSL-Hijacking

Für den Aufbau einer sicheren Verbindung stellt jeder HTTPS-Server üblicherweise ein digitales Zertifikat bereit, anhand dessen sich die Echtheit der gehosteten Website bestätigen lässt. Doch beim SSL-Hijacking schaltet sich das System der Angreifer:innen als Mittler in die Kommunikation zwischen Client und Server ein, was die heimliche Ausspähung der übertragenen Daten ermöglicht.

Anwendungsschicht

SQL-Injektion

Hier nutzen die Angreifer:innen Sicherheitslücken in Backend-Datenbanken für illegitime SQL-Anfragen in online zugänglichen Anwendungen. Auf diese Weise können sie Anmeldedaten und vertrauliche Informationen stehlen, die sich dann für Folgeattacken missbrauchen lassen (Rai et al., 2021).

Cross-Site-Scripting (XSS)

Bei einem XSS-Angriff schleusen Kriminelle schädliche Skripte in eine Website ein, die der anvisierten Zielperson als vertrauenswürdig gilt. Das hat zur Folge, dass der Schadcode beim nächsten Besuch der Website an den Browser des intendierten Opfers übermittelt wird und möglicherweise dessen Computer infiziert (Singh et al., 2020).

Statische Passwörter

Ein statisches Passwort ist eine der gängigsten und zugleich schwächsten Authentifizierungsmethoden. Fällt es in die Hände von Hacker:innen, kann es von diesen über längere Zeit – d. h. bis zur nächsten nutzerseitigen Änderung – missbraucht werden.


1.2 [bookmark: DATA_Flow,_Interdependencies,_and_Interr]Datenfluss, Abhängigkeiten und Wechselbeziehungen zwischen den Schichten
Wie Daten von der Anwendungsschicht zur Bitübertragungsschicht (und wieder zurück zur Anwendungsschicht) gelangen

Wie bereits erwähnt umfasst das OSI-Modell sieben Schichten mit unterschiedlichen Funktionen. Dementsprechend gliedert sich der Datenfluss durch diese Schichten in verschiedenen Schritte:

1. Nehmen wir einmal an, ein Host A möchte die Daten D an das Zielsystem B übermitteln. In diesem Fall beginnt der Versand von D auf der Anwendungsebene mit der Hinzufügung eines Anwendungsheaders.
2. D wird (mitsamt dem dazugehörigen Anwendungsheader) auf der Darstellungsschicht komprimiert oder konvertiert und mit einem weiteren Header versehen. Dabei ist zu beachten, dass für die Darstellungsschicht nicht ersichtlich ist, wo der Anwendungsheader endet und wo D beginnt.
3. Die komprimierten bzw. konvertierten Daten der Darstellungsschicht werden auf der Sitzungsschicht nochmals um einen Header erweitert und überdies mit einem Trailer (mit Prüfsumme und optionalen Füllbytes) versehen – um die Synchronisierung zu erleichtern. Außerdem öffnet die Sitzungsschicht eine Sitzung, die die Kommunikation zwischen Sender und Empfänger ermöglicht.
4. Die (konvertierten/komprimierten und um einen Sitzungsheader und -trailer ergänzten) Daten D erreichen die Transportschicht, wo eine Unterteilung in Segmente erfolgt.
5. Die erzeugten Segmente werden auf der Vermittlungsschicht ihrerseits in Pakete aufgeteilt und in dieser Form nach unten weitergereicht.
6. Die Daten erreichen die Sicherungsschicht, die sie wiederum in Frames aufspaltet und an die Bitübertragungsschicht übergibt.
7. Die Bitübertragungsschicht wandelt die Daten in eine Folge von Einsen und Nullen um und versendet diese über kabelgebundene und kabellose Übertragungsmedien.

Wenn die Nachricht daraufhin beim Empfänger B anlangt, wiederholen sich die Prozessschritte 1 bis 7 in umgekehrter Richtung und Reihung. Das bedeutet, dass die Daten sukzessive von der Bitübertragungsschicht zurück zur Anwendungsschicht wandern, wobei die hinzugefügten Header und Trailer entfernt und die verschiedenen Frames, Pakete und Segmente von D wieder zusammengefügt werden.

Abbildung 2: Datenfluss zwischen den Schichten
[image: ]


Quelle: [Princy Victor] (2023), basierend auf [Cisco Certified Expert](2022)

Routingprotokolle und -verfahren

Nachdem wir nun einen Überblick über die Wechselbeziehungen der verschiedenen Schichten haben, können wir uns einer genaueren Betrachtung der Vermittlungsschicht zuwenden. Dabei geht es vor allem um die Frage, wie die Übermittlung von Paketen im Detail erfolgt. Erste Erkenntnisse bringt hier die Betrachtung eines Alltagsszenarios, in dem Sie ein Geburtstagspaket an eine weit entfernte Adresse versenden möchten. Wie gehen Sie in einem solchen Fall vor? Zweifellos werden Sie einen geeigneten Kurierdienst auswählen und dabei verschiedene Faktoren wie die Zustellzeit und die Zustellungskosten für den jeweiligen Zielort berücksichtigen. Analog dazu geht es bei der Übertragung von Datenpaketen um die Auswahl des besten Netzwerkpfads. Router nutzen zu diesem Zweck verschiedene Routingverfahren, die jeweils den (unter bestimmten Gesichtspunkten) optimalen Pfad zur im Paket angegebenen Ziel-IP-Adresse liefern.

In diesem Zusammenhang ist zwischen den folgenden Arten von Routing zu unterscheiden: Statisches Routing ermöglicht die manuelle Festlegung der in der Routingtabelle enthaltenen Übertragungspfade. Beim Default-Routing werden alle Datenpakete, die nicht aus dem eigenen Netzwerk-Adressbereich stammen, an einen in der Routingtabelle genannten benachbarten Standardrouter gesendet. Dynamisches Routing basiert auf der kontinuierlichen Änderung bzw. Anpassung der Routingtabelle in Abhängigkeit des aktuellen Netzwerkzustands.

Außerdem existieren verschiedene Routingprotokolle, die jeweils spezifische Standards für die Kommunikation zwischen Quell- und Zielrouter definieren. Dabei werden die von dem jeweils implementierten Protokoll bereitgestellten Routinginformationen zur Aktualisierung der Routingtabellen sowie der darin enthaltenen Netzwerk- und Portangaben genutzt. So ist sichergestellt, dass stets der beste Pfad ermittelt werden kann und nicht länger verfügbare Verbindungen keine Berücksichtigung finden.

Weiteren Aufschluss bietet die folgende Übersicht über die gängigsten Routingprotokolle:

Routing Information Protocol (RIP)


Distanzvektorprotokoll Eine Klasse von Routingprotokollen, die Distanzvektoren oder Angaben zur Zahl der Hops heranziehen, um den optimalen Pfad zu ermitteln.

Bellman-Ford-Algorithmus Dieser Algorithmus ermittelt die kürzesten Pfade von einem Startknoten zu allen anderen Knoten eines gewichteten Graphen. Dabei sind im Gegensatz zu verwandten Verfahren auch negative Kantengewichte zulässig.

Das RIP ist ein auf dem Bellman-Ford-Algorithmus basierendes Distanzvektorprotokoll, das den kürzesten Pfad zwischen Quell- und Zielsystem anhand der Zahl der Hops ermittelt. Außerdem übermittelt es den Netzwerkknoten die Routingtabellen aller benachbarten Router. Seine größten Vorteile bestehen darin, dass die Pflege der Routinginfrastruktur mit weniger Aufwand verbunden ist und die Routingtabellen bei Änderungen der Netzwerkinfrastruktur neu konfiguriert werden. Indessen ist das RIP nicht für große Netzwerke geeignet, da es für jeden Übertragungspfad maximal 15 Hops zulässt.

Interior Gateway Routing Protocol (IGRP)

Das Distanzvektorprotokoll IGRP nutzt einen Distanzvektoralgorithmus zur Ermittlung der optimalen Netzwerkpfade und sorgt zugleich dafür, dass alle Router über aktuelle Routinginformationen verfügen. Seine größten Vorteile sind Fehlerbehandlungsmechanismen zur Vermeidung von Routing-Schleifen sowie die Neukonfiguration der Routingtabellen bei Änderungen am Netzwerk.

Enhanced Interior Gateway Routing Protocol (EIGRP)

EIGRP ist ein hybrides Routingprotokoll, das einen Distanzvektoralgorithmus mit Funktionen eines Link-State-Protokolls kombiniert. Dabei unterscheiden sich EIGRP und IGRP vor allem darin, dass es sich bei Ersterem um ein klassenloses Routingverfahren 

handelt, während Letzteres eine klassenbezogene Routingmethode ist (sodass Routing-Updates im Fall des EIGRP auch Angaben zur Subnetzmaske enthalten, im Fall des IGRP jedoch nicht). Außerdem nutzt das EIGRP den Diffusing Update Algorithm (DUAL), der bei einem plötzlichen Ausfall eines Pfades deutlich schneller für Konvergenz sorgt.

Open Shortest Path First (OSPF)


OSPF ist ein Link-State-Routingprotokoll zur Ermittlung optimaler Übertragungspfade in ausgedehnten Netzwerkinfrastrukturen. Grundlage ist hier die Pfadsuche mit dem Djikstra-Algorithmus (auch: Shortest-Path-Algorithmus) sowie die Übermittlung aktueller Routing-Informationen an die jeweils nächsten Nachbarn. Das hat den Vorteil, dass alle Router jederzeit über den Zustand der gesamten Netzwerkinfrastruktur im Bilde sind, und wird häufig von Netzwerkingenieur:innen zur Optimierung der Datenübertragung genutzt. Zugleich ergeben sich Nachteile in puncto Skalierbarkeit, weil die Erweiterung der Domain um neue Router mit einem erheblichen Aufwand verbunden ist.

Verbindungsorientierte und verbindungslose Protokolle

Bevor wir zum nächsten Lernzyklus übergehen, müssen wir uns noch mit dem Unterschied zwischen verbindungsorientierten und verbindungslosen Protokollen befassen.

Verbindungsorientierte Protokolle garantieren die Zustellung der gesendeten Datenpakete und sorgen im Fall des Scheiterns für eine erneute Übertragung. Außerdem setzt sich die Kommunikation zwischen Sender und Empfänger hier so lange fort, bis die erfolgreiche Datenübermittlung verifiziert wurde. Daher ist der Einsatz verbindungsorientierter Protokolle mit einem vergleichsweise hohen Rechenaufwand verbunden.

Im Gegensatz dazu bieten verbindungslose Protokolle keine garantierte Zustellung und sorgen bei ausbleibendem Empfang des Adressaten nicht für die erneute Übertragung der betreffenden Pakete. Aufgrund dieser Eigenschaft werden sie vor allem für den Versand von Videodaten genutzt, da der Verlust einiger Pakete hier keine kritischen Probleme verursacht.

Das beste Beispiel für ein verbindungsorientiertes Protokoll ist TCP, während es sich bei UDP um den wichtigsten Vertreter der verbindungslosen Protokolle handelt.

TCP und UDP im Vergleich

Wie alle verbindungsorientierten Protokolle stellt auch das Transmission Control Protocol (TCP) eine garantierte Datenzustellung sicher. Zu diesem Zweck wird eine Kommunikationsverbindung bzw. Sitzung  aufgebaut, die mit dem sogenannten Drei-Wege-Handshake zwischen den Peers beginnt.

Dabei zerfällt dieser Vorgang – nomen est omen – in drei aufeinanderfolgende Schritte:

· Er beginnt mit einer SYN-Nachricht (Synchronize Sequence Number) des Senders bzw. Clients, die dem Empfänger als Verbindungsanfrage zugestellt wird.
· Daraufhin öffnet der Empfänger die gewünschte Verbindung und sendet seinerseits eine SYN-ACK-Nachricht, die den Empfang der SYN-Nachricht mithilfe des gesetzten ACK-Flags bestätigt.

Der Handshake endet mit einer Nachricht des Senders, die dem Empfänger den Erhalt der SYN-ACK-Nachricht bestätigt. Danach kann die eigentliche Datenübertragung beginnen.



Djikstra-Algorithmus Dieser Algorithmus ermittelt (ähnlich wie der Bellman-Ford-Algorithmus) die kürzesten Pfade von einem Startknoten zu allen anderen Knoten. Allerdings kann hier die Korrektheit des Ergebnisses nicht garantiert werden, wenn der zugrunde liegende Graph negative Kantengewichte enthält.

Abbildung 3: TCP-Drei-Wege-Handshake
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Quelle: [Princy Victor] (2023), basierend auf (Conrad, Misenar, & Feldman, 2012)
Im Unterschied dazu sieht das UDP keinen Handshake vor und bietet keine Garantie für die Zustellung verschickter Nachrichten. Wegen dieser mangelnden Erfolgskontrolle werden verbindungslose Übertragungsverfahren auch als Fire-and-Forget-Protokolle bezeichnet.

Tabelle 3: Unterschiede zwischen TCP und UDP


TCP	UDP

	Verbindungsorientiertes Protokoll
	Verbindungsloses Protokoll

	Hohe Zuverlässigkeit, da die Zustellung garantiert ist
	Keine garantierte Zustellung

	Umfangreiche Fehlererkennungsmechanismen wie Zeitüberschreitungen, Empfangsbestätigungen und Prüfsummen
	Grundlegende Fehlererkennung mithilfe von Prüfsummen

	Geringere Geschwindigkeit bei höherem Ressourcenbedarf
	Höhere Geschwindigkeit bei niedrigerem Ressourcenbedarf

	Erneute Übertragung von Paketen möglich
	Keine erneute Paketübertragung

	Punkt-zu-Punkt-Datenübertragung ohne Broadcasting-Funktionen
	Broadcasting wird unterstützt; Empfang wird nicht kontrolliert

	Handshake basierend auf SYN-, ACK- und SYN-ACK-Nachrichten
	Kein Handshake (daher Einstufung als verbindungsloses Protokoll)



TCP	UDP

	Kennzeichnung der korrekten Reihenfolge mithilfe der Sequenznummer im Header
	Versand von Daten ohne Beachtung der Reihenfolge

	Kontrolle des Datenflusses, um eine Überlastung des Empfängers zu verhindern
	Senderseitige Festlegung der Senderate, da keine Funktionen zur Kontrolle des Datenflusses vorhanden sind

	Verhinderung von Datenverlusten durch Funktionen zur Erkennung von Engpässen
	Paketverluste bei hohem Datenverkehrsaufkommen – wegen mangelnder Funktionen zur Erkennung von Engpässen

	Hohe Latenz
	Geringere Latenz

	Header mit variabler Länge (20-60 Byte)
	Fixe Headerlänge (8 Byte)


Quelle: [Princy Victor] (2023), basierend auf (BasuMallick 2022)


1.3 [bookmark: Vulnerability_Scanning_and_Detection]Bedrohungserkennung mit Schwachstellenscannern
Was sind Schwachstellenscans und wie funktionieren sie?

Derzeit werden Sicherheitsverantwortliche fast aller Branchen von einer wachsenden Sorge vor Cyberangriffen umgetrieben. Dabei ist den betreffenden Manager:innen nur allzu bewusst, dass die meisten Attacken erst durch Schwachstellen möglich werden. Doch wie lassen sich solche Schwachstellen identifizieren? Und auf welche Weise können wir entsprechende Erkenntnisse zum Schutz von Unternehmen und anderen Organisationen nutzen? Die Diskussion dieser Fragen ist bereits seit der Anfangszeit der IT im Gang, fokussiert in den letzten Jahren jedoch zunehmend die Prüfung vorhandener und neuer Produkte durch Schwachstellenscans. Dies dient nicht nur der Aufdeckung und Behebung von Sicherheitslücken, die ansonsten von Angreifer:innen für Datendiebstähle missbraucht werden könnten, sondern entspricht außerdem aktuellen Forderungen des NIST und anderer Institutionen sowie wichtigen Standards wie HIPAA und PCI DSS (BeyondTrust, 2022). Grundlage des Verfahrens ist der Abgleich mit einer passenden Schwachstellen- oder Exploitdatenbank (Kritikos et al., 2019) – je nach Produkt und Zielsetzung.

Kategorien von Schwachstellenscans

Schwachstellenscans lassen sich auf verschiedene Weise in Klassen einteilen.

1. Externe und interne Schwachstellenscans: Externe Schwachstellenscans prüfen den äußeren Netzwerkperimeter sowie alle über das Internet zugänglichen Websites, Ports, Dienste, Anwendungen usw. Auf diese Weise werden externe Zugriffspunkte ermittelt, die von Angreifer:innen als Einfallstor genutzt werden könnten. Im Unterschied dazu nimmt ein interner Schwachstellenscan die interne Netzwerkinfrastruktur ins Visier, um die dort bestehenden Handlungsspielräume für unerwünschte Eindringlinge auszuloten. Die Kombination beider Ansätze versetzt Sicherheitsteams in die Lage, externe und interne Sicherheitslücken zu schließen und wichtige Systeme umfassend vor Hackereinbrüchen zu schützen (Shields, 2020).
2. Aktive und passive Schwachstellenscans: Bei passiven Scans werden erkannte Schwachstellen lediglich gemeldet, während aktive Scans zusätzlich die Überprüfung der Funde durch den Einsatz von Exploits beinhalten. Dementsprechend liefern aktive Scans zusätzliche Erkenntnisse

über die mit den gefundenen Sicherheitslücken verbundenen Risiken, können jedoch auch Störungen der normalen System- und Betriebsprozesse verursachen (BeyondTrust, 2022).

Die missbräuchliche Nutzung von Schwachstellenscannern

Nachdem wir bisher vor allem die Vorteile von Schwachstellenscans kennengelernt haben, wenden wir uns nun den Schattenseiten entsprechender Verfahren und Tools zu. So wurden etwa nach Angaben von Kaspersky 55 % aller Malware-Angriffe des Jahres 2001 durch Schwachstellenscans ermöglicht. Exemplarisch hierfür steht der Wurm CodeRed, der über gängige Scanfunktionen zur Identifizierung von Sicherheitslücken verfügt und damit bereits die Microsoft-Anwendung IIS-Webserver angegriffen hat (eEye Digital Security, 2001). Wie ist das möglich? Ganz einfach dadurch, dass die zur Erkennung von Schwachstellen entwickelten Scan-Methoden und Tools von Hacker:innen zur Aufspürung von Sicherheitslücken und zur Vorbereitung exploitbasierter Angriffe missbraucht werden. Um solche Szenarien zu verhindern, müssen Sicherheitslösungen und andere neue Softwareprodukte im Vorfeld der Markteinführung zwingend einen Schwachstellenscan durchlaufen.

Methoden zur Aufdeckung von Schwachstellen

Grundsätzlich lassen sich Schwachstellenscanner in zwei Kategorien einteilen – je nachdem, ob statische oder dynamische Erkennungsverfahren zum Einsatz kommen.

Statische Erkennungsverfahren

Statische Erkennungsverfahren identifizieren Schwachstellen durch Analyse des Quellcodes oder Binärcodes (Bairwa et al., 2014). Da der betreffende Code hierfür nicht ausgeführt werden muss, kann diese Methode auch dann zum Einsatz kommen, wenn der Code unvollständig oder nicht ausführbar ist.

Dynamische Erkennungsverfahren

Im Gegensatz dazu spüren dynamische Erkennungsverfahren Schwachstellen durch Ausführung des Codes auf. Das ist einerseits komplex, kostenintensiv und zeitraubend, bringt andererseits jedoch deutlich genauere Ergebnisse als statische Erkennungsverfahren. Deshalb bietet sich der Einsatz dynamischer Erkennungsmethoden an, wenn Zeit- und Budgetvorgaben dies zulassen.


1.4 [bookmark: Supporting_Tools_and_Techniques]Gängige Schwachstellenscanner
2013 meldete die Los Angeles Times, dass US-Behörden die nationale Sicherheit stärker durch Cyberangriffe als auch Terrorattacken bedroht sahen (Dilanian, 2013). Dass sich daran seither nichts geändert hat, zeigt beispielsweise die kürzliche Einrichtung eines quelloffenen GitHub-Repositorys durch das britische National Cyber Security Centre (NCSC). Das betreffende Projekt trägt den Namen „Scanning Made Easy“ und bietet Nutzer:innen verschiedene Skripte für Schwachstellenscans (UKNCSC, 2021). Dabei beschränkt sich sein Fokus ausschließlich auf Nmap-Skripte, d. h. Skripte für den frei erhältlichen Schwachstellenscanner Nmap, der im Folgenden (genau wie einige andere gängige Scanningtools) näher vorgestellt wird.

Nmap

Nmap (Network Mapper) ist ein Befehlszeilentool, das vielfältige Funktionen zur Prüfung von Netzwerken bereitstellt und unter anderem Hosts, Schwachstellen, Betriebssysteme sowie offene Ports erkennt, indem es Pakete sendet und die Antworten analysiert (Prokopets, 2022). Im Rahmen eines entsprechenden Scans sammelt Nmap Daten zum angegebenen Netzwerk, Host und System, identifiziert die dort vorfindlichen Sicherheitslücken und fasst die Ergebnisse in einem Bericht zusammen. Damit schafft das Tool die Datengrundlage für geeignete Maßnahmen zur Verhinderung exploitbasierter Angriffe. Hilfreich für Anfänger:innen ist in diesem Zusammenhang besonders die Benutzeroberfläche Zenmap, die die Prozesse und Funktionen von Nmap grafisch aufbereitet. Zugleich gilt die Software vielen Expert:innen als zweischneidiges Schwert, da Nmap in den falschen Händen zum effektiven Hackertool wird.

Die Syntax des Nmap-Befehls zur Initiierung eines Schwachstellenscans lautet:

nmap	− Pn	− − script  vuln	< IP  address >

Abbildung 4: IP-Scan auf der Zenmap-Oberfläche 
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Quelle: Princy Victor (2023)
Nessus

Nessus ist ein Open-Source-Scanner zur Aufdeckung von Netzwerk-Sicherheitslücken, die Angreifer:innen eventuell unbefugte Systemzugriffe ermöglichen. Die Software lässt sich durch die Nutzer:innen erweitern und anpassen, weil maßgeschneiderte Tests mithilfe einer Skriptsprache eingerichtet und implementiert werden können. Dabei macht Nessus keine voreiligen Annahmen, die die Entdeckung von Schwachstellen verhindern (wenn beispielsweise ein Server entgegen der Konvention über einen anderern Port als Port 80 erreichbar ist). Zudem erweist sich das Tool in vielerlei Hinsicht als äußerst hilfreich, weil es ständig aktuelle Informationen zu neuen Angriffen, Bedrohungen und Schwachstellen sowie Unterstützung in puncto Patching bereitstellt (Pandit, P. D). In diesem Zusammenhang ist jedoch zu beachten, dass die kostenlose Edition von Nessus den Einsatz der Scanfunktionen auf 16 IP-Adressen beschränkt.

Die nachstehende Abbildung zeigt die verschiedenen Schritte des Scanprozesses von Nessus.

Abbildung 5: Schritte eines Schwachstellenscans mit Nessus
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Quelle: Princy Victor (2023)
Burp Suite

Burp Suite von PortSwigger ist eine Sammlung von Tools, mit denen  Webanwendungen verschiedenartigen Penetrationstests unterzogen werden können. Das Produkt steht bei professionellen Bugjäger:innen und Sicherheitsteams hoch im Kurs, weil es die Installation von Add-ons (sogenannten BApps) ermöglicht (PortSwigger, 2023) und sowohl aktive als auch passive Scans unterstützt (Althunayyan et al., 2022). Zum Download verfügbar sind insgesamt drei Varianten: die Community Edition, die Professional Edition und die Enterprise Edition. Von diesen ist nur die Community Edition kostenlos, allerdings mit einem im Vergleich zu den beiden anderen Varianten reduzierten Funktionsumfang.

Des Weiteren lässt sich in Bezug auf die unterstützten Betriebssysteme feststellen, dass Burp Suite in Kali Linux integriert ist und zudem unter Windows (Intel 64-Bit), Linux (Intel 64-Bit) sowie OS X (Intel 64-Bit und Apple M1) läuft.

OpenVAS






Network Vulnerability Tests 
Diese Skripte definieren Schwachstellentests und werden auf einem Zielsystem ausgeführt.


OpenVAS ist ein Schwachstellenscanner mit einer leistungsstarken internen Programmiersprache zur Einrichtung maßgeschneiderter Schwachstellentests (Aksu et al., 2019). Außerdem bietet das Tool Optionen zur Leistungsoptimierung und zur Durchführung von Test in der Rolle authentifizierter und nicht authentifizierter Nutzer:innen (Greenbone OpenVAS, 2022). Dabei ist der Funktionsumfang – genau wie im Fall von Burp Suite – bei Verwendung der kostenfreien Variante geringer als bei Nutzung der kostenpflichtigen Edition. Das bedeutet konkret: Obwohl beide Versionen einen täglich aktualisierten Feed an Network Vulnerability Tests (NVTs) bieten, sind bestimmte NVTs nur in der kostenpflichtigen Version verfügbar.

Metasploit

Mit dem Metasploit-Framework lässt sich überprüfen, ob ein bestimmtes Zielsystem Sicherheitslücken aufweist und damit anfällig für einen bestimmten Exploit ist. Das Tool ist trotz des möglichen Auftretens von Falsch-negativ- und Falsch-positiv-Fehlern eines der besten für Penetrationstests, weil es ständig aktualisiert wird und überdies automatisierte Funktionen für die Sammlung von Informationen, die Umgehung von Erkennungsmechanismen sowie die Infiltration des Zielsystems beinhaltet. Des Weiteren ist Metasploit – genau wie Burp Suite – sowohl in einer in Kali Linux enthaltenen Community Edition verfügbar als auch unter Linux, Windows und Mac OS X sowie auf anderen Betriebssystemen lauffähig.

Abbildung 6: Metasploit-Befehle
[image: ]


Quelle: Princy Victor (2023)


ZUSAMMENFASSUNG
Im Zuge der wachsenden Verbreitung von Computern hat die netzwerkbasierte Kommunikation einen kritischen Stellenwert erlangt und die Entwicklung verbindlicher Standards für die Datenübermittlung von einem Gerät zum anderen erforderlich gemacht. Prominentes Produkt dieser Bemühungen ist das ISO/OSI-Modell, das die folgenden sieben Schichten umfasst: Anwendungsschicht, Darstellungsschicht, Sicherungsschicht, Transportschicht, Vermittlungsschicht, Sicherungsschicht und Bitübertragungsschicht.


Abweichend davon setzt sich die von der US-amerikanischen DARPA (Defense Advanced Research Projects Agency) entwickelte TCP/IP-Protokollsuite aus nur vier Schichten zusammen. Dabei kommuniziert jede der verschiedenen Schichten – im einen wie im anderen Modell – mit den jeweils benachbarten Schichten und erfüllt spezifische Funktionen. Im Fall des ISO/OSI-Modells bedeutet das, dass die zu übertragenden Daten zunächst auf der Senderseite sukzessive von der Anwendungsschicht zur Bitübertragungsschicht weitergereicht werden und dann auf der Empfängerseite den umgekehrten Prozess durchlaufen.

Besondere Beachtung verdient in diesem Zusammenhang die Vermittlungsschicht, die das Routing der Pakete an ihren Zielort übernimmt. Wie wir nun wissen, stehen zu diesem Zweck verschiedene Protokolle wie RIP, OSPF usw. zur Verfügung.

Außerdem haben wir erfahren, dass jede Schicht spezifische Schwachstellen aufweist und damit anfällig für bestimmte Angriffe ist. Abhilfe schaffen hier Schwachstellenscanner mit statischen oder dynamischen Erkennungsfunktionen, die Sicherheitsteams bei der Identifizierung und Schließung von Sicherheitslücken unterstützen und damit einen wichtigen Beitrag zur Sicherheitsprüfung neuer Produkte und zur Verhinderung künftiger Hackereinbrüche und Datendiebstähle leisten. Zu den gängigsten derartigen Tools zählen unter anderem Nmap, Metasploit und Burp Suite.
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On completion of this unit, you will be able to ...

· describe protection profiles.
· discuss the security requirements of a product .
· explain security evaluation standards.
· relate the safeguards for securing the product.
· analyze the reference architecture of products


 2. PROTECTION PROFILES 
Introduction
Nowadays, product development and building industries are not tedious tasks. Anyone can start an organization and start developing products. The general question in this con- text is: If anyone can create products, how to ensure security? How to know whether they follow the required standards and security processes?
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Common Criteria (CC) An international standard that has guidelines on the computer security prod- ucts. There are various Evaluation Assurance Lev- els in this standard that indicates the extent to which the product was
tested.

Accordingly, ISO/IEC 15408 and the Common Criteria use a Protection Profile (PP) document as part of the certification procedure. PP employs the security functional and security assurance requirements for a category of products. For example, the PP BSI-PP-0014 represents the functional requirements to implement a personal firewall, including traffic filtering, filter rules management, notification in case of security incidents etc. Further- more, this PP also includes various assurance requirements for firewall implementation. Although PP is not mandatory, some schemes require the PP to accept the products to offer more scalability and comparability in the certification process. Moreover, it is reusable; sometimes, schemes consider multiple PP. Additionally, PP can be certified based on the procedure known as certification of protection profiles, which guarantees compliance with all the requirements mentioned in the Common Criteria. In addition to PP, CC also uses another component called Evaluation Assurance Level (EAL), which defines how comprehensively the product is tested.


2.1 [bookmark: Reference_Architecture_Technology_and_Ne]Reference Architecture Technology and Networking
What is Reference Architecture?

As we all know, organizations have a different levels of employees like project managers, team leads, developers, architects, testers etc. How do all these people collaborate and communicate efficiently? How will they discuss the project? In this situation, a template solution has been used that details all the components and environments of the implementation project, known as Reference Architecture.

Simply put, the Reference architecture is the primary aspect of a system which offers a template solution for the architecture, with a common vocabulary that discusses the implementation. Further, it helps avoid delays or errors that can happen without performing the testing. These architectures have different abstraction levels. The highest abstraction level depicts the parts of the system and its functionalities, whereas the lowest level indicates the relation and interaction between the procedures for a particular task.

The main advantage of the reference architecture is that it accelerates product delivery through the re-usage of an effective solution. In addition, it also helps in cost reduction through asset reuse, improving the developers' learning curve and communication between the people in the organization.

What is Security Reference Architecture?

As reference architecture deals with a system's complete components and environments, the security aspect is also covered in another architecture known as a security reference architecture. In this, the security domains, the security-related elements in those domains, and the relation between them is discussed.

According to NIST, a security reference architecture is "A set of physical and logical security-relevant representations (i.e., views) of system architecture that conveys information about how the system is partitioned into security domains and makes use of security-relevant elements to enforce security policies within and between security domains based on how data and information must be protected. "

Similar to reference architecture, security reference architecture has also different abstraction levels and functionalities. In addition, SRA also ensures that the security requirements, which are consistent and cost-effective, are met according to the organisation's risk management strategy.


2.2 [bookmark: Risk_Assessment,_Residual_Risk_and_Risk_]Risk Assessment, Residual Risk and Risk Management
What is Risk?

Risk is a common word that can hear in day-to-day life. There will be risks in most of the tasks, from cooking to investing money in mutual funds. Sometimes, these risk result in the development or growth whereas in other cases, it can lead to the loss. There are many working definitions for risk. According to Renn (1998, p.51), the risk is "a possibility that human actions or events lead to consequences that have an impact on what humans value".

Simply put, the risk is a chance of a harmful outcome, either to a person, situation or product, based on the event or decision taken. While talking from the perspective of prod- uct security, risks can often be security issues and vulnerabilities.

Risk assessment and Risk management

Risk assessment is a meso-level process that identifies and categorizes the risk and identifies the consequences of risks. It is an essential step of the risk management process.

According to NISTSpecial Publication 800-39, "Risk assessments are used to identify, estimate, and prioritize risk to organizational operations (i.e., mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation, resulting from the operation and use of information systems” (Blank & Gallagher, 2012, p.1).

Usually, organization conduct these assessments to recognize the risks and supports risk- based decisions and activities by officials across all three levels in the risk management hierarchy: Tier 1 (organization level), Tier 2 (mission/business process level), and Tier 3 (information system level).

Risk assessment has three outcomes:

· If the risk is intolerable, the part of the system at risk should be replaced, or vulnerabilities should be reduced.
· In tolerable risk, the risk can be reduced using proper techniques using methods like sharing, mitigating or transferring risk so that risk can be reduced to a level as low as reasonably possible (ALARP) or as low as reasonably allowable(ALARA). The decision to mitigate, share or transfer the risk depends on the risk manager.
· In acceptable risk, reducing the risk is not mandatory and can be accepted as such.

On the other hand, the decisions based on risk assessment are not limited to (Blank & Gal- lagher, 2012):

· Develop an information security architecture
· Design security solutions for information systems and operation environments like the choice of security controls, products, supply chain, contractors etc.
· Authorization/Denial of authorization to manage the information systems or use security controls inherited by those systems.
· Modify the missions/business functions/business processes for a while.
· Security solutions' operation and maintenance must be followed by continuous monitoring, ongoing authorizations etc.

Meanwhile, Risk management is the umbrella term used to cover risk assessment and analysis. In other words, Risk management is a macro-level process that frames the risk, assesses it, responds, and monitors it as shown in the below figure It is an organization- wide activity that flows the information and outputs from each component. For example, the output from the risk frame step including risk tolerance, risk assumptions etc. are necessary inputs for the next step, which is risk assessment.

Below is the explanation of the figure in-detail.

· First, framing the risk; its purpose is to create a risk management plan based on how the organizations plan to assess the risk, respond to it, and monitor them.
· Second, assessing the risk; identifies the threats, the harm and the likelihood of the risk. Further, it also deals with how the organizations plan to assess the risk within the con- text of the organization's risk frame.
· Third, responding to the risk; involves the organization's response to the risk, like developing appropriate response actions, evaluating it and determining the best among them and implementing them.

Finally, monitoring the risk; considers how effective the response plans are over a period and how well they are maintained continuously.

Figure 7: Risk assessment within the risk management process
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Source: [Princy Victor] (2023) based on (Blank & Gallagher, 2012)
Risk analysis is the micro-level process which measures the risks, their impacts and the tolerance level of those risks.

Residual Risk

Since some risks are unavoidable while developing the products, there must be techniques to deal with them efficiently and effectively. However, even though these risks are identified and applied with resolving techniques, some risks will be entirely not avoidable. These risks are called residual risks. In other words, residual risk is the leftover risks after performing the risk treatments like identification and mitigation.





Phishing An attack that collects the confidential information of a user by pretending to be a legitimate email/
website.

According to ISO-27001, residual risk has to be mandatorily mitigated. For instance, an organization can prevent risks like an attacker brute-forcing the employee's password if there is a policy on employees using complex passwords and updating them regularly. On the other hand, some common residual risks are domain hijacking, phishing attacks etc.

Usually, managing the residual risks depends on the type of risk. As discussed earlier, there may be three outcomes for risk assessment: tolerable, intolerable and acceptable risk. Based on this, following are the ways to handle the residual risks (Kosutic, 2022).

· If the risk level is below acceptable, the risk manager must formally accept it.
· If the risk level is above acceptable, use other techniques to mitigate it, including reassessment of residual risks.
· If the risk level is above acceptable, and the costs to handle it are higher than its impact, then propose to the management to accept these high risks.

In addition to residual risk, there is another type of risk known as inherent risk, which is risks within the ecosystem in the absence of controls. Residual risks are the risks after applying controls, and inherent risks are before using controls.

Figure 8: Inherent risk and Residual Risk.
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Source: [Princy Victor] (2023)
The important thing to note is that, before risk management, it is necessary to quantify the residual risks so that it helps in creating the proper requirements in the management plan.

Quantifying residual risk can be done through the high-level formula (SecurityScorecard, 2020):

Residual Risk=Inherent Risks‐Impact of Risk Control

Residual risk is calculated by the protocols required to treat the inherent risks, how much risk is decreased in this process, and the approach used.


2.3 [bookmark: Security_Requirements_and_Safeguards]Security Requirements and Safeguards
Security Functional Requirements in Protection Profile

As discussed in the introduction of this unit, Protection Profile employs the SFRs(security functional requirements) and SARs(security assurance requirements) for a category of products. What do these SFR and SAR indicate? Before moving on to that, the term TOE has to be discussed.

According to NIST, the Target of Evaluation(TOE) is " an information system, part of a system or product, and all associated documentation, that is the subject of a security evaluation."(NIST, 2022).

Overall, it can be said that the Protection Profile offers the security evaluation criteria like SARs and SFRs for a collection of products known as TOE and includes an Evaluation Assurance Level, which indicates the ranking of that particular security evaluation.

Security Functional Requirements (SFRs) are the translation for the security objectives of the Target of Evaluation. Additionally, SFRs mention the security functions comprehensively, so they are completely satisfied by the product. Therefore, although the same type of products is considered, the SFR list can differ in each evaluation. For example, let the TOE be a payment smart card and security function is the PIN entry. In this case, the Security Functional Requirement is a retry count which offers security to the PIN entry.

As cited in Wheeler (2020), the following are some of the several security functional requirements for the software product. For each requirement, there is a 3-letter CC abbreviation as well.

Security Audit

· CC Abbreviation: FAU
· Deals with the recording, storing, and analyzing information related to security-relevant activities.
· Analyze the resulting audit records and determine the security-relevant actions taken and the associated user.

Communication/Non−repudiation

· CC Abbreviation: FCO
· Deals with proof of origin and receipt, where the sender cannot deny having sent the message and the recipient cannot deny receiving it.

Cryptographic Support

· CC Abbreviation: FCS
· It is used when there are cryptographic functions in the product.
· Inspects the operations that use cryptography, the algorithms and key sizes used, and deals with key management, including the key distribution and key destruction.

User Data Protection

· CC Abbreviation: FDP
· One of the most extensive classes in CC
· Specifies requirements to protect user data
· The idea of this requirement is to introduce a policy for user data protection, implement it and support the processes like import, export and storage.

Identification and authentication

· CC Abbreviation: FIA
· Address the security requirements like identification and authentication to prove a claimed user identity.
· Password is the most common mechanism for authentication.
· Associates the users with the correct security attribute like groups, roles etc

Security Management

· CC Abbreviation: FMT
· It intends to specify the security management, like who can do what, who is given the most trusted role etc.
· Manages security attributes( like capability lists and access control lists)

Privacy

· CC Abbreviation: FPR
· Offers requirements on user protection by supporting anonymity to avoid misuse of using identity by other users.

Security Assurance Requirements in protection profile

Similar to SFR, CC also has assurance requirements called SARs that provide the measures to assure compliance with the security functionalities of the product. These measures are often taken during product development and its evaluation.

Some of the most common SARs include (Page Notes, 1999):

Configuration management

· CC Abbreviation: ACM
· Helps to make sure that the TOE integrity is preserved by preventing unauthorized addition, alteration or deletion to the TOE.
· ACM Example: ACM_CAP.2 covers a secure configuration management with the TOE.

Delivery and operation

· CC Abbreviation: ADO
· Provides the requirements for the procedures related to secure delivery and installation of the product.
· Requirements also ensure that TOE security is not compromised in stages like installation, start-up etc.

· ADO Example: ADO_DEL.1 deals with the delivery procedures used to cover the security issues during the TOE transfer to the user during the initial delivery and subsequent modifications.

Development

· CC Abbreviation: ADV
· Describes the TOE implementation and explains that it should be consistent in all security models like high-level design, low-level design etc.
· ADV Example: ADV_FSP.1 demands an informal functional specifications which explains the TOE Security Functionalities and its external interfaces.

Guidance documents

· CC Abbreviation: AGD
· Offers information like warnings and how to use the system securely to users and administrators
· The documents can be on paper, online help and wizards as well.
· AGD Example: AGD_ADM.1 covers an administrator guidance delivered with the TOE.

Life−cycle support

· CC Abbreviation: ALC
· Represents requirements for assurance via using a well-defined life-cycle model during TOE development.
· Includes the flaw remediation procedures, selection of tools and methods, and security measures to secure the development environment.
· ALC Example: ALC_DVS.1 deals with the identification of security measures and developer offers security documentation that has security measures for TOE maintenance and development.

Tests

· CC Abbreviation: ATE
· Mentions the requirements that all the security functions are tested in addition to the general functions.

ATE Example: ATE_COV.1 provides the evidence of coverage which aims to prove that the TOE Security Functionalities has been tested against the functional specification. Vulnerability Assessment

· CC Abbreviation: AVA
· Requirements that are mandated in identifying and addressing exploitable vulnerabilities introduced in the development, working, or wrong configuration of the TOE.
· AVA Example: AVA_CCA.1 covers the covert channel analysis that identifies the covert channels using an informal search.

Security Safeguards

Security safeguards are the measures industries or individuals take to secure their assets from attackers. Usually, information systems have five components: hardware, software, data, procedure and people. Obviously, all these components must be protected, and for this, security safeguards are related to each of these components. Based on this, security safeguards are classified into three: (i) Technical safeguard (ii) Data safeguard and (iii) Physical safeguard

Figure 9: Five components of Information system and related safeguards
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Source: [Princy Victor] (2023) based on Krull, (n.d.)

Technical safeguard

Safeguards used for the technical components like hardware and software of an information system.

Examples of technical safeguards:

· Conduct identification and authentication using username and password.
· Apply encryption, which is a process of converting normal text into a coded form for enhanced security.
· Use firewalls that prevent unauthorized access to the information system
· Protection from malicious software(malware).
· Introduce the design of secure applications.

Data safeguard

Safeguard used for the data components such as the database and data of an information system.

Examples of data safeguards:

· Use strong, complex passwords to protect the data.
· Apply encryption mechanisms
· Consider database backup and recovery mechanisms
· Promote physical security
· Provide rights and responsibilities to the right users

Human safeguard

Safeguard used for the components such as the people and procedure of an information system.

Examples of human safeguards:

· Hire people based on factors like the organization last worked, why the person left the previous organization etc.
· Consider compliance and accountability as important.


2.4 [bookmark: Security_Evaluation_of_IT-Security_Produ]Security Evaluation of IT-Security Products
In the past, people used to focus on the product's functionalities rather than the security associated with it. However, consumers started considering both product security and functionality due to increased attacks and data breaches. Hence, the organizations also started various processes to ensure the product's security. This section on security evaluation of IT takes reference of the Standardization and Security Criteria (Kizza, 2020), which explain the concept of security evaluation in detail.

Usually, a product's security assessment is performed for Certification, Accreditation, and evaluation. First, Certification is the process in which the product is certified that it satisfies the security standards, which results in increased confidence for the buyers. There are various security certification bodies, depending on the product. Second, Accreditation deals with checking whether the certified product meets the criteria and can be used in the mentioned application. Similar to various certifying bodies, Accreditation also has multiple firms. Finally, the evaluation checks whether the product meets the security criteria as claimed.

In this section, the focus is given to security evaluation. Security evaluation is the process that offers the security assurance of the product. Security evaluators are the ones who are responsible for these activities, and they provide an accurate assessment of the security mechanisms in the product. Further, on performing these steps, the consumers gain confidence in the product.

Security evaluation has two components:

· Criteria for the evaluation
· Techniques to perform the evaluation and the associated people responsible for the same.

Basic elements of Security Evaluation

Security evaluation has three basic elements: Functionality, Effectiveness and Assurance.

Functionality is one of the basic elements of a security evaluation, as product acceptance also depends on its functionalities. For example, consider a mobile phone. Even if it has a good camera, alarm clocks etc. if it does not have the messaging/calling functionality, is there any use for this product? Will the consumers accept it? No. Consumers are not just focusing on security. They also need the product functionalities, and the security evaluators accept the product considering this as well. Hence, functionality is regarded as a basic element.

Effectiveness is the next element of the security evaluation. Consider the same example as a mobile phone. Suppose now the mobile phone has calling and messaging functionalities. If the user can contact only the users of the same product, is there any use? How will they contact users of another brand of mobile phone? Here, even though the functionalities are there, effectiveness is the question. So, in security evaluation, effectiveness is also an essential factor in addition to functionality.

The last element is Assurance. In most situations, the consumers are looking for the word 'guarantee'. Even in advertisements, the manufacturers make the consumer trust the product by giving confidence using the guarantee. If the manufacturer can guarantee that the product will have enough functionalities and effectiveness, then the chance of buying the product is high. Moreover, the four eyes principle, an internal control mechanism, enhances the assurance by requiring that two people should approve some activity or decision before it is moved forward. This principle is also known as a two-person rule, and its main aim is to mitigate the risks during product development. In this, the second per- son can identify the mistakes or drawbacks in the security evaluation even though the first person misses it. However, this does not mean that no missings will occur in the security evaluation.

Steps of Security Evaluation

Security evaluation follows a series of steps, as shown below.

· Proposal review: This is the first step of a security evaluation, where the vendor submits the product for review, and usually, the evaluator does the market analysis based on the proposal.
· Technical assessment: In this stage, product design is put under review. However, prod- uct documentation is essential.
· Advice: Once the above steps are completed, the vendor is advised with the necessary findings so that the vendor can use them to produce the product.
· Intensive preliminary technical review: This stage is considered an independent assess- ment done by the evaluator to find whether the product is evaluation ready.

· Evaluation: The step in which a detailed analysis is done for the product, and once all the tests are passed, an Evaluated Products List (EPL) entry will be awarded.
· Rating Maintenance stage deals with the techniques to the vendor where they can maintain the product criteria rating. If security changes are required, this stage also deals with it, and final approval is done after that with a rating allocated to the product.

Roles in the evaluation process

Figure 10: Security Evaluation Roles
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Source: [Princy Victor] (2023)

Security Evaluator

A security evaluator is a role in the security evaluation process who conducts the security assessment of a product by checking the strength of the various security mechanisms in the product. Usually, this assessment is done based on some criterion, and once the evaluation is completed, the confidence level of the product is identified for the consumer. The important thing to note is that it is essential for a security evaluator to minimize the costs of the security evaluation process without affecting the evaluation value. However, the outcome has to be a great product.

Certification Body

A certification body is another role in the security evaluation process who offers assessments, certification and finally, the logo/badge. In the assessment, the certification body provides reports detailing the security assessment and the identified requirement gaps, if any. Meanwhile, the certification shows that the assessment is successfully completed.

Once these are done, a logo//badge is provided to the organization to indicate that the certification body has completed the certification. Even though it is not mandatory, there are accredited certification bodies, and ISO highly recommends the same.

Evaluation standards

CC

The Common Criteria (CC) is an international security evaluation standard with guidelines on the products' security requirements. Through this evaluation, a product can be validated whether it meets all the requirements. Due to its acceptance, most countries use this standard as the de facto evaluation criterion. CC has three parts,: the introduction and general model, SFRs(security functional requirements) and SARs(Security Assurance Requirements), which is already discussed in the above section. In addition, CC has seven EALs (Evaluation Assurance Levels), which will be discussed in the next section.

FIPS

During product development, most organizations claim that their product has enough security, and it has become a tedious task to prove the same, especially for small businesses. In this situation, IT consumers, including the government, has to check the mini- mum security assurance a product can offer. In addition, while considering the government alone, the legislative restrictions may need technologies like access control and encryption mechanisms. In this situation, Public Law 104–106 requires that the NIST- developed standards have to be approved by the Secretary of Commerce.

NIST’s standards are issued as FIPS, Federal Information Processing Standards, and are used when there are mandatory federal government requirements, especially for security. There are four levels of security:

FIPS 140-2 Level 1 with simple requirements; FIPS 140-2 Level 2 that has level 1 requirements and extra role-based authentication along with tamper evident devices; FIPS 140-2 Level 3 that has level 2 requirements and additional tamper-resistant devices; FIPS 140-2 Level 4 which is the most secure level and has all level-3 requirements along with the ability to erase the device content during attacks.

TCSEC

Trusted Computer System Evaluation Criteria, also known as Orange Book is a standard used for the security assessment of computer security products. It was developed by US Department of Defense in 1983, and later updated in 1985. However, it was replaced by CC later.

ITSEC

Information Technology Security Evaluation Criteria is a standard for computer security evaluation within systems and products. It was published in 1990 when the countries, including Netherlands, UK, France and Germany, decided to harmonize their respective

standards. In 1991, the second version of ITSEC was published with details regarding the methodology for ITSEC evaluation. Even though ITSEC was developed because the OrangeBook is rigid, it was replaced by Common Criteria later.

CC EAL Rating and samples

As indicated earlier, SARs and SFRs are the basis of CC. EAL, Evaluation Assurance Level, is the category ranking given to a product or system after a CC evaluation. Each level indicates the extent to which the product was tested. There are seven levels which are as follows.

EAL1: Functionally Tested

· Used when some confidence is needed for operation.
· Does not consider threats to be serious.
· This level evaluation should submit proof that TOE is operating consistent with the documentation and has safety mechanisms against the threats.

EAL2: Structurally Tested

· Used when the developers or consumers need a low to moderate level of independently assured security.
· The whole development record won't be available at this level
· Primarily used in situations when the availability of developers is limited, and there is a struggle to protect legacy systems.

EAL3: Methodically Tested and Checked

· Used when the developers or consumers need a moderate level of independently assured security.
· This level of evaluation needs a comprehensive investigation of TOE

EAL4: Methodically Designed, Tested and Reviewed

· Used when the developers or consumers need a moderate to a high level of independently assured security.
· Used also when the users or consumers are ready to incur extra security-specific engineering expenses.

EAL5: Semi-Formally Designed and Tested.

· Used when the developers or consumers need a high level of independently assured security.
· Used also when the users or consumers are required to have a strict development mechanism that does not incur extra security-specific engineering expenses.

EAL6: Semi-Formally Verified Design and Tested.

· They are used during developing security TOE for application in high-risk scenarios where the worth of the protected assets explains the extra costs.

EAL7: Formally Verified Design and Tested.

· Used during developing security TOE for application in very high-risk scenarios where the worth of the protected assets explains the extra costs.

PCI Security Evaluation in the Payment world

Security is considered very important in the Payment Card industry, which describes various organizations that deal with debit cards, credit cards etc. Unlike other products, PCI consumers consider security an essential factor. As a solution to avoid the security issues, a security standard was proposed for PCI, which is known as Data Security Standard, abbreviated as PCI DSS. According to the Payment Card Industry Security Standards Council (PCI SSC), as mentioned by Slattery (2022), PCI DSS is a mandatory standard for all PCI products. This council, PCI SSC, is an open global forum with five credit card companies Discover Financial Services, American Express, MasterCard Worldwide, Visa Inc. and JCB International, -- accountable for the organization's work.

According to PCI SSC, a vendor must complete 12 PCI DSS requirements, organized into six control objectives for compliance.

Goal 1. Build and maintain a secure network.

· To protect the cardholder data (CHD), install and maintain a firewall so that it will scan all the traffic and blocks the unwanted traffic.
· Change the passwords and other parameters given by the vendors, as these are the default ones in most cards. This can easily be brute-forced, which results in the attack.

Goal 2: Protect cardholder data.

· Protect the stored CHD using various techniques like encryption, masking, truncation etc.
· Use strong encryption of the cardholder data across public networks or open networks.

Goal 3: Maintain a vulnerability management program.

· Use updated antivirus software as the malware can bypass the network in various ways like phishing mechanisms, the internet etc.
· Create and maintain secure systems and applications.

Goal 4: Implement strong access control measures.

· Provide access to the CHD for only authorized people.
· Use identification and authentication mechanisms for using the system components, like assigning a unique ID for each authorized official.
· Limit physical access to CHD.

Goal 5: Regularly monitor and test networks.

· Track and monitor accessing mechanisms like logging to network resources and CHD.
· As vulnerabilities can occur at any stage, continuous testing has to be done for security systems and processes.

Goal 6: Maintain an information security policy.

· Maintain a policy that manages the information security of all personnel.


2.5 [bookmark: Accreditation_of_IT-Systems_and_Networks]Accreditation of IT-Systems and Networks
What is Security Accreditation?

This section considers the guide for the security certification and accreditation of federal information systems (Ross & Johnson, 2004), as the reference, since it explains the concepts of accreditation and certification in detail.

Usually, Information systems, before the release, ensure their security through a two-step process: Security Certification and Security Accreditation. In certification, the security controls are evaluated, tested and examined based on the data type. In contrast, in accreditation, the residual risks identified during the assessment stage are accepted and allowed to operate for a course of time. Although certification and accreditation are nearly related, they are actually different activities.

As indicated above, in accreditation, the residual risks are accepted; however, the authorized officials should first understand the risks to the systems, operations and people. Depending on this, the initial accreditation has to be done by continuous monitoring that tracks the modifications in the information system, investigates its security impact, revises the security controls and security plan, and finally, notifies the status to the appropriate authorized officials. In this continuous monitoring process, various questions have to be answered, like: (i) On applying changes, will it affect the existing vulnerabilities in the information system or result in new vulnerabilities? (ii) If it is yes, then are those risks acceptable or not? and (iii) When should the reaccreditation process be done following the agency or federal policies?

After performing the certification and accreditation, information systems generally have the proper security controls, and the officials accept it for release.

Accreditation Boundaries

From the organization's perspective, the information system's security accreditation must be done after identifying the proper boundaries. For example, the certification and accreditation process may be complex if the boundaries are large, like considering much software, hardware etc. On the other hand, if the boundaries are small, like less software and hardware, it may result in an increased number of certification and accreditation processes.

Security accreditation boundary is the method of uniquely allocating information resources to an information system. The important thing to note is that authorized officials must discuss the boundaries with the concerned information system owners. Moreover, they should also investigate the system nature and chance of system decomposition. Here, system decomposition means breaking the information system into multiple sub-components, which makes the accreditation process cost-effective.

Accreditation Decisions

As mentioned above, the decisions made based on the certification and accreditation process have to be discussed with the concerned information system owners by authorized officials. Usually, there are three kinds of accreditation decisions.

· First, the authorization to operate; Once the security certification is done, the officials check whether the identified risks to the people, system and assets are acceptable or not. If they are acceptable, the information systems are permitted to operate. However, the system has to be continuously monitored, and a reaccreditation should be done later, according to federal policy.
· Second, the interim authorization to operate; This approach is used when the risks identified are not acceptable. However, there is an urgent need to perform the information system operation. Moreover, this is performed in cases where the identified risks can be solved in a period. In fact, the information system is still not completed the security accreditation and only after fixing those vulnerabilities, the interim authorization is removed and provided with authorization to operate. Similar to the vehicle license, once the time lapse occurs, reaccreditation has to be done even though the information system has given the authorization to operate in the beginning.
· Finally, Denial of authorization to operate; In this approach, the information system is not allowed to operate as the identified risks to the people, system, and assets are unacceptable. This usually denotes that the system has deficiencies, and even though it is currently operating, all operations must be held.


SUMMARY
In this era, more than developing products, ensuring their security is a tedious task. That involves the associated risks like vulnerabilities and threats. Even though there are several identification and mitigation methods for handling those risks, some risks are not avoidable, known as residual risks.

While considering the security aspect, there are various security evaluation standards like CC, FIPS, ITSEC, TCSEC etc. Each security evaluation standard has its own functionalities. Considering CC, it has Security Functional Requirements and Security Assurance Requirements along with seven levels of Evaluation Assurance Level, which indicates the extent to which the product was tested. Security safeguards are also used as measures to secure assets from attackers. Three types of security safeguards are available: Technical safeguard, for the technical com- ponents like hardware and software; Data safeguard, for the data com- ponents such as the database and data; finally, Human safeguard for the people and procedure of the information system.

Security evaluations are also done for the security assurance for the product, often done by the security evaluators, who provide an accurate assessment of the security mechanisms in the product.
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On completion of this unit, you will be able to ...

· summarize intrusion detection.
· illustrate the intrusion process and its dangers.
· compare intrusion detection methods.
· interpret analytics and SIEM support for intrusion detection systems.
· demonstrate the function of Indicators of Compromise.













Open redirects This is a web application vulnerability that permits the attackers to make phishing attacks by redi- recting the users to mali-
cious websites.

 3. INTRUSION DETECTION SYSTEMS 
Introduction
Over the years, the pace of digital transformation has been accelerating, resulting in an enormous rise in threats and attacks. For example, a recent attack on the New Hampshire Lottery website occurred on a busy day for lottery sales, making the officials temporarily take the website offline (Callery, 2022). Another similar incident misused the open redirects of Snapchat and Amex websites to steal the credentials of Microsoft 365 (Gatlan, 2022). According to ZScaler telemetry reports, the attacks on IoT devices alone during the Covid-19 pandemic have increased dramatically (H. N. Security, 2021), and the malware modifications have been raised three-fold compared to 2018. These reports indicate why security solutions are critical and how they could degrade security services, including Confidentiality, Integrity, and Availability (Khraisat et al., 2019). Consequently, the need to enhance security has become the primary objective of industrialists and researchers.

In this context, intrusion detection plays a vital role in cybersecurity. Intrusion detection is an event monitoring process in networks or computer systems for identifying suspicious activities which violates security practices and policies. On the other hand, Intrusion detection systems (IDSs) are software or hardware that performs intrusion detection by checking all inbound-outbound activities inside the systems and networks in an automated manner (Mohammadi et al., 2021). Like an Intrusion detection system, Intrusion Prevention systems are also available, preventing these possible events. However, in this chapter, only intrusion detection systems are discussed, abbreviating IDS for ease.
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Figure 11: IDS Classification
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Source: [Princy Victor] (2023), based on (Singh & Singh, 2012)


3.1 [bookmark: Detection_Strategy]Detection Strategy
Intrusion detection methods are mainly categorized into two based on the approaches: Signature-based detection method and anomaly-based detection method (Gupta & Goyal, 2020). Nevertheless, in some cases, these methods are used together to achieve better accuracy and performance.

Signature-based detection method


Signature-based intrusion detection, also known as the misuse intrusion detection method or rule-based method, is one of the most popular techniques to detect known threats. This method uses a pattern matching process against a frequently updated data- base of predefined signatures or rules created from malicious patterns or sequences.




Signatures
Rules that analyze pack- ets for specific contents like matches on payload, packet header etc.

For instance, consider a situation where an attacker sends some malicious packets to a network. The intrusion detection system that uses the signature-based detection method cross-matches the packets with the predefined patterns to check whether there is any match. If it matches, the system performs the appropriate action, like dropping the packet or triggering the intrusion alarm.

Figure 12: Working of Signature-based IDS
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Source: [Princy Victor] (2023)
Advantages of signature-based detection method



True Positive Rate Probability that an actual intrusion is detected as
intrusion
· 
Easy to implement
· High true positive rate
· Accurate
· Points explicitly the threat

Disadvantages of signature-based detection method

· Fail to detect new and unknown attacks
· Affects the performance when the number of rules increases

Anomaly-based detection method

Since signature-based detection methods are not capable of detecting unknown or new attacks, industries use another technique known as an anomaly-based intrusion detection method. This is also known as behavior-based method as it learns the normal/good

behavior during the profiling and triggers the alert for the activities other than that are captured during the profiling process. Furthermore, this usually focuses on detecting malicious intrusions by identifying the count of incidents during a particular period. For example, consider an attacker trying to log in to an application while the actual user logs in. In this scenario, the anomaly-based IDS consider it a malicious activity and alerts the system admin.

Below are some other incidents that trigger alerts in the IDS:

· Excessive file access
· Increased CPU utilization
· Unusual login location and frequency
· Multiple concurrent logins and sessions
· Unusual content and user activity

Figure 13: Working of Anomaly-based IDS
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Source: [Princy Victor] (2023)

Advantages of anomaly-based detection method:

· Detect unknown and new attacks
· Appropriate for large network

Disadvantages of anomaly-based detection method

· Chance to trigger the false alarm for activities not captured during the profiling period.
· It does not explicitly point to the threat

Profiling
The process of capturing the behaviour of the sys- tem during attack-free activities or attacking events like malware

3.2 [bookmark: Data_Sources,_Sensors]Data Sources, Sensors
In addition to the classification based on the approaches like anomaly-based IDS and sig- nature-based IDS, IDS can also be classified based on the data source. Here, the IDS sensors are usually placed on different points, including host, network or in a hybrid point (combination of host and network).

Types of Intrusion Detection Systems (based on data source)

Network-Based Intrusion Detection Systems (NIDS)

As the name suggests, network-based IDS places sensors at points within the network to monitor all the incoming and outgoing traffic. Then, the system analyses the traffic and performs either a signature-based or anomaly-based method for intrusion detection. Finally, the system looks for either signatures or anomalies to check whether an intrusion has occurred. Once an intrusion is detected, alerts are sent to the system administrator through reports or notifications.

Advantages

· Easy to install
· Detect attacks in the whole network
· Works in real-time
· Fast response time
· Does not affect the host's performance.

Disadvantages

· Analysis might be lagging as compared to the speed of the network.
· Passive in nature.

Host-Based Intrusion Detection System (HIDS)

In Host-based IDS, sensors are placed on devices and hosts within the network to monitor the host's incoming and outgoing files/data. This approach takes a snapshot of the exist- ing host and compares it with the previous snapshot. If the important files are modified or altered, alerts are sent to the system administrator through reports or notifications. If no changes are identified, the system is considered safe, and the process will continue.

Advantages

· More awareness of the attacks as it is associated with the system files.
· No extra hardware is required.

Disadvantages

· Slow as it takes snapshots and later performs the detection.
· Does not work in real-time.
· The installation process is heavy compared to NIDS.

Figure 14: NIDS and HIDS
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Source: [Princy Victor] (2023) based on (Ashtari, 2022)

Hybrid Intrusion Detection System

Hybrid IDS is another type of IDS that considers network and hosts together for intrusion detection. Since it is a combined system, the advantages of NIDS and HIDS make the system more accurate in detection.

Intrusion Detection Tools

Below are some of the most commonly used intrusion detection tools.

Snort

Snort is an open-source tool that is used as an IDS, IPS and packet logger. This tool uses a rule-based language to represent malicious network activity, and compares packets against them to find matches, and generates user alerts (Snort, 2022).

Suricata

Like Snort, Suricata is an open-source IDS that uses rules and signatures for intrusion detection. Moreover, it performs pattern matching and deep packet inspection for attack detection (Suricata, 2022). Nevertheless, unlike Snort, Suricata supports file extraction and hashing as well.

Zeek

Unlike other tools, Zeek is not an intrusion prevention system. Instead, it sits on hardware, software, sensor, virtual, or cloud platform that silently observes network traffic. On scanning, it creates logs and fully customized output, suitable for analyzing tools like SIEM (Zeek, 2022).


3.3 [bookmark: Analytics]Analytics
As data is increasing rapidly, traditional methods are not enough to deal with the attacks. In this situation, researchers intend to integrate analytics methods like Big data and machine learning in IDS for better performance and accuracy.

Machine Learning for IDS


Machine Learning Machine Learning auto- matically learns relation- ships between inputs and outputs through experi-
ence.

As machine learning does not need human intervention, most fields like healthcare, the military, and industries use its advantage. Likewise, security systems like IDS also use Machine learning, which involves three phases: data preprocessing, training, and testing.

1. The data preprocessing phase is one of the most critical phases in machine learning as it cleans the raw data and makes it usable for the machine learning model. The cleaning includes removing noises, missing data, and inconsistent data, which affects the model performance. Data preprocessing can be done using different techniques like encoding, normalization etc.
2. The training phase selects a portion of preprocessed data (usually 80% of the data) and applies it to the machine learning algorithm, which learns patterns from it. If the training data has all the values that the system might come across, the training phase learns it and might perform well during the testing phase.
3. The testing phase is the last phase in machine learning, and it tells how efficiently the model has learned the training data.

Figure 15: Machine Learning for IDS
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Source: [Princy Victor] (2023), based on (Ahmad et al., 2021)

Nevertheless, the topmost task in integrating ML with IDS is the selection of a suitable algorithm. Nowadays, researchers conduct a comprehensive analysis to find the best algorithm; however, each algorithm exhibits its pros and cons. For example, a recent work (Rastogi et al., 2022) conducted the study on six different machine learning algorithms to find the best among them by considering the factors like accuracy, training time and testing time.

Regardless, IDS systems are also modified in various ways and applies with a single machine learning algorithm to increase performance. One such work (Amouri, Alaparthy, & Morgera, 2020) models a two-stage IDS where the second stage uses linear regression for differentiating benign and attack.

Big Data for IDS


Big data Large datasets that are complex to be dealt in tra-
ditional systems.





























[bookmark: Indicators_of_Compromise]Advanced Persistent
Threat This is an attack cam- paign where the attackers establishes a long-term malicious presence on a network for extracting confidential data.

As big data facilitates the analysis of a large volume of unstructured and complex data, it has attracted researchers and industrialists to create security solutions (Wang & Jones, 2017). The developed solutions constantly aggregate the big data intelligence and analyze the data using an analytics engine with prebuilt and user-defined rules. Accordingly, these solutions in the form of software, virtual, and physical appliance supports large organizations. Another reason behind big data integration to IDS is the ability of big data analytics to detect attacks in real-time (Britel, 2018). Most of the time, the detection methods focus on attacks in historical data rather than real time. Considering this aspect, big data has models like Lambda architecture that consider both historical and real-time data at the same time (Alghamdi & Bellaiche, 2021).

SIEM support of IDS

Security Information and Event Management (SIEM) solutions are called hybrid solutions of product categories like Security Information Management and Security Event Manager. This technology offers real-time analysis of the hardware and software-generated security alerts by correlating the collected information from many sources (CERTSI, 2017). Hence, this has been used widely in industries to prevent, detect and respond to attacks. More- over, it provides comprehensive visibility for identifying the high-risk areas and evasive threats and weaknesses (González-Granadillo, González-Zarzosa, & Diaz, 2021).

Is SIEM a replacement for intrusion detection systems and prevention systems? No, it is not a replacement. However, it uses both these approaches to create and take measures to prevent the attacks.


3.4 Indicators of Compromise
What is IoC and how it works?

Unlike other information obtained from APT campaign reports, IoCs are highly important to security administrators (Makrushin, 2015). On detecting IoC, Computer security incident response teams (CSIRTs) establish appropriate response activities for stopping the breach and restoring the system, thereby limiting the damage. Moreover, IoCs also help to improve sandbox security and to affirm the efficiency of heuristic analysis. Due to its high relevance, methods like WIoCs exist for indicators of compromise specifically for web applications (Catakoglu, Balduzzi, & Balzarotti, 2016).

However, the drawback of IoC is that the system might be already compromised when IoCs are detected. This is the due to the fact that the IoCs are used for detection rather than the prevention. Moreover, sophisticated cybercriminals frequently modify the IoCs like C2 domain, IP address and hash values to avoid detection thereby makes the IoCs difficult to detect.

Common Indicators of Compromise

The most common IoCs include (Tunggal, 2022):

· Unusual incoming and outgoing network traffic
· Traffic from unusual countries or locations where the organization have no presence
· High database read volume
· Multiple incorrect logins or access requests
· Unfamiliar applications inside the system
· Unusual activities like additional permission requests from system administrators or other officials.
· Numerous requests for the same object or file.
· The large size of HTML response
· Suspicious registry or system file changes
· Anomalies in registry configurations and Domain Name Servers (DNS) requests.
· Unauthorized settings changes, including mobile device profiles
· Numerous data bundles and compressed files in incorrect paths or locations.

Real life example

In the news release of CISA( a part of the US Department of Homeland Security), the Federal Bureau of Investigation(FBI) alerts the administrators and users by presenting a flash report of IoCs of LockBit 2.0 Ransomware. According to the report, LockBit 2.0 ransom- ware has various IoCs, one of which is the language check as it targets the systems that are not matchingany of the 13 European languages(marked as codes), as depicted in the figure below.

Figure 16: Language Check IoC of LockBit 2.0 Ransomware
[image: ]


Source: [FBI Flash](2022)


SUMMARY
In recent years, the rise in technologies paved the way for numerous attacks in the cybersecurity field. As a solution, industrialists and researchers developed various security solutions, one among them being Intrusion detection.

"Intrusion detection (ID) is the process of monitoring for and identifying specific malicious traffic" (Rhodes-Ousley, 2013, p.399). IDS is considered one of the best techniques to identify security issues like a breach. IDS can be classified into signature-based and anomaly-based detection based on the detection approach. In the former approach, signatures or rules are considered, whereas, in the latter, the anomalies are detected by comparing them to the predefined behaviour. IDS can also be categorized into network, host and hybrid based on the data source. In the network-based system, IDS sensors are placed on the network, whereas in the host-based system, IDS sensors are placed on the hosts. The hybrid approach considers sensors in both the network and hosts.


As time passed by, the data became large and traditional methods were not easeful. Under that circumstances, it has become necessary to use automated tools like Nmap, Metasploit, Burpsuite etc. Further, various analytics methods like machine learning, big data and SIEM were also integrated with IDS systems for better performance.
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 STUDY GOALS 

On completion of this unit, you will be able to ...

· categorize attacks in wireless sensor networks.
· outline threat information.
· interpret threat protection systems.
· relate threat information types.
· assess the challenges in threat information sharing.


 4. NETWORK MONITORING 
Introduction
Technology has become necessary to ensure proper operations in organizations, and there is no way businesses in enterprises can be dealt without IT. However, this does not indicate that having technologies alone ensures the success of organizations. There should be proper safety and security standards and mechanisms.

As cybersecurity threats rise, their impact on organizations and enterprises is at its peak. Nevertheless, some might argue that the threats only apply to large organizations; how- ever, according to the latest reports, small organizations are also vulnerable to attacks, primarily because they often work with large organizations. Furthermore, it has also been identified that the vulnerabilities can cause attacks from inside the organizations as well, which is as a result of their commitmet to the organization’s rivals. In some cases, the attacks in organizations from the similar sector can have identical threats and attacks.

Apart from this, another reason for attack is the carelessness of the employees in the organization. A recent security incident at Drizly revealed that the incident occurred as the CEO, James Cory Rellas, did not take the security issues seriously and claimed that it has proper security mechanisms. In the recent settlement, Federal Trade Commission stated, "In the modern economy, corporate executives frequently move from company to company, notwithstanding blemishes on their track record. Recognizing that reality, the Commission's proposed order will follow Rellas even if he leaves Drizly. Specifically, Rellas will be required to implement an information security program at future companies if he moves to a business collecting consumer information from more than 25,000 individuals, and where he is a majority owner, CEO, or senior officer with information security responsibilities"(National Law Review, 2022, para.2).

Considering all these, security is a topic of discussion and the rise in both hackers, and their automated attacks is still a question in cybersecurity.


4.1 [bookmark: What_is_Advanced_Threat_Protection(ATP)?]What is Advanced Threat Protection(ATP)?
What is Advanced Threat Protection(ATP)?

While considering the remarkable technological progress, security is a matter of concern. This section on Threat Protection Systems takes the article on advanced threat protection(Cynet, 2022) as the reference. As technology advanced, the associated security issues have also increased in a peak manner. The general question in this context is: How to solve this? Rather than "solve", it can be said that "how to prevent this?". Researchers and industrialists developed various techniques and tools for answering this.
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One such solution is Advanced Threat Protection (ATP), a suite of security analysis tools for defending against numerous threats and attacks like ransomware, phishing, malware etc. Usually, ATP integrates with endpoint security, cloud security, etc., to make more robust defence mechanisms that can ensure organisations' safety. Hence, it is one of the crucial components in the protection of industries.

Figure 17: Advanced Threat Protection
[image: ]


Source: [Princy Victor] (2023)
For example, in the above figure, it can be seen that two different hackers are trying to attack using a malicious email and a virus. However, ATP uses the prevention mechanisms inside it and prevents the attack, thereby protecting the organization.

Features of ATP

Since identifying malicious activities and attempts is tedious, ATP solutions need several functionalities. The prominent features include:

Attack Surface Management

Attack surface management, often called ASM, is a technique that assesses and monitors the internal and external assets to identify the vulnerabilities which cause a threat to the organization. As attack surfaces are massive and not limited to a particular part of the organization, ASM is considered one of the top priorities in the security policies of the organization. Furthermore, under these circumstances, ATP considers the attack surface and includes various mechanisms for handling the organization's attack surface, including application control and sandboxed file analysis.

File Analytics



Endpoint Security Technique to protect the endpoints or entry points of devices like laptops, computers, tablets etc., from various attacks and threats.




























Attack Surface
Possible points which are susceptible to hacking for gaining sensitive informa- tion.

Since hackers pose a significant threat to enterprises' endpoints, securing them is crucial. One method is to analyse the files delivered to the device, which can perform malicious activities. File analytics is an essential process in security as it navigates through the file for suspicious elements. However, ATP helps in automatically assessing the files and ensuring whether the files are benign or malicious.

Rich Threat Intelligence

According to Cyberint(Cyberint, 2015, para.4), “Rich Threat Intelligence is an advanced intelligence gathering process that relies heavily on automation to reach an unprecedented level of actionable insights.” Since the threat intelligence has updated information on the recent attacks, ATP solutions are integrated with them, receiving the latest information on attacks and other security issues.

Combination of detection and prevention

While considering the prevention of attacks, a question arises: what if the malware has already attacked the organization? What if the malicious activities are already in progress? Is there any mechanism to detect it? All these questions were answered by considering the detection mechanism along with prevention mechanisms in ATP. Here, using ATP, attacks are detected rapidly and perform associated incident response activities.

Why ATP is necessary?

As discussed above, the attacks are rapidly increasing in this current era. It is primarily because, similar to researchers and industrialists, hackers have also become well- advanced and sophisticated. While researchers create novel security solutions, cyber attackers develop their attacking mechanisms and tools, which can bypass the usual security mechanisms. Under these circumstances, ATP solutions are used to offer this high-level protection using various security solutions to identify and defend the attack. According to Intsights, ATP solutions have three primary objectives: early threat detection, automated protection and rapid response. This leads to the four advantages as explained below.




False positive rate A metric that calculates the percentage of false positive against the sum of false positives and true
positives.
· 
Deep visibility of threats: As ATPs have various threat detection mechanisms, the visibility of threats is higher in different parts of the organization like firewall, network etc.
· Low false positive rate: ATP mechanisms has an advanced accuracy level in alerting the threats, which indicates that the false positive rate is lower.
· Advanced Malware Detection: ATP mechanisms secure the data centre from threats and attacks that have evading functionalities.

Working of ATP

To understand the working of ATP, it is better to explain using an example. First, consider a file that has to be sent to the organization. Before it is getting delivered, various steps are performed by ATP to make sure that no hidden or malicious contents are present in it.

Figure 18: Example of Advanced Threat Protection
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Source: [Princy Victor] (2023)

· First, a cache lookup is performed to determine whether the file is benign or not.
· Then, various anti-virus scanners present in the ATP system scans the file to ensure the file is safe to proceed.
· Once this is done, ATP performs a static analysis that determines the safety of the file without performing any execution. The main advantage of the static analysis is that it identifies the malicious presence by navigating through the file content like instructions, structure etc.
· On completion of static analysis, ATP performs dynamic analysis, which is one of the most accurate analytical methods. This method executes the file in an environment and identifies the related activities.
· Finally, once all these steps are completed, the value assigned to each step is combined to identify the accurate verdict of the file.


4.2 [bookmark: Learning_cycle]Learning cycle
Wireless sensor networks

Since the invention of personal computers, technology has been proliferating, and innovations have reached a point where laptops, mobile phones, etc., are available to consumers cheaply. Moreover, the size of devices has also become smaller compared to the beginning. For example, the capability of a personal computer developed years ago can be achieved now in a small wallet-size device. In this situation, the growth of wireless sensor networks, often called WSNs, is inevitable in device ubiquity and resizing. In this section, an article by (Alam & De, 2014) is considered as the reference as it offers a deeper under- standing on the wireless sensor networks.

According to Akyildiz et al. (2002, p.393), “A sensor network is composed of a large number of sensor nodes, which are densely deployed either inside the phenomenon or very close to it”.

So, now the question might be: what is this sensor node? What does this sensor node con- tain? Even though this is not mandatory to explain in detail in this chapter, it is good to understand it. The sensor node is considered the basic unit of sensor networks which con-

tains various components like power supply, communication devices, memory, sensor etc. As mentioned above, a wireless sensor network consists of numerous sensor nodes with the ability to collect, transmit, and analyse data.

Types of attacks in sensor networks

Attacks in wireless sensor network can be categorized based on the capability of attacker as shown below.

Figure 19: Categories of WSN attacks
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Source: [Princy Victor] (2023)

Outsider attack & Insider attack




Cryptographic keys Secret information, which is used in conjunction with a cryptographic algorithm e.g. for authen- tication purposes. The key data has to be kept confidential and requires special protection.

The sensor nodes deployed in the WSNs are easy to attack as they are kept in hostile and unattended environments. Hence, the attack is easy to perform and using those nodes, sensitive data like cryptographic keys in the node can be collected, which can lead to the entry of adversaries into the network. Once this is successful, the attacker can behave like an authorized person inside the network. Hence, this attack is known as an insider attack. Meanwhile, in the outsider attack, the attacker does not have access to the information or keys inside the sensor node. However, they collect the data by analyzing the compromised wireless channel (Krauß, Schneider, & Eckert, 2008).

Passive attack & Active attack

A passive attack is an attack which monitors and analyzes the network packets transmit- ted within the wireless sensor networks. As there is no modification or tampering of data, it is not an easy task to detect. Sometimes, the information obtained through a passive attack can be used for another type of attack known as an active attack.

What is this active attack? How it differs from a passive attack? The main difference is that it modifies or tampers the packet and, sometimes, injects the packet to affect the regular operation of the wireless sensor network (Messai, 2014).

Mote-class attack & Laptop-class attack

In a Mote-class attack, the attacker uses some nodes similar to network nodes' functional- ity and jams the neighbouring radio link. However, in laptop-class attacks, the attacker uses devices like laptops with high transmission range and processing power than the nor- mal network nodes. The interesting fact is that the attacker can eavesdrop on the whole wireless sensor attack.

Threat attacks in sensor networks

In addition to the attacks mentioned above, there are some other attacks.

DoS attack

Similar to the usual Denial of Service (DOS) attacks in networks, DoS attacks in WSNs pre- vent the users from accessing the resources. Here, the resources are disrupted by sending numerous packets to the node, which reduces the network's capability to offer the service.

Example: DoS attacks can occur in the Universal Mobile Telecommunications System (USTM), which is a 3-G mobile network based on GSM.

Figure 20: Path-based DoS in WSNs
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Source: [Princy Victor] (2023), based on (Raymond, & Midkiff, 2008)

The figure above depicts the path-based DoS attack where the replayed packets are injected into the network, and the packet's movement to the destination causes the wastage of both energy and bandwidth. Due to this, the legitimate network traffic is starved, and resources are unavailable, which prevents packet sending from other nodes.

Sybil attack

In WSNs, sensor nodes are responsible for various tasks and have to work together to accomplish the task. On the other hand, Sybil attacks use a single sensor node in the net- work to simultaneously act as multiple identities, known as Sybil identities. The Sybil identity gains most of the access to the system and makes the network believe that redundancy is achieved even though it is not (Alam & De, 2014).

Example: Sybil attack can be done on the SRES authentication in a cellular GSM network.

Figure 21: Sybil attack in WSNs
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Source: Princy Victor] (2023), based on (Alam & De, 2014)
The figure above portrays the sybil attack in WSNs where the A is the sybil node. Here, the node A acts as two other identities B and C, which in turn results in the fake redundancy.

Blackhole attack

A blackhole attack in WSNs is an attack where the attacker uses a sensor node as a black hole. This blackhole sends a Router replay message and shows that it is the shortest path available in the network. On seeing this, the other sensor nodes send data to the black hole, absorbing their sensitive data. Furthermore, once this is done, it drops the whole data packet instead of sending it to the destination (Alam & De, 2014).

Example: Blackhole attack can occur on the LEACH protocol, which is used for expanding the network lifetime of WSNs.

Figure 22: Blackhole attack in WSNs
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Source: Princy Victor] (2023), based on (Alam & De, 2014)

Node replication attack

As the name indicates, a node replication attack involves the replication of a sensor node by copying the ID or key of an existing sensor node. This can be further done by disrupting the network, which results in corruption and misrouting packets, false sensor readings etc. Furthermore, the attacker also copies the cryptographic keys to the duplicated sensors (Alam & De, 2014).

Example: Node replication attack can occur in the vehicular wireless sensor networks which results in the data alteration and false information.

In the below figure, D is duplicated node and has duplicates in different points of the WSN.

Figure 23: Node replication attack in WSNs
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Source: [Princy Victor] (2023), based on (Ould Amara, Beghdad, & Oussalah, 2013)

Wormhole attack

The wormhole attack occurs in the beginning stage, where the sensor nodes discover the neighbouring nodes. In this attack, two sensor nodes are compromised, creating a tunnel between them. One compromised node records the packets and tunnels them into the other compromised node. On performing this, the compromised nodes convince the sensor nodes at a distance that they are closer, and the tunnel path may be considered the shortest path, which results in the energy exhaustion of resources.

Example: Wormhole attacks can be performed by exploiting the mechanisms to locate routes of Dynamic Source Routing (DSR) protocols and Ad-Hoc On-Demand Distance Vec- tor (AODV).

The below figure depicts the wormhole attack where A and E are the malicious nodes which creates a tunnel between them(marked as a bold curved line). Other nodes believe that it is the shortest path and send packets to them.

Figure 24: Wormhole attack in WSNs
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Source: [Princy Victor] (2023)

Energy drain attacks

As wireless sensor networks are dynamically organized and battery-powered, the battery replacement or recharging for sensory nodes is tedious. Considering this, attackers generate huge network traffic using compromised nodes to drain the energy in those sensor nodes. On a successful attack, the WSN performance degrades, followed by splitting the network grid. Furthermore, the whole WSN can be controlled if the attacker inserts a sink node during this time. However, this attack is only possible if the intruder's sensor node can generate packets at a constant rate. (Alam & De, 2014).

Example: The disruption of the synchronization of packet transmission, followed by synchronization issues at the MAC layer, can cause an energy drain attack.


4.3 [bookmark: Threat_Information_Sharing]Threat Information Sharing
Since attacks and malicious activities are finding new techniques and tools, organizations need to update their security mechanisms. For that, the most critical factor is the knowledge of the latest threat, which can be attained through different methods. One such method is threat information sharing. What is this threat information? It is the information related to a threat that helps the enterprises protect themselves against them or detect the attacker's activities. A recent NIST special publication, Guide to cyber threat information sharing (Johnson et al., 2016) is considered as the source in this section as it offers a clear view on the threat information sharing.

The threat information collected can be shared, and the security personnel, including analysts, malware reverse engineers, and law enforcement, can retrieve knowledge about the latest threats, which makes them actionable and enhances their decision-making. More- over, it helps them patch the systems' vulnerabilities rather than investing time in identifying the threats. This also offers various findings from different people across organizations with broad contexts.

Threat information and its typesThere are different types of threat information, as shown below.

Indicators

Indicator, a threat information type, is the technical artefacts that make the organizations aware that the attack is coming or progressing or has already occurred. Some common indicators are the IP of a malicious C&C server, DNS name, URL, the hash value of the exe- cutable, etc. Considering the hash value of the executable, sometimes it can be corrupted as the executable is replaced with another malicious executable. In other cases, if any sus- picious executables are found, their hash value can be compared to existing hash values offered by a reliable threat intelligence platform.

Tactics, techniques, and procedures

Tactics, techniques, and procedures, also known as TTP, indicates the attacker's behaviour. Here, tactics are the behaviour's high-level description; techniques are the behaviour's detailed-level description in the tactics context and procedures are lower-level descriptions that are highly detailed in technique context. For example, an attacker can use the malware variant in various ways, differing in the tools used, exploits, delivery mechanisms etc.

Security alerts

Security alerts are human-readable notifications that give information on vulnerabilities, threats, exploits etc. Most of the time, these notifications are received from bodies such as Product Security Incident Response Teams (PSIRTs), National Vulnerability Database (NVD), United States Computer Emergency Readiness Team (US-CERT), researchers etc. Furthermore, security alerts are also called vulnerability notes, bulletins and advisories.

Threat intelligence reports

As mentioned above, threat information is any information related to threats. The collected information is then gone through various processes like aggregation, transformation, analysis, interpretation and enrichment. This is known as threat intelligence. On completing these threat intelligence steps, decision-making would be easy. Moreover, these processes help create a report covering most of the threat information like TTP, targeted systems and various information that can provide insights to the enterprises.

Tool configurations

Mostly, the threat information has to be collected using some methods and tools. Manually performing these steps is a tedious task, and tool configurations are used in this situation. For example, Malware Information Sharing Platform (MISP) is one of the threat intelligence platforms used to share, store and correlate the Indicators of Compromise(IoC) of the attacks, vulnerabilities etc. One of the main advantages of MISP is that the data stored in it is immediately accessible to the team, and the CSV or text data generated can be automatically imported into the detection systems, which makes intrusion detection faster and more accurate. In addition, it also shows the relationship between newly added data and existing data that, offers the team an efficient analysis result. Therefore, tool configurations can be considered as the recommendations for establishing and employing tools that offer automated information collection, exchange, analysis etc.

Threat information sharing and its benefits

Suppose organization A has received some threat information. Is it useful for other organizations? Of course. Another company, B, could face some threats related to that information. In this case, what can be done? How to let the organization B know about this threat information? This is when the threat information-sharing concept is used. Threat information sharing offers the sharing of threat information using shared resources. This can prevent the second organization from that threat, and overall, the security can be enhanced. In addition to this, there are several other benefits of threat information sharing.

· Situational Awareness: As the information is being shared across the organizations, not only the latest update on threats is shared, but the analytical capabilities of each organization are also shared. Considering this, other organization can enhance their security mechanisms and analytical capabilities.

· Improved Security Posture: A better understanding of the threat environment is ach- ieved using threat information sharing. Moreover, it helps identify the affected systems, implement the necessary security mechanisms, enhancing the detection methods and incident response mechanisms. On performing this, the security posture can be improved and offer protection to the enterprises that have not taken any action regard- ing this matter.
· Knowledge Maturation: Another advantage of threat information sharing is knowledge maturation. Suppose organization A has collected information from other organizations like B ad C. In this case, A can correlate the data received from others with its own data. By doing this, valuable insights, especially the relation between identified indicators, can be attained.
· Greater Defensive Agility: Most of the time, attackers have their own techniques and tools for exploiting new vulnerabilities and evading detection mechanisms. Organizations that undergo information sharing are aware of these techniques and establish strong defenders, which increases the costs for attackers to create new tools and methods.

Challenges in Threat information sharing

Even though threat information sharing has many benefits, some challenges remain. A few of them include the following:

· Achieving Interoperability & Automation: As formats and protocols are the essential building blocks for interoperability in organizations, using the same ones can help share threat information quickly. However, some organizations might use different protocols and formats; this requires more time and is expensive.
· Establishment of Trust: Trust is one of the underlying aspects of a relationship. For threat information sharing, if the organizations are not trustworthy, proper sharing won't happen. In this situation, constant communication is needed using phone calls, regular meetings, and social media to establish and maintain trust.
· Safeguarding Sensitive Information: In threat information sharing, the information shared may include scan results, security logs etc. The challenge is that it can affect an organization's defence capabilities which may result in another attack. Moreover, dis- closing confidential information like personally identifiable information (PII) and con- trolled unclassified information (CUI) results in the reputation loss of the organization, legal actions etc.
· Protecting Classified Information: Although threat information is shared across organizations, it's not an easy task in the case of government sources since the data collected might be classified. Accessing that information is expensive and time-consuming, and only certain qualified people are allowed to access it in some cases.
· Enabling Information Consumption & Publication: Threat information sharing is not as simple as it seems. Organizations with specific tools, infrastructure, training etc., can only perform this. Otherwise, the vast amount of information sharing can affect the organization's processing capability.


SUMMARY
Owing to the development of technology, security issues in organizations have increased and following the appropriate security standards has become crucial. Advanced Threat Protection (ATP) is one such security method that offers a suite of security analysis tools to defend the attacks in organizations by integrating with cloud security, endpoint security etc. In addition, ATP offers features like Attack surface management (ASM), File analytics, Rich Threat Intelligence, and detection and prevention methods.

Meanwhile, in addition to the organizations, the security in Wireless Sensor Networks is also essential as it is inevitable in the ubiquity and resizing of devices. Attacks in a wireless sensor network can be categorized into outsider & insider attacks, passive & active attacks and mote-class & laptop-class attacks based on the attacker's capability. In addition, there are other attacks in WSNs, including DoS attacks, Sybil attacks, Black hole attacks, wormhole attacks, node replication attacks and energy drain attacks.

Nevertheless, the rise in attacks makes it evident that organizations need to update their security mechanisms. For that, threat information can be used, which helps the enterprises protect themselves against


them or detect the attacker's activities. Common threat information types include indicators, security alerts, threat intelligence reports, and tool configurations. Furthermore, the collected threat information is shared using the process known as threat information sharing to enhance organizations' security.
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 STUDY GOALS 

On completion of this unit, you will be able to ...

· compare and contrast three types of data fusion.
· point out the benefits of integrating Big Data into security.
· discuss Operational Data Stores.
· correlate three levels of network situational awareness.
· characterize incident response and its phases.


 5. SECURITY INFORMATION AND EVENT 
 MANAGEMENT (SIEM) 
Introduction
From the organization's point of view, cybersecurity has a pivotal role in businesses and operations. In recent years, enterprises are becoming vulnerable to threats and attacks, which results in the massive loss of businesses. Furthermore, another topic of discussion is how data is stored in organizations. It's no longer sufficient to rely on traditional data storage and security methods.

This chapter discusses the data stores, how the data is fused, how to analyze the network behaviour etc.


5.1 [bookmark: Technical_and_Operational_DATA_Sources]Technical and Operational DATA Sources
What is Operational Data Store (ODS)?
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Repository Central place where infor- mation is stored and maintained in a struc-
tured manner.

Redundancy
Having copy of same data
multiple times.

Data is the most valuable asset for businesses as valuable insights can be extracted from it, impacting the organization's success. Stitch (2022) provides a clear understanding on the technical and operational data sources and hence, it is considered as a reference in this section. In addition to the organizations, the researchers also strive for data as most of their experiments rely on this. So, where to store this data? For this purpose, repositories like data stores are used, which stores and manage data. This section focuses on operational data stores(ODS), a database management system that collects data from various sources, stores it, and processes it in real time. Since data is integrated into this, different business activities, including analysis, reporting etc., can be done during the business operations. Moreover, data cleaning, redundancy removal and compliance checking are also performed based on the organization's business rules.

The following are the characteristics of ODS.

· Highly available
· More comprehensive reporting
· Fault-tolerant
· Space consumption is less due to data compression.
· Can connect to multiple data sources
· Effortless backup and recovery due to small data size •
· Processes transactional data

In addition to Operational Data stores, there are other data stores as well; however; not discussed in this chapter.

Working of ODS

Figure 25: Working of ODS
[image: ]


Source: [Princy Victor] (2023), based on (Lutkevich, 2022)

ODS work similar to the ETL process, Extract, Transform and Load. ODS systems collect raw data by importing it from the production systems and storing it. However, the difference is that the extracted data is transformed and loaded to the final destination in ETL. In ODS, data is not transformed and is stored in its original form for presenting it to business intelligence applications. Since ODS uses data in its original form, sometimes, it is replica- ted and transformed the replicated data to the data warehouse.

To understand the working of ODS, consider a real-life example of an ODS used in an organization. Here, ODS pulls data from the billing application in a weekly manner. Once it pulls the data, transaction data is ingested in real-time and integrated into a relational database.

Benefits of ODS

ODS is beneficial to organizations and several other entities in various ways. Some of them include the following:

· Offers a merged data view so that the reports generated from the data collected from numerous systems provide an overall view of operational activities.
· Since ODS collects real-time data, business operations are performed efficiently and are often helpful in detecting and solving operational issues. Moreover, it also helps faster access to data than a data warehouse.
· Building and implementing an ODS is cheaper than data lakes, warehouses etc.
· As organizations collect data before moving it into the warehouse, data is configured in a consistent format, enhancing the data quality.
· As ODS is the staging area and data analysis is not performed on business systems, the load is less, and performance is better.

Difference between operational data store and data warehouse

The operational data store is an interim between the data sources and the data ware- house. Moreover, both the data warehouse and operational data store import the data from multiple sources and consolidate it. Even though they sound similar, there are differences between ODS and data warehouses, which will be discussed in this section in detail.

Table 4: Differences Between ODS and Data Warehouses

ETL
Extract, Transform and Load operation extracts the data from various Relational DBMS source systems, and transforms it using operations like concatenation, calcula- tion etc., which is finally loaded into data ware- house.














Data Lake
Central repository for storing structured and unstructured data at any scale.
Staging Area
Place to store data inter- mediately.




	Operational Data Store
	Data warehouse

	Detailed data
	Summarized and detailed data

	Used in operational stage
	Used in managerial stage

	Detailed decision making
	Longterm decision making

	Overwrites data and changes frequently
	Uses static data for archiving, storing and reporting

	Updates often as the transaction systems generate data frequently
	Updateion occurs in a batch with a predefined schedule



	Designed for simple queries in less amount of data
	Designed for complex queries in large amount of data

	More volatile data compared to the one in data warehouse
	Less volatile data compared to the data in ODS.


Source: [Princy Victor] (2023)


5.2 [bookmark: DATA_Fusion]DATA Fusion
What is data fusion?

Most of the time, people rely on various sources for information before making decisions. For example, if a person needs a smartphone, before buying it, he/she will go through the existing reviews and the pros and cons by checking it with friends, going through different websites etc. Here, different data sources are considered before taking a decision. A simi- lar example from our daily life is whether a particular food is edible or not. In this example, multiple senses like sight, smell, touch, and taste are considered sources for the final decision. Now, think from the organizational view. Suppose there is a technique to com- bine all the data from different sources to make the information delivered more reliable. It would be really helpful to the organizations as well as the audience. Data fusion is one such process where multiple data sources are integrated for consistent, accurate and helpful information than the ones from individual data sources.

Over time, data fusion has become a promising technology in cybersecurity applications like intrusion detection systems, situation awareness, information security analysis etc. In intrusion detection systems, data fusion is applied at the feature level or decision level, which promises various benefits to the systems. This includes:

· Increase in the efficiency
· Reduction of data processing size at feature-level
· Refined data supports decision making
· Robustness
· Better accuracy and reliability to identify the network behaviour

Furthermore, data fusion is also used in Internet of Things so that the data collected from it can be used for further analysis, that improves the efficiency and intelligence.

Usually, data fusion is classified into three based on the fusion stage, as mentioned below.

· Low-level data fusion: At this level, raw data from various sources are directly fed into the fusion process, making the input data more synthetic and informative.

Figure 26: Low-level Data fusion
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Source: [Princy Victor] (2023)

· Medium-level fusion: This level, also known as feature-level or characteristic-level, considers characteristics or features like position, texture etc., for fusion. Once these features are fused, it is used for various tasks.

Figure 27: Medium-level Data fusion
[image: ]


Source: [Princy Victor] (2023)

· High-level fusion: This level is also known as decision fusion since symbolic represen- tations are used as sources for an accurate decision.

Figure 28: High-level Data fusion
[image: ]


Source: [Princy Victor] (2023)

Data Fusion Information Group (DFIG) model

With the dawn of WWW(World Wide Web), Joint Directors of Laboratories formed a Data Fusion Group and introduced a six-level data fusion model, the Data Fusion Information Group (DFIG).

· Level 0: Source Preprocessing (also known as Data Assessment)
· Level 1: Object Assessment
· Level 2: Situation Assessment
· Level 3: Impact Assessment (also known as Threat Refinement)
· Level 4: Process Refinement (also known as Resource Management)
· Level 5: User Refinement (also known as Cognitive Refinement)
· Level 6: Mission Refinement (also known as Mission Management)

Even though it has various shortcomings and is often criticised for the same, this model is useful in data fusion, discussion, and system-level information design (Liggins et al., 2008).

5.3 [bookmark: Network_Norm_Behavior]Network Norm Behavior
Network Behaviour Analysis, also known as NBA, enhances network safety by collecting and analyzing network data to detect anomalies or unusual malicious activities. Usually, the defending methods include signature recognition, packet checking, malicious website blocking etc. Moreover, it is crucial to constantly monitor the network as there are chances of new or unusual patterns affecting security. For example, suppose the endpoints in department A receive 10 GB of data daily and 100 GB on another day. Without NBA, the network administrators might detect this anomaly later or after going through the logs. However, if NBA is used, it checks the network traffic in real-time, which helps to identify unusual behaviour (Sunnyvalley, 2022).

NBA considers various characteristics of network traffic, including:

· Network packet size
· Network packet signature
· Flow duration
· Rate of ACK packets in the network flow
· Rate of SYN packets in the network flow
· Response time
· Protocol used
· Change in bandwidth

Considering these characteristics, NBA provides various capabilities to network administrators, including(Sunnyvalley,(2022)):

· Network behaviour detection, which detects unusual or malicious activities using the network traffic data from network probes, routers, switches etc.

· Network visibility, which offers network administrators an understanding of the activities inside the network.

· Threat detection and prevention, which detects the threats like botnets, DDoS attacks, malware, insider threats etc.

· Network troubleshooting, which streamlines the operations in the network by catching anomalies and operations automatically.

Since NBA offers various features as mentioned above, it makes the effort of network administrators easy as the time and labour for identifying and resolving the issue is decreased. Thus, NBA is often considered another method for enhancing the network's security in addition to the existing security mechanism like antivirus tools, firewalls, etc.

Working of Network Behavior analysis(NBA)

NBAs are implemented in two forms: either as an individual management network or part of the corporate network. In both cases, sensors and consoles are the essential components of the NBA. The below steps explain how NBAs work (Sunnyvalley, 2022).

· Sensors in the NBA(deployed in passive or inline) gather data from various network devices, including switches and routers, through a network tap or SPAN port.
· The collected data is exported as network flow data for further analysis. This data includes the following:
· Source and destination IP addresses,
· Source and destination ports,
· ICMP type codes,
· Rate of packets per session,


SPAN port
Port in switches or rout- ers that creates the copies of the packets so that it can be collected from the port for further analysis.

· Rate of bytes per session,
· Timestamps, etc.

· Using the collected information, the NBA system gathers detailed information about the hosts and identifies the anomalies.

Figure 29: Network Behaviour analysis model architecture
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Source: [Princy Victor] (2023)

User and Entity Behavior Analytics

User and entity behaviour analytics, often called UEBA, is a technology to profile user and entity behaviour and detect anomalies. Usually, machine learning algorithms and other analytical models are used for this so that the anomalies in the user and entity behaviour can be identified. UEBA has five levels, as shown below (Ekransystem, 2019).

Figure 30: Five levels of UEBA
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Source: [Princy Victor] (2023)

· Level 1: Gathering helpful context, which collects the necessary data on the entities, systems and events for analysis. This often includes the users' login time, logoff time, asset requests, used applications, connected devices, visited websites etc.

· Level 2: Detecting threats, which uses the software for identifying the malicious pat- terns and activities for users, including security officers, employees, authorized users etc.

· Level 3: Creation of employee behavioural profile, which details the behavioural char- acteristics and patterns of the users so that the security administrators can compare the usual behaviour of users, and patterns of insider threats. However, these steps must ensure that they follow the cybersecurity policy and that employees are aware of it.

· Level 4: Get an early warning using machine learning methods, statistical analysis methods etc. This is done by analysing the profiles of users and detecting anomalies in them. Moreover, the critical thing to note is that the incident is caught before any data loss happens.

· Level 5: Predict insider threats by creating an insider risk score before they commit the attack. This is performed using the user profile, insider attack patterns, performance assessment, etc.

5.4 [bookmark: Big_Data_Analysis_–_Transferring_Technic]Big Data Analysis – Transferring Technical Data for Operational Information
Benefits of integrating Big Data in existing network infrastructure

Analytics has a primary role in cybersecurity as the advanced and sophisticated attacks on organizations affect businesses. Through analytics, the detection methods can efficiently identify patterns and hidden information; however, most analytics consider historical data rather than real-time data. In this situation, big data analytics stand apart as it considers the current and historical data, which results in an improved cyber resilience of organizations (Piper, 2013).

Overall, integrating Big Data security analytics methods into existing network security infrastructure can offer benefits, including(Piper, 2013, P.36):

· Determining the damage extent related to security incidents rapidly.
· Collect technical artefacts(digital evidence) so that it can help law enforcement investigate on the security incidents.
· Measure the effects of severe security events by relating threats with endpoint intelligence.
· Analyze the binaries and various file types to determine whether they are malicious or not. This is performed using sandbox testing.

SIEM integration

Big data security analytics tools usually span two categories: security information and event management (SIEM) and Performance and availability monitoring (PAM). However, in this section, SIEM is focused on as it is considered one of the systems that have reached a point where every organization has at least one SIEM.

The SIEM tools are not limited to event management, log management, database monitoring, application monitoring etc. Hence, they help aggregate the organization’s security intelligence and analyze them to identify evasive threats and attacks. Furthermore, SIEM tools achieve this using the information collected from log files and events generated by network devices. Since deep analysis is needed, APIs are also provided by some vendors so that it combines with the SIEM vendor APIs, which helps in the integration directly to the management console of SIEM. This integration also allows the security personnel to analyze the raw packets without leaving the management console, thereby saving time (Piper, 2013).

5.5 [bookmark: Security_Situation_Picture,_Situational_]Security Situation Picture, Situational Awareness
What is network security situational awareness and why it is important?

In 1980, the US Air Force coined the term "situational awareness," which covers the analysis of the air combat environment, its current and future situation etc. For example, con- sider a situation where the humidity of the environment has to be predicted. For this, the moisture will be continuously monitored and analyzed, enhancing situational awareness.

As the technology improved, situational awareness started to be applied in various fields, including network security, termed Network Security Situational Awareness (NSSA). Tim Bass, in 1999, proposed this concept where situational awareness is used in the field of Network Security. According to (Zhang et al., 2018,p.381 ), "Network security situation awareness is an important foundation for network security management, which presents the target system security status by analyzing existing or potential cyber threats in the tar- get system."

Three levels of SA

Before Tim Bass proposed NSSA in 1999, Mica Endsley, in 1995, developed a situational awareness model called Endsley's model, which imitates the humans' cognitive process. Situational awareness is divided into perception, comprehension, and projection.

Level 1: Perception level identifies related elements' status, characteristics and dynamics.

Level 2: Comprehension level implicates a combination of disjointed elements using techniques like pattern recognition, interpretation, and evaluation.

Level 3: The projection level involves the capability to project the future actions of the elements by studying the situations in the first two levels.


5.6 [bookmark: Incident_Response_Strategies_and_Automat]Incident Response Strategies and Automated Responses
What is incident response?

Cybersecurity incidents are overwhelming no matter how small the organization is. So far, the focus has been on security mechanisms, detection methods, prevention methods etc. However, another critical aspect of security is how the organizations behave during a particular incident. The steps used to prepare, detect, and recover from the security incident are called incident response (IR), also known as cybersecurity incident response. Using

this, the business disruption and cost are lessened due to any attack. This section on incident response takes reference as Incident Response Strategies and Automated Responses (Cynet, 2022).

Usually, the incident response is performed by the Cyber Incident Response Team (CIRT) teams in an organization. According to Gartner (2022, para.1),, “CIRT is responsible for responding to security breaches, viruses and other potentially catastrophic incidents in enterprises that face significant security risks. In addition to technical specialists capable of dealing with specific threats, it should include experts who can guide enterprise executives on appropriate communication in the wake of such incidents.” CIRT teams have the general IT staff, security IT staff, staff from the legal department, human resources, public relations etc.

Phases of incident response

Incident response has six phases, as shown below.

· Preparation of systems and procedures
· Identification of incidents
· Containment of attackers and threats
· Eradication of attackers and re-entry
· Recovery from incidents
· Lessons learned and feedback

Figure 31: Phases of incident response
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Source: [Princy Victor] (2023)

Preparation of systems and procedures

Preparation is the primary step in any process. In this phase, the team must identify the organization’s business, risks, and threats and document them. Moreover, gather the list of IT assets like devices, networks, endpoints, servers etc., so they can identify their importance and the location of sensitive information. Once these are completed, the team gets an idea of the probable security events, which helps them to create an actionable response flow.

Identification of threats

In this phase, the team must identify suspicious activities using the techniques and tools created from the preparation phase. Once an incident is detected, various aspects of the attack are determined, including the nature, source and goal. Furthermore, the information obtained during this step is stored and documented for future analysis, followed by communication within the team.

Containment of threats

Once the threat is identified, it has to be contaminated using either short-term or long- term containment to minimize the impact of the damage. In the former, the threats are isolated in a way in which either the area of the network or server is segmented off or taken down. In the latter one, access control mechanisms are applied to the unaffected part of the systems along with cleaning of patched systems for the recovery phase.

Elimination of threats

The identified malicious activities are then eliminated until its entirely removed from the systems. The process may also take down the affected systems to replace them with cleaned ones.

Recovery and restoration

In this phase, the security team recovers the data by determining the last clean copy of data and monitors the systems to check whether there is any future attack.

Feedback and refinement

The last phase is almost like an agile phase, where the team discusses what went well and wrong and makes suggestions for future purposes. Moreover, all the information obtained from the discussion is documented so that the team can have records of all the security incidents.

Incident response plan and frameworks(NIST, SANS)

Incident Response Plan, also known as IRP, is a set of documented instructions with communication plans, guidelines for roles and responsibilities, and response protocols during an incident response. According to Cisco (2022, para.1), “An incident response plan is a set

of instructions to help IT staff detect, respond to, and recover from network security incidents. These types of plans address issues like cybercrime, data loss, and service outages that threaten daily work.”

In IRP, different terms like Event, Alert, and Incident are used, which often creates confusion. Event indicates the changes in system settings, the status like data deletion, or communication like server requests. In contrast, alert denotes the notification triggered based on the Event. Finally, the incident is the Event that causes a risk to the system. For example, 51 GB of data is added to the system of space 50 GB. Once this is done, the system generates a notification that the resource is low. In this case, the Event is the addition of data, and the notification that pops up is the alert. Finally, the team can say that an incident has occurred if the data added is malicious.

Although Incident response is a standard process in most organizations, each organization has their own incident response steps. This section covers the incident response frame- works of NIST and SANS.

NIST Incident Response Framework

National Institute of Standards and Technology (NIST) consider incident response as a non-linear four-step process because continuous learning and improvement are needed during incident response.

The four steps include:

· Preparation
· Detection and analysis
· Containment, Eradication and Recovery
· Post-incident activity

Here, it can be noted that the six phases of incident response are condensed into four steps. The reason is that NIST considers that the phases of containment, eradication, and recovery are overlapping, and recovery is not a mandatory step as it depends on the priority.

SANS Incident Response Framework

SysAdmin, Audit, Network, and Security (SANS), an organization that works to study and aware the public of security issues, proposed the SANS incident response framework with six stages.

· Preparation
· Identification
· Containment
· Eradication
· Recovery
· Lessons Learned

Moreover, it also has a checklist and templates during each stage of the incident response to make the task easier.

What is automated incident response?

Assume an incident has occurred in an organization. Even if they have some incident response plan, checking and following everything manually makes it tedious. Therefore, performing an automated incident response would be the preferred solution.

The automated incident response follows the incident response steps in an automated manner which can make the response faster compared to a manual one. The primary advantage of automated incident response is that the number of false positives will be less. Furthermore, in some cases, a playbook is created for this process. The playbook consists of the essential scripts that must be followed in a security incident.

Security Orchestration, Automation and Response (SOAR) tool

Security Orchestration, Automation, and Response, abbreviated as SOAR, is a collection of software programs and tools that gather information on security threats without human interference. As indicated in the name, SOAR has three components such as security orchestration(SO), security automation(SA) and security response(SR).

Security Orchestration connects and combines internal and external tools using APIs, integration modules etc. Through this connection, various data gathered helps detect the threats by analyzing them in the next step, known as orchestration. Finally, the security response provides an individual view for security analysts to plan, manage, monitor and report the actions along with the post-incident activities once an incident is detected (Shea, 2022).

Advantages

· Scalability
· Quick incident detection
· Simplified management
· Better analysis and up-to-date
· Faster reporting
· Enhance the analysts’ productivity through automation
· Low cost

Disadvantages

· Limited success metric
· Complexity in deployment

Undervalues human analysts




SUMMARY
As data is one of the most valuable assets in the organization, storing it in traditional ways makes the operations tedious. Hence, the concept of data store came into existence where operational data stores (ODS), a database management system, collect data from various sources, store it, and process it in real-time. Meanwhile, the data warehouse is also compared to the data store to identify the pros and cons of each of them.

Since the data collected from different sources for the data store has a primary role in decision-making, data fusion is used, which combines the data from various sources. This helps create consistent, accurate and more helpful information than the ones from individual data sources. Data fusion is categorized into three based on the fusion stage, low- level, medium-level and high-level fusion. In addition, a Data Fusion Information Group (DFIG) is also proposed, which is useful in data fusion, discussion, and system-level information design.

The chapter also covered network behaviour analysis, which enhances network safety by gathering and analyzing data to identify anomalies. Nevertheless, big data and SIEM integration into the security field also strengthened the security mechanisms in organizations.

Another concept focused on is the Network Security Situational Aware- ness (NSSA) and three levels of Situational Awareness- Perception level, Comprehension level and Projection level that focus on analyzing the environmental elements. Finally, the chapter covers the incident response plans, various frameworks for incident response, and the widely used SOAR tool.
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 STUDY GOALS 

On completion of this unit, you will be able to ...

· explain security metrics.
· demonstrate the purpose of security assessment.
· summarize the development process of security metrics.
· illustrate the levels of security metrics.
· examine common security assessment tools.


 6. IT-SECURITY EVALUATION AND 
 ASSESSMENT 
Introduction
When an organization keeps their promise of the product's quality and security, the customer satisfaction rate also increases. During the past few years, security practises in organizations have advanced due to the rapid increase of threats and attacks. Further- more, these attacks significantly impacted the businesses as the customers found the pro- duct's security an issue. Although the quality of the product is crucial, the focus in this chapter is its security. How is the security of the product achieved?

According to Grace Hopper (Kounev, Lange, & Kistowski, 2020, p.3), "One accurate measurement is worth a thousand expert opinions". Furthermore, Peter Drucker is quoted in Trukhmanov et al. (2021, p.1) stating, "You can't manage what you can't measure". These statements from the experts support that using a metric can support the issues facing businesses.
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Metrics It is a quantitative meas- urement to assess, com- pare and track the per- formance of a product or
entity.

Metrics concept can educate, inform and help businesses in various parts of their organization. But how can this be applied in the product aspect of businesses? How it can impact the issues currently facing in the organizations?

This chapter focuses on the concept of metrics in the field of security in organizations. Moreover, this also deals with the security assessment along with its purpose, types and commonly used tools.


6.1 [bookmark: IT-Security_Metrics]IT-Security Metrics
What is Security Metrics?

While considering the security of a product in an organization, effective understanding of the businesses is crucial. In addition to that, the concept metrics is also applied to the security of product. This section on security metrics takes reference of the Archived NIST Technical Series Publication (Swanson et al., 2003), which explain the concept of metrics in security in detail.

Even though metrics is a commonly used word, what do security metrics imply? It is the quantifiable measurement for understanding the system statuses and services by collecting, analyzing and reporting the critical data. By performing this, it helps to improve the security of components and facilitates decision-making and enhancing performance. Although organizations widely use them at different levels, metrics are picked by considering various factors, as shown in the figure below.

Figure 32: Factors for selecting a security metric
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Source: [Princy Victor] (2023)

· Purpose: IT security metrics have to offer support to the objectives of businesses, which ensures the efficient use of resources.
· Controllability: Security metrics must be able to estimate the controllable processes and results.
· Context: Instead of considering penetration testing and several other security tools results, security metrics have to answer different contexts, like the comparisons to the industry.
· Best practices: IT security metrics should know the best practices which best-in-class security metric looks like.
· Quantitative: Security metrics must be quantitative, which helps them to be compared across other organizations.
· Data quality and easiness of collection: The security metric also considers the data quality. Even though the best metric is used, it can be useless if the data cannot be collected and analyzed quickly.

Benefits of IT Security Metrics

In addition to the positive impact on the organization performance, security metrics has other benefits. Some of them is discussed in this section.

The benefits of IT security metrics include:

· Determine the efficacy of implemented security measures.
· Identifies the areas that need to improve
· Enhance decision making
· Increase accountability
· Perform benchmark comparisons
· Increase visibility
· Demonstrate compliance
· Enhance awareness within the organization
· Measure various aspects of organisations' security, including penetration testing results, risk assessments, etc.
· Easy to isolate the identified problems
· Receives the best value from existing resources.
· It can be used as input into audits of the Inspectors General (IG) and General Accounting Office (GAO).

Five levels of Security Metrics

There are five levels in which the security program progresses, including

· level 1: having policies
· Metric type: Goal-oriented
· As data is almost non-existent, its collection difficulty is very high.
· level 2: having detailed procedures
· Metric type: Objectives-identified
· Although there is some data available, collection difficulty is high and collection automation is low.
· level 3: implementation of the procedures
· Metric type: Implementation
· In this level, data can be collected and hence, collection difficulty and collection automation is medium.
· level 4: testing compliance and effectiveness of the implemented procedures.
· Metric type: Effectiveness and efficiency
· As data is available, its collection difficulty is in between medium and low, whereas collection automation is high.
· level 5: Integration of policies and procedures into the operations
· Metric type: Impact
· Here, the data is available in repository and due to that, collection difficulty is low and collection automation is full.

In this process, the result of the metric during level 1 and level 2 will be less than 100% which denotes that the system is not in level 3. On reaching higher levels, it will be 100%. However, rather than this percentage, level 4 and level 5 gives importance to the results of the testing and integration. This helps to check whether the security controls mentioned in the plan help protect the assets in the organization.

Metrics development process

In IT security metric development, two activities are involved, including (i) the identification and explanation of IT security and (ii) the Creation and selection of the IT security metrics. The two activities cover different steps in the security metric development process, as shown in the figure below.

Figure 33: IT Security metric development process
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Source: [Princy Victor, 2023] based on (Swanson et al., 2003)

Stakeholders and interests: The initial step identifies the right security stakeholders with interests from the primary and secondary IT security stakeholders available. While primary stakeholders have security as their primary mission, secondary stakeholders do not. Moreover, as each stakeholder's interests differ, they might need customized metrics based on their requirements. Interestingly, interviews, brainstorming events, etc., identify the stakeholder's interests.

Figure 34: Examples of primary and secondary stakeholder
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Source: [Princy Victor] (2023)
Define the objectives: The second step identifies a system's security performance goals, guiding its security control implementation. For instance, consider the federal govern- ment system's security goals. They are expressed in high-level policies and requirements, rules, regulations, etc., like Clinger-Cohen Act, NIST Federal Information Processing Stand- ards (FIPS) and Special Publications. Identifying goals is followed by validation from the organizational stakeholders to ensure that the stakeholders are actively participating in the metrics development process.

IT Security Policies, Guidance, and Procedures Review: This step describes the security control techniques for accomplishing the system security performance objectives and goals. This step is considered during the initial development process and future development.

System Security Program Implementation Review: The fourth step involves the review of useful existing metrics and data repositories for deriving metrics data, followed by extracting meaningful information that supports the implementation evidence. Usually, the evidence comprises the security controls that denote whether the security objectives are met. In this process, the system security requirements, methods, and techniques used for implementation are extracted from sources, including interviews, documents, and observation. Meanwhile, metrics data can be retrieved from system security plans, contingency plans, training results etc.

Level of implementation: Since there are different levels of implementation, in this stage, the primary focus will be on selecting appropriate level for establishing security policies, standards and procedures.

Program results: This step deals with efficiency, which is the timely delivery of security service and effectiveness, identified from the implementation.

Business/Mission Impact: The final step identifies the impact made on the business as part of the process.


6.2 [bookmark: IT-Security_Assessment]IT-Security Assessment
IT Security Assessment and its purpose

In organizations, IT security assessments have an important role due to their ability to map the risks to various threats. Furthermore, it also gives businesses security and offers operations without interference. According to (Nieles, Dempsey, & Pillitteri, 2017), Security assessment is "The testing and/or evaluation of the management, operational, and technical security controls in a system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system."

Security assessments include various steps like:

· Requirement Study & Situation Analysis
· Creation and updating of security policy
· Document Review
· Risk Analysis
· Vulnerability Scan
· Data Analysis
· Reporting & Briefing

Once the security assessment is completed and security gaps are identified, management can address it in three different ways: cancelling the project, allocating the required resources to fix the security gaps, or accepting the risk based on the risk analysis results.

In a nutshell, it can be said that a security assessment can:

· Strengthen the defence capability of the infrastructure.
· Offer transparency about the organization's existing IT security and risks
· Create a prioritized plan to begin with tangible steps
· Offer documentation that outlines the security gap between the design and approved security policies.

Types of Security Assessment

IT security assessment can be categorized into four types (Nomios, 2022).

Vulnerability assessment

This assessment identifies the vulnerabilities in the system and checks the impact or severity of it in different parts of the system. On performing this, the priority list of solving the vulnerabilities is created so that it can be solved as fast as possible. Furthermore, it also looks at the recovery mechanisms and scenarios. The main objective of this assessment is to solve the vulnerabilities based on the created priority list, budget, and allotted time. In some cases, budget finalization is performed after identifying the vulnerabilities so that there is enough budget for fixing all the identified vulnerabilities.

Penetration testing

Penetration testing is a high-level assessment type done by experienced testers. This assessment checks a particularly vulnerable target and determines whether the existing security mechanisms are enough to protect it. It is primarily performed in the security checking of software configurations, version management etc. The Penetration test toolkit comprises three assessments white box, grey box and black box, each of which denotes the level of access during testing. In white-box testing, a tester is given full access to the diagrams, code etc., whereas grey-box testing offers limited access. In black-box assessment, the tester has to perform the process like an attacker that tries to discover the weaknesses using different methods and tactics.

IT Audit

IT Audit deals with matching the existing configuration and expected compliance standards based on technical aspects, documentation etc. Unlike other assessment types like vulnerability assessment and penetration testing, this assessment does not test the system; instead identifies how the security is defined in the organization. On completing the process, a document is created based on whether the security standards are met.

IT risk assessment

Risk assessment analyses the likelihood and impact of risk and identify whether the risk is at an acceptable or actual level. Further measures for rectifying the risk are decided and initiated on successful identification. As this assessment maps and identifies the risk and associates them with the organization's assets, it can be done at any time.

Security assessment according to ISO/IEC 27001

The ISO/IEC 27000 family is a collection of security standards according which the security management and security processes in a company can be audited. Meanwhile, ISO/IEC 27001 standard specifies an Information Security Management System (ISMS) that has activities for handling information security risks. As the ISO/IEC 27000 family of standards has the techniques for data protection and cyber resilience, these standards ensure asset security, including employee data, financial information and information authorized by third parties. Most organizations like government agencies, commercial enterprises, non- profits etc., from micro-businesses to huge multinationals, are covered by this standard. However, specific information security controls are not mandatory as it depends on the organization's market.

There are several ways in which this standard offers benefits to the organization.

· Enhances resilience and response to increasing security threats and attacks.
· Protect the CIA(Confidentiality, Integrity and Availability) of data.
· Assure organization-wide protection.
· Secure the data in one place using a centrally managed framework.
· Offers security to data in various forms, including paper-based, cloud-based, and digital data.
· Downsize costs on ineffective defence technology.

ISO 27001 has a structure as shown in the figure below.

Figure 35: Structure of ISO/IEC 27001 standard
[image: ]


Source: [Princy Victor] (2023) based on SecAware (2022)

· The chapter Introduction - gives an overview of the standard and the description of information risk management.
· The chapter Scope - mentions the generic ISMS requirements appropriate for the various organisations differing in size, type, nature etc.
· The chapter Normative references - ISO/IEC 27000 standard is mandatory to read for the ISO/IEC 27001 readers or users.
· The chapter Terms and definitions - are similar to the ISO/IEC 27000 standard.
· The chapter Context of the organisation - provides the organisational context, ISMS scope, the requirements and expectations of ‘interested parties etc.
· The chapter Leadership – deals with how the management displays commitment and leadership to the ISMS and assigns information security roles, responsibilities etc.
· The chapter Planning - abstracts the information on managing the changes in ISMS, how to recognise, study and plan to deal with the information risks, and explain the goalsof information security.
· The chapter Support - assigns adequate and competent resources, raise awareness and prepare documentation.
· The chapter Operation - outlines how to assess and treat information risks, manage changes, and document things.
· The chapter Performance evaluation - deals with activities like monitoring, estimating, analysing and reviewing the information security controls, and improvising wherever necessary.
· The chapter Improvement - refines the ISMS by addressing the findings while conducting audits and reviews.
· The Annex A Information security control reference - deals with the security controls detailed in ISO/IEC 27002:2022.
· The Bibliography - offers some suggestions to the readers on related standards.

In ISO/IEC 27001, context of organization, leadership, planning, support, operation, performance evaluation and improvement are mandatory for certification. Meanwhile, the annex A which mentions the security controls is discretionary.

Common Security Assessment tools and information resources

Some of the common security assessment tools are the following.

Beyond Security

Beyond Security is a security assessment tool that helps government and non-government organizations to assess and handle security weaknesses at a fraction of the price of manual penetration testing. It has three different product lines, including beSECURE, beSTORM, beSOURCE (Beyond Security, 2022).

Panorays

Panorays is a security assessment tool used to get rid of third-party security risks to ensure the smooth process of businesses.

The advantages of Panorays include (Panorays, 2022):

· In addition to residual risk, it handles inherent risk, remediation, and ongoing monitoring.
· Automates and accelerates the evaluation process
· Reduce breaches
· Combines automated and dynamic security questionnaires along with external attack surface evaluations & business context.
· Scalable
· Ensure vendor compliance
· Improve the security

MITRE ATT&CK


It is a globally accessible knowledge database created in 2013 for documenting adversary tactics and techniques based on the observations of threats in the real world. This data- base is depicted in the form of matrices which are positioned by attack stages, from initial system access to data theft or machine control (Georgiadou et al., 2021).


Adversary Techniques One specific form an adversary may try to attain an objective

Figure 36: 14 tactics in the enterprise matrix
[image: ]


Source: [Princy Victor] (2023)

[bookmark: List_of_References]It has three iterations: ATT&CK for Enterprise, which focuses on the adversarial behaviour in the Mac, Linux, Windows and Cloud environment; ATT&CK for Mobile, which focuses on the adversarial behaviour in the android and iOS OS and finally, ATT&CK for ICS that focuses on OS within the ICS environment (Georgiadou, Mouzakitis, & Askounis, 2021.).
SUMMARY
As security is essential factor in an organization, ensuring the same is important. Hence, the concept of metrics is applied to the product naming security metrics, a quantifiable measurement that improves the security of components by collecting, analyzing and reporting the critical data. Furthermore, it also enhances decision-making, determines efficacy etc. Security metrics have five levels: level 1 (having policies), level 2 (having detailed procedures), level 3 ( implementation of the procedures), level 4( testing compliance and effectiveness of the implemented procedures), and level 5 (Integration of policies and procedures into the operations). In IT security metric development, two activities are involved, including (i) the identification and explanation of IT security and (ii) the Creation and selection of the IT security metrics.

Meanwhile, IT security assessments also have a crucial role as it maps the risks to various threats. There are four types: vulnerability assessment, penetration testing, IT audits and IT risk assessment. Finally, the chapter covers the steps for security assessments and common Security Assessment tools and information resources, including Beyond Security, Panorays and MITRE ATT&CK.
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