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Figure SDN Controller Example
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Figure X10 Frame
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Figure LoRa Spectrum Composed of Base Chirps and Modulated Chirps
Abbildung LoRa-Spektrum, bestehend aus Basis-Chirps und modulierten Chirps
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Figure LoRaWAN Network Topology
Abbildung LoRaWAN-Netzwerktopologie
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Figure Over-the-Air Activation in LoRaWAN
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Figure DECT Frame Organization
Abbildung DECT-Frame-Organisation
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Figure TETRA Communication Frame Structure
Abbildung TETRA-Kommunikations-Frame-Struktur
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[image: ]
	NEXT HEADER
	NÄCHSTER HEADER

	LENGTH
	LÄNGE

	OPT TYPE
	OPT TYP

	HBH
	HBH

	RESERVED
	RESERVIERT

	NAMESPACE
	NAMENSRAUM

	FLAGS
	FLAGS

	REMAINING LNG
	RESTLICHE LNG

	TRACE
	TRACE

	E2E
	E2E

	SEC
	SEK

	MSEC
	MSEK

	COUNTER
	ZÄHLER


[image: ]
	Host
	Host

	Forward
	Weiterleiten

	Drop
	Verwerfen

	Port
	Port

	Matching rule
	Übereinstimmungsregel

	Action
	Aktion



image2.png
IIIIIIIIIlﬁllIIIIIIIIIIIIIIIIIIIIIIIIi

Iy
s3
§3

Freq




image3.png
Advertiser - Scanner Master - Slave

0
\e ——e




image4.png
2w osv [ ¢
2w scoe [ st
2w ocye [ ¥
—
I
L4
I
—
—
I
—_—
2 seoe [ 51
—
_—
2w orve [ 21

2 sov [N v

3

£ H




image5.png
12 3 4 5 & 7 8 s 0 M 1@ B 14 Channel
2412 2417 2422 2427 243 2437 2442 2447 2452 2457 2462 2467 2472 zg[u Center Frequency
(GHz)





image6.png
Channels 36 40 8 2 s

NNNNNNNN

5180 5200 520 5240 5260 5280 5300 5320 MHz

100 104 108 12 16 120 124 128 12 136 140

mmmmmmmmmmmm

00 S0 530 5560 5580 S660 5630 5700 Mz

LMz




image7.png
: contention window
DIFS DIES (randomized back-off

mechanism)

next packet

direct access if t
medium is free > DIFS k slot time




image8.png
N WA OO0 N

Application layer

Presentation layer

Session layer

Transport layer

Network layer

Data-link layer

Physical layer





image9.png
»,

SEEL
Bzz:3]
B=R)

@0»))

LoRa

LoRaWAN
GW

|
E=9

Q]
=9

€
=9

LoRaWAN
NS

IP based

|

!

LoRaWAN
APP SERV

L

-




image10.png




image11.png
Amplitude Shift Keying (ASK)  Frequency Shift Keying (FSK)  Phase Shift Keying (PSK)





image12.png




image13.png




image14.png




image15.png
(a) Bit stream

(b) Non-Return to Zero (NRZ)

(c) NRZ Invert (NRZI)

(d) Manchester

(Clock that is XORed with bits)

(e) Bipolar encoding
(also Alternate Mark
Inversion, AMI)

S





image16.png
NRT RT IRT
Application
PROFINET
Presentation
Session RPC
Transport uDP
Network IP
Data Link Ethernet
Physical |EEE 802 IEEE 802.1





image17.png
6 octets long

Source Address





image18.png
Aopplication layer

Data Stream Protocol (DSP)

Datagram Delivervy
Protocol (DDP)

AppleTalk Adress Resolution
Protocol (AARP)

Ether | Token | FDD
talk talk talk





image19.png
Data Links

= ==~ Control Links




image20.png
EPS AKA
L

i
NAS integrity protection/NAS ciphering (AES)

EPS AKA

f« - S6a — >

-

| RRC signaling integrity protection (AES)/ |

RRC signaling ciphering (AES)/
user-plane ciphering (AES)

S-GW





image21.png
PCCH BCCH CCCH DCCH DTCH MCCH MTCH

Logical
Channel

Transport
Channel

Physical
Channel

PDCCH  PBCH PDSCH  PCFICH PHICH PMCH




image22.png
Logical
Channel

Transport
Channel

UL-SCH

ucl

Physical
Channel

PRACH PUSCH PUCCH





image23.png




image24.png
eNodeB

Uu

i

— = Control traffic eNodeB
—— Data traffic





image25.png
Optional secondsry cols

A
/\

Master
eNB

One primary cell

I e

One primary SCG cell

+ Traffic only
S Dnllnnal

Secondary  s1.U
secondary cells eNB




image26.png
0=

One primary cell
« Traffic & signalling
+ UL&DL

Optional secondary cells
+ Traffic only

+ UL &DL/DL only Neighbour
eNB




image27.png
gNB

NR

5G Core
Network

— = Control traffic
—— Data traffic




image28.png
Other _ _

node j_
oNB + x2C/xnC
T
gNB-CU u
i b
{ F1-C $1-C/NG-C |
| H
' 1
RRH H H
H '
F1-U @ SIUINGU ek
tNMU 5GC
up_J
+ X2-U/Xn-U
Other

node




image29.png
HSS —+—  Traffic
---4---  Signalling





image30.png
ubm

N13

AUSF

N22

NSSF

PF
4 N6

N3





image31.png
Standalone

Non-standalone





image32.png
Data link layer Network layer Transport layer

[SRERAR] o1 s (NS v NBSREN ot [HEEEI s o [5STEGRT





image33.png
1P 10.0.0.2
1P 10.0.0.1 Host 2
Host 1 S22





image34.png
T

Fix length hash output

[Mescegem [

_-h

Fix length hash output





image35.png
pub

Ko(m),

Output of encryption

Output of public key decryption

Kp(m)





image36.png




image37.png
Client Server





image38.png
GEO
satellite UHF

Air Control
center

Airplane
JA
Transceiver

Satellite
Transceiver

VHF
Transceiver

HF
Transceiver

Terrestrial
NEVIS





image39.png
4 bits 4 bits 4 bits 4 bits

House code n




image40.png




image41.png
»,

BEEY
Bis=]
SES D)

@o»))

LoRa

LoRaWAN LoRaWAN

GW NS

IP based
@ HI ase:
=9

€

—

e

]
=9

LoRaWAN
APP SERV

»n N

=




image42.png
cmac = aes128_cmac{iSintKey, f(ioinAccpt))
MIC = cmac{0..3]

End Node

es128_encrypt(NwkKey, 0x01 f(JoinAccpt)
e5128_encrypt(NwkKey, 0x03| floinAccpt)
NwkSEncKey = aes128_encrypt(NwkKey, 0x04 | f{loinAccpt))

ng
d
comman
peteycorf WA

Network Server
flo;nfu” ev’E"Squ
/Dewance,
cmac = aes128_cmac(NwkKey, f(JoinReq))
,mmev‘\u\wmdr\ MIC = cmac(0.3]
ganoreettore
Rek




image43.png
Handset

~ Portable

Handset
Cordless
Controller

Portable
Handset
N rortable
Handset
Portable
Handset
Portable
M Handset
W Portable
Handset
Portable
M Handset
B Portable
Handset

Fixed
Telephone
Network

Cordless ~<
Controller -
== Wireless link -
" Wired link




image44.png
1 Frame, 24 time slots, 10 ms

32 bits 388 bits data 60 bits guard

preamble time





image45.png
1 hyperframe = 60 multiframes ( =61,2s )

1 muitfirame = 18 TOMA frames (= 1,025) ~~~~~_

i |
e AN control
/ . frame
1 TDMA frafme = 4 timeslots ( ~ 56*.5\7 ms)
[
1 l 2 | 3 | 4

1 timeslot (~ 14,167 ms )

Full slot

i
=’< 1subslot (~7,08 ms) >

Subslot 1 Subslot 2

Number of symbols
Phase modulation QAM

Siot 255 34
Subslot 127,5 17





image46.png
Perimeter-based security

The Internet

Local Enterprise
network

[

W i

Zero-trust network architecture

The Internet

Local/Enterprise
network





image47.png
Enterprise
Network

MDM
Server

Public

Internet
MDM
agent




image48.png
- - ——-

LAC LNS
r""%&id """
[}

: SCCRP

]

1 SCCRN

]

e e e e e e e e e e e -
JES P
| ICRQ

[}

[}

1 ICRP

[}

| ICCN

1

| S

Control connection
establishment

Session
management
(incoming call)




image49.png
012345678901234567890123456789071
R
| NEXT HEADER | HEADER LENGTH | OPT TYPE 1 | OPT LENGTH |
e
| OPT TYPE HBH | OPT LENGTH ] RESERVED
e L R
| NAMESPACE | FLAGS | REMAINING LNG
R B s R
| TRACE TYPE

R e e
| OPT TYPE E2E | OPT LENGTH ] RESERVED ]
B e
| SEC |
A
|
s
|
s

P s A

B
MSEC |

B e
COUNTER |

B e e L




image50.png
1P100.0.1
Host 1

R11
R12
R13
R21
R23
R31
R32
R33

R1L
R12

1P100.0.2
Host 2.

For Twacnngrue ———Tacion |

SrcIP10.0%, DstIP10.0%.%  Forward
SrcIP10.04.%, DstIP10.0%.*  Forward
ScIP10.00.1,DstIP 10002 Drop

SrcIP10.04.%,DstIP10.05.*  Forward

STcIP 10,042, Dst IP 10.0. Forward
ScIP10.00.1, D5t /P 10002 Drop
SICIP10.04%, DstIP10.0.%.%  Forward

SCIP10.0.%, Dst P 1004 Forward

Source: Jetmir Haxhibeqir, 2023.





image1.jpeg
der Spezifikation in der Softw:

entwicklung

Anforderungs-
ermittlung

fachl. Anforderungen

techn. An- +|| spezifikation: Testfalle
forderungen doknents

Testfalle

Abnahme

Spezifikation Systemtest

Anforderungen

Test-

fille
“ B Integrationstest

i Legende: 7
| —» SW-Entwicklungs- |
| prozess





