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Background
The appended Letter of Undertaking encompasses requirements revolving around Information security and privacy protection, and in signing the letter, the provider undertakes to uphold the business relationship between the Tel Aviv University and the service provider in compliance with the requirements of the law, legislation, instructions and regulations to which the University is subject.
Instructions for the satisfaction and signing of the Letter of Undertaking
1. The provider must ascertain that it satisfies all the requirements stipulated in this Letter of Undertaking in accordance with the manner of activity and service which the provider renders the University:
a. Outsourcing – satisfaction of articles 0-34 is required
b. Work on the university premises – satisfaction of articles 0-9, 13, 26, 32-34 is required
c. Long-distance access – satisfaction of articles 0-9, 13, 18, 20, 22, 23, 26, 32-34 is required	Comment by Author: Alternatively “remote access”
d. Handling data –  satisfaction of articles 0-34 is required
e. Software development – satisfaction of articles 0-9, 13, 22, 27-34 is required
2. At the bottom of this page, please fill in the name of the provider as well as that of its authorized signatory, along with the authorized signatory's signature, and the provider's stamp. 
3. Within 14 days of receiving the Letter of Undertaking, the Provider is expected to fill in the required details, sign the Letter, and send a scanned copy thereof to the head of information security and cyber protection at the university, at ciso@tau.ac.il. 
 
	Provider's name
	
	Private company/ public company/ registered society/ID
	

	

	Provider's certificate

	We certify that this Letter of Undertaking has been signed by Mr._____________ ID no. ______________ on _________________, and that pursuant to our having explained the significance of his signing this Letter of Undertaking vis a vis the Tel Aviv University, and pursuant to his having declared that he is a representative of the Provider authorized thereby to sign this Letter of Undertaking, he signed this Letter of Undertaking on the Provider's behalf of his own volition.

	
	
	

	Name and position of authorized signatory
	
	Provider's signature and stamp


                                                                                                     _______________________
Signature of authorized entity on the provider's behalf________________________


Letter of Undertaking – Service Provider
Information security and privacy protection

0. General
0.1. This Letter of Undertaking is based on the provisions of the Protection of Privacy Law, 5741 – 1981 ("Protection of Privacy Law"), the Protection of Privacy Regulations, 5777 – 2017 ("Protection of Privacy Regulations"), additional ordinances under the Protection of Privacy Law, the instructions of the 2/2011 database registrar ("the Instructions") as well as all laws, regulations, and instructions pertaining to the processing of personal information by way of outsourcing, to the extent that such exist and shall exist in the future (jointly – "the Law").
0.2. The provisions of this Letter of Undertaking do not detract from the provisions of the law. In the event that the law stipulates requirements of the Provider beyond that which is stipulated in the provisions of this Letter of Undertaking, said requirements shall apply in addition to the provisions of this Letter of Undertaking. The appendixes to this Letter of Undertaking constitute an integral part thereof. The provisions of this Letter of Undertaking shall override the provisions of the contract and any additional agreement, undertaking and any other legally binding document between the provider and any representative thereof and between the University and any representative thereof.  
0.3. In the course of the provision of services as defined in the contract between the provider and the Tel Aviv University (hereinafter: "the University"), the parent company, the University's subsidiaries, and any university affiliated therewith in accordance with the provisions of the agreement ("the Services," "the Contract," "the Provider," "the University," respectively), the Provider shall take action and implement processes using the information, on the University's behalf.
0.4. For purposes of this Letter of Undertaking, "Information" constitutes any information, data and knowledge held, currently or at some future time, by the Provider or anyone representing it, or should the Provider or anyone representing it have access to information, data and knowledge as said in connection with or pertaining to the University, its operation, students, employees, managers, suppliers, or any third party representing it, as well as any university, corporation and organization affiliated therewith. In this context, the term "Information" shall encompass the meanings attributed thereto in the Protection of Privacy Law.
0.5. The Provider is aware that the Information ranks among the University's most fundamental and vital assets, and understands that in providing services it must uphold the provisions of the Protection of Privacy Law, the Information Security Regulations as well as the instructions with extra scrupulousness; and that it must preserve the Information under conditions that fully promote information protection, confidentially and discretion.
The Provider therefore declares and undertakes vis a vis the University as follows –
1. Declarations and undertakings to the University regarding satisfaction of the Protection of Privacy Law:
1.1. The Provider hereby declares that it satisfies and shall continue to satisfy the provisions of the Protection of Privacy Law 5741 – 1981 (in this Letter of Undertaking: "the Protection of Privacy Law") including any secondary legislation and instructions as there shall be from time to time under the Protection of Privacy Law and/or which shall be issued by the database registrar and/or the Privacy Protection Authority.  
1.2. Without derogating from the generality of the aforesaid, the Provider undertakes to satisfy instructions as aforesaid, as shall be applicable from time to time to a holder within the meaning of the Protection of Privacy Law.
1.3. Without derogating from any right of the University under any law and agreement, the Provider hereby renders the University its consent to transfer the contract and this Letter of Undertaking to a regulating entity.
2. Information security and cyber protection officer
2.1. The Provider declares that it has appointed an information security and cyber protection officer, and that this officer shall officiate throughout the whole term of the business relationship defined in the contract, including throughout the whole extension period, and for another 90 days pursuant to the termination of the contract for any reason.
2.2. The Provider's management shall determine the officer's areas of responsibility for information security and cyber protection, as well as the issues with regard to which decisions shall require his attention. The purview of his responsibility shall include, inter alia:
2.2.1. Comprehensive liability for implementation of the information security and cyber protection policy on the Provider's behalf;
2.2.2. Development of the Provider's information security and cyber protection software; tracking of the implementation thereof; and testing the efficacy of the Provider's information security and cyber protection systems.
2.2.3. Handling of irregular incidents in the field of information security and cyber protection.
2.3. The Provider shall place at the disposal of the information security and cyber protection officer the resources required for fulfilling his office.
2.4. The Information security and cyber protection officer shall have the relevant professional training and experience in his field of occupation.
3. Purposes of use of the Information
3.1. The Provider may use the Information exclusively for provision of the "services," within the meaning of this term in the Contract. 
3.2. The Provider may not request Information which is not necessary for the performance of the services.
3.3. The Provider may not make any use of the Information it received from the University or any representative thereof or which it collected on behalf of the University or any representative thereof, except for purposes of providing the services.
3.4. The Provider shall not transfer the Information to any third party without the University's express written consent in advance.
3.5. The Provider shall not keep a copy of the Information it was provided by the University, or which it collected on behalf thereof or on behalf of anyone representing it, except in accordance with the University's instructions. 
3.6. The Provider shall not create any database of any kind from the Information it received from the University.
4. Information collection
4.1. If in the course of the service provision the Provider engages in the collection of Information directly from the possessors of Information, then without derogating from the provisions of any law, the Provider undertakes:
4.1.1. To satisfy the requirement of notification vis a vis any holder of Information approached for the procurement of Information, in accordance with that which is stipulated in Article 11 of the Protection of Privacy Law.
4.1.2. To have the University approve the notification draft prior to the collection of Information.
4.1.3. To completely abstain from collecting Information or accessing Information unlawfully, including by use of illegal databases.
5. Disclosure on the instructions of an authorized authority:
5.1. In the event that the Provider is obliged by the instruction of a legally authorized authority to disclose to an authorized authority Information pertaining to the University which is stored on the Provider's operative systems, the Provider may release to the authorized authority the Information it was obliged to disclose as said, provided that the Provider informs the authorized authority, as said, of the Provider's commitment in this Letter of Undertaking, and informs the University of its having received the demand for transfer of Information immediately upon receiving the demand. 
5.2. In the event of a legal impediment to the Provider's notifying the University as said, the Provider will inform the University of having received the demand for the transfer of Information immediately upon the removal of the impediment.
6. The University's access to Information and transferring Information to the authorities
6.1. At any time throughout the duration of or pursuant to the Contract, for as long as the Provider possesses Information for the University or on behalf thereof, the Provider shall allow the University and anyone representing it access to the Information, and the data pertaining to the Information, from the information systems owned by the Provider or anyone representing it, in accordance with the University's instructions regarding the manner of providing access, and in the absence of such instructions – through reasonable and accepted means of access.
6.2. The Provider is aware that the University may be required to transfer Information, data and documents of any kind pertaining to the Contract and to this Letter of Undertaking to the privacy protection authority.
7. Mapping, management of Information assets, and procedures
7.1. The Provider shall arrange, manage and update at least once annually the database structure documents and database definitions in accordance with the information security regulations, as well as a list of the Information assets in its possession or control. The Provider shall transfer a copy of the list of information assets to the University's information system department at least once annually as well as at the University's request.
7.2. The Provider shall arrange, manage and update at least once annually, as well as at the University's instructions, and shall ascertain that all those authorized to access the information on its behalf operate in compliance with information security procedures which include all the requirements under the information security regulations and under this Letter of Undertaking.
8. Database maintenance
8.1. All the Information contained in the University databases possessed by the Provider or to which the Provider has access in the context of its business relationship with the University is owned by the University, with all that this entails. The Provider undertakes that any access possessed thereby or by anyone representing it, to the Information and the information database, shall be only in accordance with the University's instructions, and with the aims defined by the University in the context of the relationship.
8.2. The Provider undertakes that any collection of Information or use thereof performed either thereby or by anyone on behalf thereof, shall be only in accordance with the provisions of the Law and legislation and as per the University's instructions.
8.3. To the extent that the Provider keeps any additional Information beyond the Information explicitly defined by the University, it must preserve and protect the Information in accordance with the relevant provisions of the Law, regulations and instructions of the privacy protection authority, including in connection with the registration of databases as necessary.
8.4. The Provider shall separate and divide logically in its information systems, to the extent that a logical division can be made, between the activity it performs for the University in the context of providing the services and between any other information processing activity that it performs for itself or for third parties.
8.5. In the event that the Provider possesses databases belonging to different owners, the Provider shall ensure that access to any database is enabled only to those expressly permitted access thereto by written agreement between him and the owner of that database.
9. No commercial use of Information
9.1. The Provider declares and undertakes that it does not provide direct mailing services, within the meaning of the law, or any sale, distribution or commercial use of the Information within the meaning of the law.
10. Realization of the right to view, revise and delete
10.1. Should a subject of Information apply to the Provider requesting to realize its lawful right to view, revise and delete Information pertaining thereto which is in the Provider's possession, the Provider shall inform the applicant whether the Provider possesses Information pertaining thereto as well as the name of the University and its address.
10.2. The Provider shall inform the University in writing of any request on the part of the subject of the Information to realize its lawful right to view, revise and delete Information pertaining thereto in the Provider's possession, and shall comply with the University's instructions in connection with said request.
11. Transfer of Information to the Provider
11.1. Physical transfer of data – guiding principles:
11.1.1. Details of the contact people both for the entity transferring the Information and the entity receiving it – shall be approved by the University.
11.1.2. The manner of transfer of Information shall be approved by the University prior to the execution of the transfer – magnetic media/paper etc.
11.1.3. The Information shall be transferred directly to the destination website as defined in the Contract vis a vis the University, in coordination with the University and with the advance approval thereof. 
11.1.4. The external entity must secure the Information derived from the University.
11.2. Communication agency – guiding principles:
11.2.1. None of the University's Information and/or any other sensitive material shall be transferred over the internet network without encryption (through means predefined and predetermined by the University).
11.2.2. The form of the transfer (transfer of files, documents etc.) shall be approved by the University's Information security and cyber protection.
11.2.3. There shall be a strong means of identification and authentication of both parties to the relationship.
11.3. Should the transfer of Information from an external entity to the University be executed by way of a mobile device, CDR must be performed prior to entering the information into the University's network. 
11.4. There shall be no interchanging of University information among the Provider's different projects without the advance consent of the University's information security and cyber protection department.
12. Information maintenance and destruction
12.1. The Provider undertakes to mark any information output derived from the University's databases with the following heading: "contains information protected under the Protection of Privacy Law – its unlawful transfer constitutes an offense."
12.2. On termination of the Contract, and at the University's request at any other time, the Provider shall return the Information to the University, or shall transfer it to some other Provider in accordance with the University's instructions, and shall delete fully, conclusively and irrevocably any copy of the Information in its possession. It shall likewise ascertain that no copy of the Information remains in its possession including on USB, backup and disaster recovery websites, cache memory etc., all in accordance with the performance timetable determined by the University, and shall provide the University with a lawfully drawn up affidavit signed by its security office or by the entity in charge of its security – where it did not appoint and is not legally required to appoint a security officer – of the completion of the deletion, elimination and destruction of the Information.
12.3. Notwithstanding the aforesaid, to the extent that there is a provision in the Law requiring that the Provider preserve the Information, or if the Provider is required to preserve the Information for defense against a lawsuit, the Provider shall hold on to the minimum Information required only; transfer the Information to archive status; enable access to Information solely for the aforesaid purpose and solely to entities authorized to access it (such as the CEO and legal advisor); draw up an appropriate procedure for management of the archived information; and comply therewith. For as long as the Information is kept in the Provider's archive, all the provisions of this Letter of Undertaking, as well as the provisions of the Contract pertaining to the confidentially of the Information, shall apply thereto. 
12.4. The provisions of this Letter of Undertaking shall continue to apply pursuant to the termination of the Contract for any reason, and for as long as the Provider or its secondary providers continue to hold the Information.
13. Training
13.1. As a condition for an access-authorized entity to access the Information, the Provider shall instruct the access-authorized entities regarding the purposes of use of the Information. Existing access-authorized entities shall receive this instruction immediately pursuant to the signing of the Contract, while all future entities permitted access to the Information by the Provider shall receive instruction at a later stage.
13.2. The Provider shall maintain written documentation of having held any instruction as said; this shall specify the date the instruction was held, its duration, the name of the instructor, the employees that attended, and the contents of the instruction delivered thereto. The documentation shall be certified with the signatures of both the instructor and the Provider's CEO. The Provider shall send the University a copy of all documentation certified as said immediately pursuant to the instruction.
14. Physical security
14.1. The Provider undertakes that access to the areas containing Information and communication cabinets shall be documented and supervised in such a manner as to enable the verification of the identity of the person approaching the aforesaid equipment, including non-repudiation. The entry records shall be kept for a period of two years (a period no shorter than 24 months) and shall be transferred to the University upon demand.
14.2. In any event that the Information is in the possession of the Provider or any representative thereof, the Provider undertakes to document the equipment's entry into the facilities in which the Information is contained, and its removal therefrom.
14.3. The Provider undertakes that the entry of Providers or clients into the areas of the server farm shall be supervised, escorted, and registered in the event registration diary in such as manner as to enable the control of the assets by a security official/technological system.
14.4. Means of supervising physical entry: The Provider undertakes that the servers and equipment used for the storage of the Information, the processing thereof, and enabling access thereto as well as to the Provider's servers and applications, shall be protected by means appropriate for the supervision of entry so as to ensure that entry is permitted to authorized workers only.
15. Printed Information, physical storage media and digital media
15.1. The Provider must inform its employees and anyone exposed to Information in the context of the processes held by the Provider, of the duty to implement the instructions for the protection of printed Information, physical storage media, and magnetic media.
15.2. No Information shall be stored in the areas designated for audience reception or on the tables designated for audience reception.
15.3. Physical storage media such as means of electronic storage or papers containing Information may not be left without supervision, and after workhours – must be stored in a locked place.
15.4. Output containing Information may not be left in printers or photocopy machines. The entity that prints or photocopies the Information must claim the output or the printed material into his possession, and may not leave it without supervision in the printer or photocopy machine.
15.5. Information no longer in use must be shredded or stored in a secure archive.
15.6. If it is necessary to destroy or remove magnetic media such as disks, backup tapes, USBs of any kind, paper output etc. containing Information, the Provider shall eliminate the Information in the media in accordance with the instructions of the University's Information security officer after having backed up the Information as necessary and in accordance with the instructions thereof.
15.7. The Provider undertakes not to remove Information to mobile devices except for purposes of backup.
15.8. Should the Provider copy Information to backup tapes, the Provider shall ascertain that there is no mixture of Information of different classifications on the same device.
16. Risk management
16.1. The Provider undertakes to manage and identify information security risks at every stage of the project; the risk management must be submitted in writing to the University.
16.2. The Provider undertakes to apply to the University for approval before making changes to the system architecture or to the manner of service provision. The Provider undertakes not to make a change of any kind without obtaining in advance the University's express written permission.
17. Access authorization and compartmentalization
17.1. Access to Information received from the University or its clients shall be permitted only to vital and authorized employees.
17.2. The Provider shall not provide any of its employees or any third party on its behalf access to the Information unless it finds that in satisfying former duties for the Provider or on behalf thereof, the employee demonstrated the integrity and cautious discretion necessary for the adequate satisfaction of an office involving access to Information.
17.3. The Provider shall perform a reliability check and an occupational background authentication and verification of every candidate for employment as a worker or contractor for the Provider, or for someone that represents it, as required and in compliance with the legal restrictions. The scope of the background verification checks shall be compatible with the University's requirements, the classification of the Information to which the employee or contractor has access, and the anticipated risks.
17.4. In any event of a change of status of any of the Provider's employees authorized to access Information, the authorizations shall be updated accordingly. The Provider shall update the University of any relevant change pertaining to the access authorizations, and shall receive written confirmation of this.
17.5. The Provider shall take all the measures specified in this Letter of Undertaking to bar any employee of the Provider that is not authorized to access Information, and any other third party from exposure to Information, except in the event that the University's express written consent to this was obtained in advance.
17.6. The Provider shall reduce the risk of theft, fraud, misuse or unauthorized use of the Information by taking reasonable and accepted means of protection, inter alia, as per the University's requirements – including through the use of cameras, access inspections, an entrance guard, an alarm, safes, entry tags, visitor escorts etc.
17.7. The Provider shall forestall attempts on the part of its workers or anyone on its behalf to access databases for which they lack authorization. In the event that a worker or anyone representing the Provider attempts to access a database which he is unauthorized to access for a third time, the Provider must bar him access to the Provider's databases and immediately notify the University.
17.8. The Provider shall inform its workers and anyone representing it that it has in place a control and documentation mechanism as required under this Letter of Undertaking, as well as the scope of documentation performed thereby.
17.9. The Provider shall allow access-authorized individuals to access the Information only after their having signed a letter of undertaking with it committing to nondisclosure, information security, cyber protection and the privacy of the Information, which shall include provisions at least as stringent as the provisions of this Letter of Undertaking and the provisions of any undertaking of nondisclosure made by the Provider under the contract. At the University's written request to the Provider, those with authorized access shall sign a commitment to nondisclosure and privacy directly vis a vis the University in accordance with the level of sensitivity of the Information the Provider is processing for the University under the Contract, at the University's discretion.
18. Identification and authentication
18.1. Every worker authorized to access Information will be assigned a unique and personal means of identification which shall include, at the least, a unique username and password.
18.2. Access to Information databases defined by the University as highly sensitive shall be by means of a strong identification mechanism combining two identifications mechanisms (2FA), based on "something that you know" and "something that you have."  	Comment by Author: Does this translation reflect your intention?
18.3. A means of identification assigned to a worker shall not be assigned to anyone other than him, even at some later stage. The Provider shall maintain registration of all user identities and shall operate means of authentication prior to each instance of permitting access to Information.
18.4. The identity of a user that was inactive for six months shall be removed from the Information system, with the exception of a user identity intended exclusively for purposes of maintenance and support. 
18.5. An authorized user whose involvement in the execution of this Contract has terminated or been discontinued – shall be removed from the information system.
18.6. Authorized workers shall be permitted to access Information only after they have undergone the procedure for authentication of the user identity they were assigned.
19. Passwords
19.1. The Provider shall enforce a policy that reduces the risk of compromising the confidentiality of the password used by an authorized worker. Passwords shall be stored in encrypted format to prevent readability and comprehensibility.
19.2. The Provider shall determine an internal policy for the assignment, distribution and storage of the passwords.
19.3. Passwords shall consist of at least eight characters and shall not include strings easily attributable to the authorized user (such as his name, names of his family member, birthdays etc.)
19.4. The Provider shall instruct its authorized workers regarding the manner in which the confidentiality of the password should be maintained.
19.5. A user identity shall be automatically blocked after three consecutive failed attempts at authentication.
19.6. The Provider shall keep the password history up to five passwords back.
20. Tracking and documentation
20.1. The Provider shall implement systems that document and track every instance in which access to Information is made or attempted.
20.2. The Information collected from these documentation and tracking systems shall be kept for two years (twenty-four months) pursuant to the occurrence of the incident documented thereby.
20.3. The Information security supervisor shall examine the documentation and tracking system reports each month to detect disturbances and anomalies.
20.4. On the University's request, the Provider shall provide it with any Information collected through said access control systems.
20.5. Without derogating from the generality of the aforesaid, the Provider undertakes:
20.5.1. To manage an automatic documentation mechanism that shall allow the control and inspection of systems that access Information;
20.5.2. That in any event that access is made to the Provider's systems and the Information, the following details shall be recorded: the user's identity, the date and time of the attempted access, the system component to which access was attempted, the type of access, its scope, and whether the access was approved or rejected;
20.5.3. Documentation of the access shall be kept in servers separate from the servers used to store the Information;
20.5.4. The control mechanism shall not enable the discontinuation or alteration of its operation.
20.5.5. The control mechanism shall detect alterations in its operation or discontinuations thereof and shall dispatch warnings to the information security officer representing the Provider as well as to the Provider's information security team.
21. Long-distance access	Comment by Author: Or, “remote access”. 
21.1. There shall not be made any long-distance access to any computer system owned by the Provider or possessed or controlled thereby, connected directly or indirectly to a means of information storage ("information systems"), except by means of technology that combines the identification and authentication of the user through a strong identification that comprises two identification mechanisms (2FA), confidentiality, the completeness of the data, and non-repudiation.
21.2. The mediation of the communication used for long-distance access shall be encrypted as well.
22. Logical security
22.1. The Provider shall implement appropriate means of security to prevent intentional or accidental infiltration into the Provider's systems or into the infrastructure and communication systems.
22.2. The Provider shall separate between networks that contain the Information, and between applications and the rest of the networks (segmentation).
22.3. Any means of information security used by the Provider shall undergo hardening in accordance with the manufacturer's recommendations. 
22.4. The Provider shall regularly update the service systems, to prevent the abuse of breaches in information security.   
22.5. University Information shall be kept in designated libraries for the University only. Only authorized workers relevant to the implementation of the project shall be permitted access to these libraries. Access to the libraries shall be enabled via personal password only.
23. End user station security
23.1. None of the University's Information shall be kept in local files on workstations, and to remove doubt, it is strictly prohibited to save any of the University's Information on laptops.
23.2. Keeping sensitive Information (within the meaning of the Protection of Privacy Law) locally on the end user's station is strictly prohibited.  
23.3. End user stations must be hardened in accordance with optimal practices accepted in the industry.
23.4. Anti-virus must be installed on all end user stations.	Comment by Author: Or, “anti-virus software”
23.5. Insertion of a USB into the end user stations should be avoided.
24. Connectivity to the internet
24.1. The Provider shall not connect the information systems used for the service provision to the internet unless it obtained the University's approval for this.      
24.2. There shall be compartmentalization and separation between the systems that process Information pertaining to the University and between external interfaces, particularly with respect to anything pertaining to internet connectivity. 
24.3. The information systems with Information shall be connected to the internet by one of the Provider's other servers, for business purposes only (of the Provider), and current means of information security shall be implemented to the extent required. At the very least, there shall be current anti-virus, anti-malware/EDR, content filtering, IDS/IPS, and WAF firewall.	Comment by Author: Do you mean “for the Provider’s business purposes only”
24.4. Servers of the Provider that hold University Information shall be separated from the Provider's internet network with a communication filter component such as a firewall. Only the entities authorized by the Provider to perform actions as entities authorized to access the University's servers shall be defined in the filtering component.   
24.5. Long-distance access to University Information stored at the Provider shall not be allowed; moreover, the Provider shall not be allowed long-distance access to the servers stored in the University itself.
25. Means of storage
25.1. In using cloud-based storage systems, the Provider shall establish procedures regarding the issue of use and protection in a multi-tenant environment, which shall include appropriate encryption and access authorization.
25.2. Upon storing Information outside the State of Israel, the Provider must ascertain that any subcontractor providing it with storage services (and other associated services such as backup and disaster recovery) satisfies the level of protection stipulated in the EU Data Protection Regulation as well as in recognized information security regulations such as SoC 2 Type II and ISO 27001, and that at the University's request, the Provider will send the University information security reports such as a Statement of Applicability (SOA), SOC2 Report, and PCI Compliance Reports.   
25.3. These workers' access shall be documented. The Provider shall uphold a system for the documentation of media means that the Provider receives from another entity and which the Provider transfers to another entity. The documentation shall include the media type, the date and time of receipt/delivery, the identity of the sender and recipient, the media's serial number and a description of the media's content. The Provider shall only transfer media to another entity after having applied an adequate process for software verification and after having ascertained the absence of any Information that was liable to remain in the media. Media received from another entity shall be inspected for virus detection. The destruction or elimination of media shall be done in such a manner as to prevent the retrieval of the Information destroyed.	Comment by Author: Which workers?
26. Encryption
26.1. The Provider shall establish a procedure for the encryption of personal Information to the generally accepted standards in accordance with the data's sensitivity, and shall abide by this procedure throughout the term of this agreement.
26.2. Backup, retrieval and disaster recovery
26.3. The Provider shall perform secure backups of the Information in its possession.
26.4. The Provider shall establish a procedure for the backup of Information, which shall determine, inter alia, the frequency of the backup, the manner in which it shall be performed including encryption in accordance with the level of sensitivity, and the place of storage of the backup copy. The Provider shall operate in compliance with the backup policy throughout the term of this agreement.
26.5. To the extent that the Provider uses backup media, it shall store it in a fire and water resistant safe located externally to the device containing the Information databases, or else the Provider shall use means of ensuring the completeness of the Information and ensure the possibility of recovering it in the event of its loss or destruction.
27. Laptop usage
27.1. The University's Information may be stored on a laptop only subject to having received the University's approval from the special means department.	Comment by Author: Does this translation reflect your intention?
27.2. In the event that the department of special means has approved the Provider laptop use, it is the Provider's responsibility to implement on the laptop full disk encryption, antivirus installation, antivirus version updates, and perform frequent scans, personal firewall installation, and any other means that the University requires that it install.
28. Development environment
28.1. The development of new tools for the information system, including processes for the inspection of new tools, shall take place in information systems separate from the information system used for operation and regular work. 
28.2. The tools shall be developed in a secure manner, in accordance with the accepted standards, i.e., in accordance with the Secured Software Development Life Cycle (SSDLC)
29. Reporting, tracking and control  
29.1. The Provider shall establish a procedure for responding to, reporting and managing security incidents related to or which are suspected of being related to the Information.
29.2. The Provider shall keep records of all security incidents brought to its attention, in which there shall be documented the date of the incident, the identity of the entity reporting, the identity of the recipients of the report, and the ramifications of the incident.
29.3. The Provider shall report any incident in which Information was used without authorization or in departure from authorization, or in which the completeness of the Information was compromised, immediately upon its emergence.	Comment by Author: Or, “discovery”
29.4. The Provider shall immediately begin identifying and attending to the incident's cause; shall operate in coordination with the University with regard to management of the incident from technological, legal, regulatory and administrative perspectives; and shall continue reporting to the University on any issue and matter pertaining to the incident and the management thereof.   
29.5. On termination of the incident, the Provider shall provide the University with a detailed report of the incident, and shall take all the measures required, including the implementation of tools and work methods, to the extent necessary to prevent the recurrence of a similar incident in the future.
29.6. The Provider shall establish procedures for recovering Information lost or damaged as a result of a security incident. These procedures shall require the fastidious documentation of the recovery measures taken, and shall require that the University's approval of any Information recovery measure be obtained in advance.
29.7. The Provider shall report to the University immediately upon learning of a complaint made by any third party regarding Information managed or held by the Provider or anyone representing it, and of any application made by, as well as any supervisory measure taken by, the Privacy Protection Authority or anyone representing it, which pertains to the management and processing of Information within the meaning of the Protection of Privacy Law, by the Provider or anyone representing it. To the extent that the complaint or the supervision measure pertains to the Information, the Provider shall comply with the University's instructions (provided that this is not against the law) and shall operate in accordance with the University's instructions and requirements.
29.8. At the University's discretion and at its written request to the Provider, the Provider shall render the University, or enable it to implement, means and systems of monitoring and control enabling the University to supervise the activities involving the Information taken by the Provider, its workers, and anyone representing it. 
29.9. The Provider shall send the University regular reports of the manner in which it manages the information database and processes the Information.
29.10. The Provider shall establish and enforce a procedure for the periodical inspection of the information systems with the aim of detecting weaknesses, security breaches, and security failures.
29.11. The periodical inspection shall occur no less frequently than on a bi-annual basis, and its implementation shall be documented in writing.
29.11.1. Should the inspection detect weaknesses, security breaches or other security failures, the Provider shall draw up, as soon as possible, an action plan for remedying this, which it shall implement promptly.
30. Inspection
30.1. The University may subject the Provider to an inspection, including on the Provider's premises, which it shall make personally or by way of an inspector; it may likewise request of the Provider any information relevant to actions taken by the Provider, a representative thereof, and its subcontractors in connection with the Information; where the inspector is not a University employee, his inspection shall be made subject to his having committed to nondisclosure. The inspection shall take place pursuant to advance notice given by the University to the Provider at least thirty (30) days in advance, except if the inspection arises from a security incident on the Provider's part, or from a concern on the University's part that the Provider is violating the provisions of the Law or of this Letter of Undertaking, in which case the University is entitled to hold an inspection without advance notice. To the extent possible, the inspection shall take place during the Provider's regular work hours, and to the extent possible, without infringing on the Provider's regular activity. The University shall bear its own expenses, including the cost of the inspector it brings in, and the Provider shall bear its own expenses.
30.2. The University is entitled to demand that the Provider rectify all the failings detected through the control and inspection measures, or in some other manner, and the Provider undertakes to rectify, at its own expense, all failings as said, and bring these rectifications to the University's attention for its approval – within a reasonable timeframe determined for this by the University. The Provider undertakes to bear the cost of a re-inspection for verification that the failings were properly redressed. The Provider declares it is aware and confirms that should the University choose not to realize the right of inspection vested therein under the provisions of this Letter of Undertaking, or should it refrain from submitting its comments or requests for the redress of failings pursuant to the inspection activity – this shall not exempt the Provider from upholding its undertakings under this Letter of Undertaking, nor shall it bar the University from making any complaint, suit or demand vis a vis the Provider for failure to satisfy the provisions of this Letter of Undertaking.
30.3. The Provider confirms that it is aware of its duties vis a vis the database registrar, including its supervision authorities in connection with the services.
31. Secondary providers and transferring Information abroad
31.1. The Provider is not entitled to connect with any third party for the provision of services ("a sub-contractor") without having received the University's express written consent in advance. 
31.2. The Provider shall include in its agreement with any secondary provider with whom it contracts for provision of the services, stipulations that protect the Information and regularize the management thereof, which shall be no less stringent than the requirements set forth in this Letter of Undertaking, including its appendixes; this includes as well all the provisions of article 15 of the Information Security Regulations of the Protection of Privacy Law.
31.3. The Provider shall not transfer the Information outside the country, except to premises located in one area or more in EU territory, without having received the University's express written approval in advance.
31.4. The Provider shall not keep the Information on cloud storage servers without having received the express written approval of the University's security officer in advance.
32. Control, securities, remedies and liability
32.1. To enable the University to respond swiftly and effectively to breaches on the Provider's part of the provisions of the Law or of this Letter of Undertaking, the Provider shall promptly report to the University any deviation from the provisions of the Letter of Undertaking or breach of the provisions of the Law.
32.2. Without derogating from the Provider's undertakings under the Contract and this Letter of Undertaking, the Provider shall hold, throughout the term of the Contract, and for an additional two years thereafter, insurance for the coverage of its professional liability and cyber risks. The Provider's insurance policy shall provide full coverage against causes of action arising from the violation of the Protection of Privacy Law and the regulations thereunder, hackings of its information systems, breaches of confidentiality and any misuse or unauthorized use of the Information. The policy's limit of liability shall be no less than $1,000,0000 per incident, and aggregately for an annual insurance period.  
32.3. The Provider shall satisfy all the conditions of the policies mentioned above, and undertakes, inter alia, to pay the insurance fees in a full and timely manner, to ensure and ascertain that the insurance policies are renewed from time to time as necessary, and to refrain from doing anything that may reduce or void the insurances' validity.
32.4. The Provider's insurances shall include an express provision stipulating that they take priority over any insurance made by the University, and that the insurer waives any demand or claim for participation of the University's insurances. Moreover, the insurer undertakes that the policies shall not be reduced or rescinded without the University's having been sent written notice of this by registered mail at least 60 days in advance.
32.5. The violation of any of the Provider's undertakings in this Letter of Undertaking, or of the Law, shall constitute a fundamental breach of the Contract which shall enable the University to summarily suspend the Provider's information processing activities, upon sending the Provider notice which shall be immediately effective, until the Provider has remedied the breach to the University's satisfaction; a fundamental breach as said shall likewise constitute grounds for the University to rescind the Contract immediately – all without making any payment or compensation to the Provider, and without infringing on the rights and remedies to which the University is entitled by law.
32.6. The Provider's liability for the violation of the provisions of this Letter of Undertaking and of the Law vis a vis the University, anyone representing it, and any third party – is unlimited.
32.7. The Provider shall indemnify the University and anyone on its behalf, immediately upon the University's initial written request, for any damage, compensation, loss, penalty, monetary sanction and expense, including  attorney and professional consultant fees, on account of any demand or claim made by a third party, as well as any supervisory, enforcement or investigation action made by a governmental authority, which pertain to a breach of any of the Provider's undertakings under this Letter of Undertaking or the Law on the part of the Provider, anyone representing it, and any secondary provider used by the Provider. 
33. Contact people
33.1. The contact people for purposes of this Letter of Undertaking are as follows:
	
	The Provider's information security officer
	The University's information security and cyber protection officer

	Name
	
	Oren Ben Shalom

	Email address
	
	ciso@tau.ac.il

	Direct phone no.
	
	03-6408944



33.2. Any report made by the Provider under this Letter of Undertaking shall be to the University's information security and cyber protection officer. 
33.3. The Provider's security officer shall be available to receive notifications from the University's information security officer with regard to all matters pertaining to this Letter of Undertaking.
34. Updating the Letter of Undertaking
34.1. The Provider recognizes that this Letter of Undertaking is subject to the requirements and provisions of the Law. As such, the University is entitled to make revisions and updates to this Letter of Undertaking in accordance with the requirements of the Law, at its own discretion, after having sent the Provider written notice of this; likewise, the Provider undertakes to implement any such update in compliance with the timetable defined by the University in its notice. In the event that the Provider fails to satisfy the requirements of any such update to the University's full satisfaction, the University is entitled to summarily suspend the Provider's management of the Information as well as any payment to the Provider in connection with the services, until the required update has been made; to issue the Provider any other instruction regarding the Information, its management, its deletion or its transfer to any third party; and the University is likewise entitled to rescind the Contract, by written notice effective immediately. In the event of the rescinding of Contract as said, the Provider shall refund to the University the relative payment it was paid by the University for the period of contract pursuant to the rescinding thereof, and the University shall make the relative payment to the Provider for the period up until the date of rescinding the contract, subject to any set-off right that the University has under the Contract and by law.
35. Definitions: 
In this letter of undertaking, the following terms shall bear the meaning that appears alongside them:
35.1. “The University’s Information”: Meaning – 
Any information, including a document and documentation (physical or otherwise), related to:
A. The identity and/or name and/or information and/or data and/or details of, or which refer to, students of the University or anyone with other connections to the University, including the very connections with the University that are mentioned, and/or any person regarding whom information is sent to the supplier by the University, and/or any person whose details are exposed to the supplier in connection with provision of the services, etc.
B. The identity and/or name and/or information and/or data and/or details of, or which refer to, employees of the University and/or retirees of the University at any point whatsoever and/or their family members, and/or persons who had employment connections with the University, etc.
C. Information and/or data and/or details related to information technology, information security, processes, procedures, equipment, hardware, systems, software, programs, formulas and/or methods related to and/or addressing the operation of the University and/or the University’s activities and/or its information systems and/or its operational systems and/or work procedures and/or the intellectual property of the University.
D. Any agreement or engagement between a supplier and the University, including the products of the services provided by the supplier to the University.
35.2. “The Provider’s information systems” or “the Provider’s operational systems”: Meaning – 
A. The systems, including hardware and software and computer infrastructures, communication and information security, that support the Provider’s operations in provision of the services to the University, and regarding which the Provider, as opposed to the University, is assigned the access licenses. 
B. The Provider’s information systems that have access to the University’s operational systems, or are used by the Provider to perform its service for the University, whether maintained by the Provider or maintained by the University. 
C. The University’s Information, insofar as it is maintained and/or stored and/or saved and/or processed in the Provider’s computer systems and infrastructures, communication and information security, as opposed to the University’s systems.
D. Any information and database that the Provider owns or holds.
35.3. “The Provider’s facility”: Any facility belonging to the Provider that is described in Section 2 above as the Provider’s facility for storage and/or processing and/or backup of the University’s information.
Signature of an entity authorized on behalf of the Provider: ________________________ 

35.4. “Secured computer communications”: The secured computer communication system, as the University will inform the Provider from time to time.
35.5. “Employee” or “the Provider’s employee”: This means the Provider’s employee or anyone who acts on behalf of the Provider or as a representative, even if not directly employed by the Provider.
35.6. “Information systems security department” or “ISS” means: The University department for the securing of information systems and cyber protection.
35.7. “The University’s approval”: Explicit approval from the University, in advance and in writing, that is drafted by the University on a designated document exclusively for this approval, and is addressed to the Provider.
35.8. The Provider’s information security officer: A person from among the Provider’s employees who has been appointed by the Provider for this position and who is responsible for securing the information found in the databases used by the Provider and for implementation of the provisions appearing in this document.
35.9. The University’s information security officer: A person appointed to this position by the database owner (active manager) who is responsible for securing the information at the University, and responsible for issuing the information security provisions.
35.10. Database: Collection of information data stored magnetically or optically (including via computer) and meant for computerized processing.
35.11. Database manager: Active manager for a body that owns or holds an information system, or someone who such a manager has authorized for this purpose;
35.12 
The University shall be entitled to withhold its approval of a Provider, at its discretion, without having to provide reasoning for said decision.


Signature of an entity authorized on behalf of the Provider: ________________________ 


