
The road to cyber security scoring goes througneeds h transparency 
 
Last week, the 5stars organisationorganization published his its draft of the “Roadmap to Resilience,” draft, describing which describes the route to realizing cyber security scoring.
In shortTo summarize, the 5stars organization was established to meet the demand from the automotive ecosystem demand toto understand vehicles’ cybersecurity posture., and It has therefore has set itself a goal for itself to create the an NCAP cyber security equivalent. 
Providing the end consumer with transparency, whether theirhis car is secured or not, is a key element to create a cyber- secured ecosystem.echo system.
 
In a recentA recent poll published in PC Magazine (https://www.pcmag.com/news/369254/whats-the-scariest-thing-about-driverless-cars-hint-its) revealed that 45 percent of consumers said reported safety concerns and technologicaly failures were being their biggest fears with autonomous vehicles. The cCost of the vehicles and hacking threats took the next spots on the list of concerns atwith 16 percent and 15 percent of consumers reporting those concerns, respectively.
30 years ago, until when the first safety ratings were published, consumers didn't care about airbags, ABS systems, or any other safety measures for that matter. 
Fast forward 30 years later, and no consumer wouldill dare purchasing to purchase a car without air bags. 
The automotive ecosystem understands that ithe now needs to create a cybersecurity scoring system.
 
However, cybersecurity scoring might turn into end up being a much more complicated process than the standard safety procedure.

Today, iIn the world of safety scoring world, iInsurance companies investigate cars in regardsrelating to several categories, including:
1. Maintenance (oOngoing, Car fix in case of an accidentpost-accident auto repair, etc.)
2. Safety
3. Security – both physical and cyber.
For most of the above, and other parameters being investigatedin addition to other categories not listed, the tests can performeddone by a 3rd third party tester/auditor, independently from the OEM/manufacturer.
Furthermore, for most of these categories,m, the result of the testtest results are bothis valid and/ relevant for most of thethe majority of the product’s lifetime. MeaningIn other words, the safety rating of a cara car’s safety rating, which takes into account safety measures like airbags, the ABS system, etc., mostly doesn’t change througthroughouth the car’s lifetimecycle.	Comment by Carleton Whitmore: Is them refering to the categories or the tests?
However, one score stands uniqueout:. The Cybersecurity scoringthat of cybersecurity. The way to rachieve ealize it is quite complex and has revealeds new requirements.	Comment by Carleton Whitmore: What does this refer to, receiving a high score or a passing score? Please elaborate. 
The draft of the “Roadmap to Resilience” draft paper emphasizes two  main security topics elements that are strongly needed to achieve realize the security scoring:
1. Security assessment (Risk Auditaudit risk)
2. Security management throughout vehicle lifetime (oOngoing rRisk aAssessment and iIncident handling)

Risk AuditAudit risk and rRisk aAssessment are the building blocks of the insurance world. 
In any fieldindustry, when a company looks decides to get a cybersecurity insurance coverage, first itit first needs to perform an Risk Auditaudit risk assessment. This consists of- filling out a questionnaire, providing the insurer with information about the company’s overall security posture, and allowing the insurer to assess the level of protection and security applied within the company. When the needed coveragecoverage needed is high enough, the insurer will then ask for deeperrequest a more thorough investigation be conducted, allowing themhim to ensure that theyhe haves all of the required inputs, in a precise manner, to rightfullyto precisely assess the company’s potential cybersecurity risk. After the company security posture risk is calculated, is translated into risk, andthen results an insurance policy will result with certain specific terms. FurthermoreLater, when asking requesting to renew the policy, the client will needs to report any differencesdeviations /changesor changes from what they indicated on the original questionnaire, as well as report occurred incidentsin addition to reporting any incidents that occurred and their impacts. – sometimesSometimes, the company may even need fill it out the questionnaire from scratch again. This allows the insurer to re-assess the risk, and set the premium and coverage accordingly.
The problem with Automotive Cybersecurity is that the following two elements In Automotive Cybersecurity, the problem is that the stated two topics behave very differently than the way they are in the legacy  in other aspects of vehicular safety: world:
1. Testing (Risk Auditaudit risk) – independently pen testing a wholen entire vehicle—, which today is comprised of multiple networks, sometimes connecteding to more than 200 ECUs, with no inputswithout any inputs from the vehicle manufacturer—, is extremely expensive and time- consuming. AlsoIn addition, due to the nature of sophisticated cyber attackscyber-attacks and accordingly , the penetration testing required to assess the vehicle’s security level is conducted at the same level as traditional safety testing, which might not be enough. in the same level it’s being done for safety, and might not scale.	Comment by Carleton Whitmore: Was this what you meant by the previous sentence?If not, could you please elaborate on what you meant by "in the same level" and also "might not scale
2. Relevance as a factor of time (oOngoing rRisk Aasssessment) - even if the auditor managed to conduct a throughthorough rRisk aAssessment with and generate an elaborated enougha sufficiently detailed report for a specific vehicle, the results are not going to be relevant several years or even months from after production. , sometimes even months.
A vVehicle’s cybersecurity posture is very fluid and might change for worst worsen with one published vulnerability with high impactafter the discovery of a serious vulnerability., or for better with oneIn contrast, it could improve after a  important significant security update. 
Considering a vehicle’s longevity, it means that the first assessment will be irrelevant for the majority of the product’s lifecycle.

How do you re-assess the vehicle’s security posture during the complete its entirevehicle lifecycle? And in a feasible wayIs it feasible?

In order to successfully and smoothly feasibly perform both an Risk Auditaudit risk and rRisk aAssessment throughout a vehicle’s lifecycle, we need 2 thingstwo things are needed:
1. OEMs must have visibilitygenerate awareness of theirir car models, including the HW & SW BOM models’ architecture and topology. 
Such an visibility awareness will enable allow for the Risk Auditaudit risk and rRisk aAssessment processes to proceed.
2. OEMs and their partners (iInsurance companies, certification institutes, etc.) must find a way to share some of their data or its conclusions.
Currently, both requirements are not really therehave not been widely implemented. OEMs find it tough difficult to create visibility generate awareness across their car models, and there is a lack of transparency between the OEMs and their partners throughout the product lifecycle within regards to cybersecurity.
Therefore, tThere are two sides toin the equation – tThe auditors, and the auditees.	Comment by Carleton Whitmore: Where does this fit in with the text?Perhaps these terms were mistranslated or need to be reworded
If we want to achieve realize cybersecurity scoring, which is for sure a definitely a common goal for both the industry and the consumers, then. we need to find a way to allow both sides to collaborate, while still keeping everyone’s interests intact, and providing to provide consumers with the most accurate scoring possiblerating.

