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Threat Source	Comment by Johnson, Lila: Please provide the German translation directly underneath the English title of each graphic.
[Translation]
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	Threat
	

	Non-malicious
	

	Non-human 
	

	Malicious
	

	Human
	


Risk Abstraction Diagram
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	Reputation loss
	

	Data exfiltration
	

	Employee misbehavior
	

	Malicious insider
	

	Vulnerable web application
	

	Missing secure coding practice
	


Attack Path
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	Threat agents
	

	Attack vectors
	

	Attack
	

	Security weakness
	

	Weakness
	

	Security controls
	

	Control
	

	Technical impacts
	

	Asset
	

	Function
	

	Business impact
	

	Impact 
	


Likelihood and Impact of a Threat
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	Threat
	

	Threat agent
	

	Attack vector
	

	Vulnerability
	

	Security controls
	

	Technical impact
	

	Business impact
	

	Likelihood
	

	Impact 
	



Likelihood and Impact Levels
	Likelihood and Impact Levels

	Value
	Level

	0 to <3
	LOW

	3 to <6
	MEDIUM

	6 to 9
	HIGH


 
	

	
	

	
	

	
	

	
	



Overall Risk Level (Risk Severity)
	
	Overall Risk Level (Risk Severity)

	Impact
	HIGH
	MEDIUM
	HIGH
	CRITICAL

	
	MEDIUM
	LOW
	MEDIUM
	HIGH

	
	LOW
	INFORMATIONAL
	LOW
	MEDIUM
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Graphical Attack Tree: Opening a Safe
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	Open safe
	

	Open safe door
	

	Open with force
	

	Eavesdrop on password combination
	

	Pick the safe lock
	

	Open with force
	

	Access to power tools
	

	Break through safe wall 
	


Process for Drawing a Node
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	Start
	

	Sub-nodes exhaustive?
	

	Yes
	

	Add sub-node
	

	No
	

	Go to next node
	


DFD Symbols
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	External entity
	

	Data store
	

	Data flow
	

	Process
	

	Trust boundary
	


Example DFD
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	User
	

	External system
	

	Corporate network
	

	Gateway
	

	Cloud infrastructure 
	

	API broker
	

	Data worker
	

	User management
	

	User database
	

	Log storage
	


STRIDE-per-Interaction
	STRIDE-per-Interaction

	#
	Element
	Interaction
	S
	T
	R
	I
	D
	E

	1
	Process (Gateway)
	The process has outgoing data flow to an external entity
	
	
	x
	
	
	

	2
	
	The process receives data from an external entity
	x
	
	
	
	x
	x

	3
	
	The process sends data to another process (data worker)
	x
	
	x
	x
	x
	x

	4
	
	The process receives data from another process (data worker)
	x
	
	x
	
	x
	x

	5
	Process (Data worker)
	The process sends data to another process (gateway)
	x
	
	x
	x
	x
	x

	6
	
	The process receives data from another process (gateway)
	x
	
	x
	
	x
	x

	7
	
	The process sends data to another process (API broker)
	x
	
	x
	x
	x
	x

	8
	
	The process receives data from another process (API broker)
	x
	
	x
	
	x
	x

	9
	
	The process sends data to a data store (Log storage)
	x
	
	
	x
	
	

	10
	Data Flow (Gateway / external)
	Crosses environment boundary
	
	x
	
	x
	x
	

	11
	Data Flow (Gateway / data worker)
	Crosses environment boundary
	
	x
	
	x
	x
	

	12
	Data Store (Log storage)
	The data storage has inbound data flow
	
	x
	x
	x
	x
	

	13
	External Interactor (External system)
	External interactor passes input to process
	x
	
	x
	x
	
	

	14
	
	External interactor gets input from process
	x
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	x
	
	
	
	x
	x

	3
	
	
	x
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	x
	
	x
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	x
	
	x
	
	x
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	x
	x
	x
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	x
	
	x
	
	x
	x

	9
	
	
	x
	
	
	x
	
	

	10
	
	
	
	x
	
	x
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	11
	
	
	
	x
	
	x
	x
	

	12
	
	
	
	x
	x
	x
	x
	

	13
	
	
	x
	
	x
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	14
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Risk Management Pyramid
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	Communication and reporting
	

	Risk management across levels
	

	Level 1 Organization
	

	Level 2 Mission/Business Process
	

	Level 3 Information System
	


Dataflow Diagram of a Web Application
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	User
	

	Cloud subscription
	

	Virtual machine
	

	Front end
	

	Backend
	

	Database
	

	Cloud infrastructure
	



SEI Risk Management Paradigm
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	Control
	

	Identify
	

	Analyze
	

	Track
	

	Plan
	

	Communicate
	


Risk assessment and evaluation list
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	Date
	

	ID
	

	Risk Name
	

	Plan
	

	Deadline
	

	Control
	

	Done
	

	Information disclosure due to missing encryption in transit
	

	Implement encryption in transit
	

	Test if the connection is encrypted
	

	Possible lateral movement in the corporate network
	

	Implement network segregation
	

	Review the network architecture and check the possible connection between devices
	

	SLA cannot be met in case of a cloud region failure
	

	Build a backup environment in another cloud region
	

	Do failover tests and confirm the proper availability of the second region
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Date ID Risk Name Plan Deadline Cortrol Done
Information disclosure due to Implement encryption in
2021-04-12(R-01 |missing encryption in transit transit 2021-04-16(Test if the connection is encrypted |«
Review the network architecture
Possible lateral movement in the Implement network and check the possible conection
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Do failover tests and confirm the
SLA cannot be met incase of a cloud |Build a backup environment proper availability of the second
2021-06-01|R-03 |region failure in another cloud region 2022-01-01(region X
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