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Due diligence questionnaire for suppliers on information security
	Subject
	Description
	Supplier comments

	Managing data security


















































	1) Is there an officer in charge of information security working for the supplier? (Yes/No)
a) Please provide the relevant point of contact details (telephone number, e-mail, etc.)
	

	Policy and regulations








































	2) Does the supplier have a written data security policy? (Yes/No)
a) If so, how often is this policy updated?
b) If so, has this policy been approved and implemented by company management?
	

	Privacy and data storage
	3) Will the bank's data, which will be stored by the supplier, be stored at data centers outside of the borders of the State of Israel? (Yes/No)
4) If so, in which European Union countries will the supplier's data centers be located?
5) Do the supplier's data centers comply with EU Directive 95/46/EC?
6) Do the supplier's data centers comply with the General Data Protection Regulation (GDPR)? (Yes/No)
a) If not, what is the supplier's timetable for complying with the GDPR?
7) Does the supplier have any data processing agreements outside of the borders of the European Union?
	

	Transferring sensitive/confidential information
	8) Is any sensitive or confidential information (e.g. customer data, employee data, architecture, IP addresses, authentication data, etc.) being transferred between the bank and the supplier? (Yes/No)
a) If so, please specify which data or which fields are being sent.
9) Which channels are being used to transfer data between the bank and the supplier? (CyberArk safes, API services, etc.)
10) Is any source code to be transferred between the bank and the supplier? (Yes/No)
a) If so, please specify.
	

	Access control
	11) Which logical access controls (such as antiviruses, SSO services, firewall components, or SIEM systems) are being used to protect the supplier's systems, on which the bank's data will be processed or stored?
	

	
	12) What are the existing supplier-side logical access controls (such as disk encryption, removable media restrictions, security updates, antiviruses, FW, etc.) for computers accessing the system that will store or process the bank's data?
	

	
	13) What are the supplier-side logical access controls for the remote access of supplier employees (and third-party suppliers) to systems that will process or store the bank's data?
14) Is multi-factor authentication used when connecting to infrastructure systems and management interfaces, on the supplier side?
15) Is there personal authentication of the supplier's employees for all systems? (Yes/No)
16) Is there a permissions removal process in place for supplier employees who had access to the bank's data, and whose employment has been terminated? (Yes/No)
	

	Data Security Controls
	17) Does the supplier protect systems that store or process the bank's data using controls such as XML, WAF, IPS or Firewall Gateway? (Yes/No)
18) If so, please specify which components protect the bank's data.
19) How does the supplier protect systems from cyber attacks on either the application or the infrastructure (controls such as XML, WAF, IPS or Firewall Gateway)? 
a) (no need to state the names of manufacturers or products – state only the technologies used)
	

	
	20) Are all the systems relevant to the services provided by the supplier (including software, hardware, and networking components) hardened in accordance with the best practices in the industry? (Yes/No)
a) If so, please specify which standards this complies with.
	

	
	21) Are there processes and controls in place to handle DDoS attacks on the supplier's systems?
	

	Password policy
	22) Is there a password policy in place for systems storing or processing the bank's data? (Yes/No)
a) If so, please specify.
	

	Monitoring processes
	23) Are there any supplier-side monitoring processes on systems that will store or process the bank's data? (Yes/No)
a) If so, how often are the indicator files reviewed?
24) Is there any monitoring of access to data the bank defines as sensitive or confidential performed? (Yes/No)
25) Is there any supplier-side monitoring of attempts to sign into infrastructure systems and management interfaces? (Yes/No)
26) Is there any supplier-side monitoring of changes done within infrastructure systems or management interfaces? (Yes/No)
27) Which fields are saved in the indicator fields? 
a) (please specify)
28) Are modifications to monitoring files blocked?
	

	Data encryption
	29) Is the bank's data, which will be stored by the supplier, encrypted when stored and when transferred over the network? (Yes/No)
30) If so, please specify the encryption algorithm the supplier uses, the size of the encryption key, where the encryption key is stored, and how often the encryption key is changed.
31) Is the bank able to control encryption keys? (Bring Your Own Key)
	

	Network issues
	32) Is the channel used for network communications between the bank and the supplier based on encrypted protocols (such as HTTPS, SSH or IPSec)? (Yes/No)
33) Does the supplier support dedicated lines between the supplier and the bank (such as IPVPN, MPLS, etc.)? (Yes/No)
a) If so, please specify.
	

	
	34) Is there a process in place for a regular review of communications laws? (Yes/No)
1. If so, please specify.
	

	Security updates and vulnerability detection
	35) Does the supplier routinely send out security updates of its computer systems? (Yes/No)
a) If so, how often are routine updates conducted?
36) Are operating systems updated?
37) Are databases updated?
38) Is third-party software updated?
39) Are hardware and network components updated?
	

	
	40) Does the supplier have a routine vulnerability management process? (Yes/No)
a) If so, please specify.
	

	Secured development processes
	41) Does the supplier conduct development in accordance with secured development methodology (such as OWASP)? (Yes/No)
a) If so, which methodology does the supplier use?
42) Does the supplier train developers on secure code development? 
43) Did the supplier assimilate SAST and DAST processes into its routine development processes?
44) Did the supplier conduct threat modeling processes?
	

	Surveys and penetration testing
	45) Does the supplier run data security surveys using an independent third-party entity? (Yes/No)
46) If so, has a data security survey been performed by a third-party independent entity in the past 12 months?
47) Can the bank receive a copy of the data security report and the penetration test run on the supplier's systems in the past 12 months?
48) Can the bank receive a copy of the internal audit report the supplier had run on its systems in the past 12 months? (Yes/No)
49) Can the bank run an audit on the supplier's premises? (Yes/No)
50) Can a representative of the Supervisor of Banks run an audit on the supplier's premises? (Yes/No)
51) Can the bank coordinate a data security survey on supplier-side systems storing or processing the bank's data? (Yes/No)
52) Can the bank coordinate penetration testing on supplier-side systems storing or processing the bank's data? (Yes/No)
	

	Handling data security incidents
	53) Does the supplier have protocols for handling data security incidents? (Yes/No)
	

	
	54) Is there an officer or a team in charge of handling data security incidents working for the supplier? (Yes/No)
a) If so, does this team handle data security incidents 24 hours a day, 7 days a week, or only during office hours?
	

	
	55) Has the supplier experienced data security incidents in the past? (Yes/No)
a) If so, please specify the severity of these incidents, and how they were handled.
	

	
	56) Which restrictions apply to the bank concerning receiving updates on data security incidents tied to the bank's data, including legal restrictions?
	

	
	57) Can the bank's representatives be allowed to take part in the data security incident investigation process concerning the bank's data? (Yes/No)
a) If so, please specify.
	

	Separation of environments
	58) Does the supplier separate development and production environments? (Yes/No)
a) If so, please specify.
	

	Employee awareness
	59) Does the supplier conduct employee training on data security? (Yes/No)
a) If so, how often?
	

	Physical access controls
	60) What physical access controls has the supplier put in place to protect systems that will store and process the bank's data?
	

	Certification
	61) Has the supplier obtained certification through an independent third-party entity (such as ISO 27001, SOC2, STAR, SSAE17, PCI) (Yes/No)
a) If so, please specify which certifications the supplier has obtained in the past 12 months (including updates its existing certificates)
62) Can the bank receive a copy of the certificates the supplier has obtained? 
	







Appendix A: Due diligence questionnaire on additional topics (human resources, business continuity, etc.)
	Subject
	Description
	Supplier comments

	Business continuity
	63) Does the supplier have business continuity processes in place? (Yes/No)
a) If so, are these processes documented?
64) When was a disaster recovery exercise last performed?
65) What services are listed in the supplier's SLA with the bank concerning systems that are to store or process the bank's data? (RPO/RTO)
	

	Backup processes
	66) Does the supplier routinely back-up systems that store or process the bank's data? (Yes/No)
a) If so, please specify how often backups are conducted, and whether the storage of these backups is encrypted.
67) If backup tapes are used, is there any documentation of the backup tapes and of who accesses them?
68) What are the physical access controls employed when transporting backup systems?
69) Does the supplier initiate any restoration processes to validate the reliability of these backups? (Yes/No)
	

	Change control
	70) Does the supplier have change control processes in place? (Yes/No)
a) If so, please specify.
	

	Contract termination and data deletion processes
	71) What options does the bank have available to end its contractual relationship with the supplier?
a) Please specify the processes.
	

	
	72) Are there any processes in place for deleting bank data stored or processed in the supplier's data centers once the contract is terminated? (Yes/No)
a) If so, please specify, while referring to the standards the supplier follows to delete the bank's data.
	

	Human resources
	73) Does the supplier have any employee recruitment processes in place that involve background checks, referrals or recommendations, polygraph tests or reliability tests?  (Yes/No)
a) If so, how often are these conducted? Are they performed on existing employees?
	

	
	74) Does the supplier have employee employment termination processes in place? (Yes/No)
	

	Third-party suppliers
	75) Does the supplier have a risk management process in place for working with third-party suppliers that provide services to the supplier? (Yes/No)
a) If so, please specify.
	

	
	76) Are there any third-party suppliers who will have access to the systems that will store or process the bank's data?
a) If so, how many such suppliers are there?
	





Appendix B: Due diligence questionnaire for cloud computing suppliers on data security (added to previous questionnaires)
	Subject
	Description
	Supplier comments

	Cloud computing supplier information
	77) What is the name of the cloud computing service supplier?
78) What is the geographical region of the cloud storage (Europe/U.S.)
79) Does the service provider have any experience connecting banking institutions to the cloud? 
a) (if so - please provide examples and references)
	

	Cloud computing service type
	80) What type of cloud computing service is the supplier providing to the bank?
81) Software as a Service
a) If the service is SaaS, please specify the name of the cloud computing service provider storing this service in its data centers.
82) Platform as a Service - PaaS
83) Infrastructure as a Service - IaaS
	

	Architecture
	84) Are the bank's data stored or processed in a multi-tenancy format, along with the supplier's other customers? (Yes/No)
a) If so, please specify how the bank's data is kept separate, and which controls are in place to prevent penetration among the supplier's customers.
85) Can a secure VC or tunnel be created, which is directly connected to the supplier's administration interfaces, and is dedicated to the bank, so that they will not be exposed to the WWW?
86) What is the supplier's cloud model (single tenant, VPC, multi-tenant)?
87) How does the supplier protect the cloud model dedicated to the bank?
88) What is the survivability model of the cloud components?
89) Is internal traffic in the cloud encrypted? 
a) (if so, please provide details)
90) Are the bank's data substituted with unique (one-to-one) values in the cloud computing system?
91) Is there a hybrid model in which part of the bank's data is stored or processed on the cloud computing supplier's side, and the other part is stored or processed on the bank's systems? (Yes/No)
a) If so, please specify.
	

	Authentication issues
	92) Is authentication for cloud computing services based on a protocol such as SAML, OAuth, or OpenID? (Which versions are in use?)
93) Are there services that do not involve authentication by users who are involved or who participate in the process of retrieving the bank's data?
94) Are there OTP capabilities for service authentication?
95) Which people working for the supplier have access to the bank's infrastructure, and at what level?
96) Can the access of the supplier's users be limited to the bank's cloud interfaces, on a need to basis, that will include securing approval from the bank?
	

	Monitoring processes
	97) Does the supplier expose API interfaces in order to monitor data security incidents in the systems that store or process bank data? (Yes/No)
a) If so, please specify.
98) Does the supplier expose access attempts and/or the execution of operations by members of the supplier's infrastructure team in the API interfaces? (Yes/No)
a) If so, please specify.
99) Does the supplier expose API interfaces in order to monitor command and control events in the systems that store or process bank data? (Yes/No) 
a) If so, please specify.
	

	Certification
	100) At what level does the supplier comply with the Cloud Security Alliance Matrix document (https://cloudsecurityalliance.org/research/ccm)
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