Hezbollah and Hamas's Methods of Recruitment and Operating Human Sources against Israel since the mid-2000s
Introduction:
Human intelligence (Humint), commonly defined as "a category of intelligence derived from information collected and provided by human sources,"[footnoteRef:1] is a very old method of intelligence gathering. This method has been known since biblical times. Examples include the twelve spies sent by Moses to explore the Promised Land, and Joshua who sent two spies into Jericho before conquering it. Joshua’s spies contacted a local woman called Rahab and learned from her about what was happening in the town.[footnoteRef:2] Furthermore, this was also the central method of information gathering available to army leaders throughout the ancient world who wanted to learn about the enemy.[footnoteRef:3] [1:  DOD Dictionary of Military and Associated Terms, Department of Defense, August 2021, p. 98.]  [2:  For more on information gathering in Biblical times, see: Rose Mary Sheldon, Spies of the Bible: Espionage in Israel from the Exodus to the Bar Kokhba Revolt, (St. Paul, Minn.: MBI Publishing, 2007). ]  [3:  See in detail: Rose Mary Sheldon, Intelligence activities in ancient Rome: Trust in the gods but verify (London and New York: Routledge, 2005).‏] 

Throughout history and to this day, every country operates intelligence services designed for humint activity. While research exists on state-run intelligence, the research on intelligence run by non-state players is still inadequate,[footnoteRef:4] including in the field of humint.[footnoteRef:5] This is despite the fact that the characteristics of the activities of non-state players are completely different, in many aspects, from those of states,[footnoteRef:6] which undoubtedly also affects the characteristics of the intelligence activity of these players. [4:  John A. Gentry, "Toward a Theory of Non-State Actors' Intelligence," Intelligence and National Security, Vol. 34, No.7, 2019, pp. 980-984. ]  [5:  Two central studies on the subject of humint of non-state players dealt with in this article are: Amir Kulick, "Hizbollah Espionage against Israel," Strategic Assessment, Vol. 12, No. 3, pp. 119-132; Netanel Flamer, “'An Asymmetric Doubling': A Non-state Actor Using the Method of Doubling Sources against a State-The Case of Palestinian Hamas against Israeli Intelligence," International Journal of Intelligence and Counterintelligence, Forthcoming. ]  [6:  Richard H. Shultz, transforming U.S. Intelligence for Irregular War: Task Force 714 in Iraq (Washington, DC: Georgetown University Press, 2020), p. 28.] 

During the years of conflict with Israel, Hezbollah and Hamas have been working on gathering intelligence on Israel. In the case of Hezbollah, from its establishment and until the Second Lebanon War, including during periods of warfare, the organization operated observation outposts that gathered information about the IDF, collected information from the open media and even listened in on the tactical communications of IDF forces in a way that challenged the IDF and exposed some of its secrets.[footnoteRef:7] Hamas too works extensively to gather information about Israel, using organizations designated for this purpose, such as the Military Intelligence Department (MOD).[footnoteRef:8] As part of their intelligence activities, the two organizations emphasize the operation of human intelligence within Israeli territories. During the periods in which Israel remained within southern Lebanon (until the withdrawal in 2000) and in the Gaza Strip (until the withdrawal in 2005), humint activity was limited to these territories. After the withdrawal, and in the case of Lebanon more so after the war in 2006, when Hezbollah was forced – at least ostensibly - to "lower its profile" near the border with Israel, the organizations had to find new routes to infiltrate Israel across the border to obtain intelligence.[footnoteRef:9]  [7:  Winograd Commission, Final Report of the Commission to Investigate the Lebanon Campaign in 2006 – Vol. 1, January 2008, p. 456-457 [Hebrew]. ]  [8:  Flamer, "'An Asymmetric Doubling". ]  [9:  Kulick, "Hizbollah Espionage," pp. 125-126.
] 

The purpose of this article is to examine the characteristics of the humint activities of Hezbollah and Hamas from the mid-2000s to the present day. The article analyzes many cases of agents being run by the two organizations, most of them based on official sources in Israel and legal proceedings, while classifying them into four main categories that the two organizations found to be ideal routes for this activity. In doing so, the study seeks to add a tier to the understanding of Hezbollah and Hamas' intelligence activities in their battle against Israel, as well as to the research regarding the intelligence of non-state actors in general in their asymmetric warfare against states.

Recruitment and operation of Israeli or foreign citizens with ties to Israel arriving in Lebanon and the Gaza Strip
Hezbollah took advantage of the arrival to Lebanon of those with ties to Israel for humint purposes. A notable story from this period is that of Hassan Hizran, a 55-year-old Swedish citizen of Palestinian-Lebanese descent living in the city of Malmo, who came to Lebanon in 2009 for the wedding of his daughter to a local dentist, where he met an acquaintance named Tarek Issa. Issa introduced himself as the person in charge of the Burj refugee camp and told him of an organization called "Jundallah" that operated within Hezbollah. In a conversation between them, Hizran said that he had relatives in Israel and that he planned to visit them in the near future. Issa apparently recognized the benefits inherent in running Hizran: a foreign citizen, relatives in Israel, and someone whose father was a member of the Popular Front (so he also had a suitable ideological background). Issa suggested that he meet with Hezbollah members and Hizran agreed. After about a week, the two parties met in Lebanon, at a restaurant owned by Hezbollah. Hassin Abu Ali represented Hezbollah at the meeting, and they only discussed Hizran’s personal life. Hassin Abu Ali coordinated another meeting with Hizran which took place ten days later, at a gas station. Hizran was driven for about 20 minutes and taken out of the vehicle with his eyes blindfolded. He was ushered into a room where he met a man who introduced himself as Abu Jafar, a Hezbollah intelligence operative. Abu Jafar described the organization’s objectives, and asked Hizran to help the organization and enter Israel to assist in recruiting locals to gather intelligence for the organization. During the meeting, Hizran was asked many questions about his life, about people with whom he was in contact, as well as about his upcoming trip to Israel to visit his relatives from the town of Sha’ab. Abu Jafar recorded all the details provided by Hizran and told him that Hezbollah's main mission at that time was to recruit Israeli Arabs for intelligence activities. Abu Jafar was particularly interested in one of Hizran's relatives who worked as a photographer at events and weddings, since he believed that this relative must know many Jews and could recruit for the organization. Hizran was explicitly asked to recruit him, although he told Abu Jafar that it could jeopardize his relative’s life. [footnoteRef:10] 	Comment by V R: I was not sure what was intended here:
חזבאללה אף ניצל חזבאללה הגעתם של בעלי זיקה לישראל ללבנון לשם הפעלה יומינטית.	Comment by V R: I added this	Comment by V R: Sha’ab is referred to as a town on the internet, rather than a village as in the text. [10:  According to information provided by Hizran during his interrogation in Israel, reported by Yossi Eli, "this is how Nasrallah tried to infiltrate the Holy of Holies of Israel's Security," Walla, September 26, 2015, https://news.walla.co.il/item/2891771#!/wallahistory; Announcement by the GSS “A Swedish national of Lebanese descent has been arrested on suspicion of passing intelligence to Hezbollah”, August 8, 2015. https://www.shabak.gov.il/publications/Pages/NewItem090815.aspx] 

Before Hizran was sent to Israel, he was briefed in detail by Hezbollah on how to camouflage his arrival. He was asked to arrive on a direct flight from Sweden without passing through any Arab country on the way. In addition, he was instructed not to talk at all about his connection with Hezbollah, especially over the phone. At that time, he was also given $ 2,300 by Hezbollah operatives. Hizran was sent back to his home in Sweden, and the Hezbollah operatives told him that they would make sure to contact him, but they did not. In 2010, Hizran arrived in Israel. He traveled to many places in Israel, on both sides of the Green Line, and also joined his relative the photographer at events where he worked. In 2011 he visited Lebanon again. Four days after his arrival, Issa approached him and told him that Hezbollah operatives were interested in meeting him. His eyes were blindfolded again, and he was taken to a safe house and put in a room with a map of Israel hanging on the wall. A man entered the room and introduced himself as Abbas Al-Musawi. He questioned Hizran about his stay in Israel. Initially, he asked him for details about Ben Gurion Airport: the process that passengers entering Israel go through and the security arrangements at the airport. Hizran described the process to him and to his interlocutor’s surprise said that he entered Israel without any delays or unexpected occurrences. At this meeting, he received $ 800 from the Hezbollah operatives. Hizran returned to Sweden and told to wait to be contacted. Another similar meeting was held in Lebanon in 2013. [footnoteRef:11]  [11:  Eli, "This is how Nasrallah tried…”; GSS, “A Swedish national has been arrested.”] 

The next significant stop was in 2015. When Hizran visited Lebanon again, he told the Hezbollah operatives that he did not want to meet with them again. Al-Musawi’s response was aggressive and Hizran was threatened and told that he must cooperate. He was asked to provide information on weapons and ammunition centers in the Sakhnin area, military sites with weapons depots and tank concentrations, and was also asked to recruit a person with as many contacts as possible with Jews or security and government officials. He refused and said he had come to take care of personal matters, but Issa told him that he could not refuse and that this was a directive from senior officials. He passed on threatening messages to Hizran that Hezbollah members controlled the airport and could prevent him from leaving Lebanon. In light of this, Hizran agreed to meet with Hezbollah operatives once again. Four days later a meeting place was arranged, near a shoe store in the Dahieh suburb. Hizran was approached by a young man, who asked him to identify himself and took him on a motorcycle to the parking lot. There Hizran met two people who blindfolded him, and he was taken by elevator to an apartment, where he met Al-Musawi. Hizran repeated his refusal to work for Hezbollah but was again threatened. Al-Musawi asked him about his next visit to Israel, and Hizran replied that it may take place that year. At that time, Al-Musawi asked him to gather information about planes and to travel to the Dimona region and photograph the area, referring apparently to the area of the nuclear reactor. In addition, he asked him to contact Israelis and emphasized to him once again that if he did not cooperate with Hezbollah, he would suffer the consequences. Hizran was arrested upon landing in Israel on July 21 by Israeli security forces before he could carry out his mission.[footnoteRef:12]  [12:  Ibid.] 

Hamas also worked on recruiting and handling Israeli citizens who came to the Gaza Strip, taking advantage of the phenomenon of children from mixed families, i.e., people with one parent who was an Israeli citizen, and recruited them for their ability to obtain Israeli citizenship or passports and enter Israeli territory to gather intelligence. Rami al-Amoudi, a 30-year old from the Gaza Strip, was the son of an Israeli Jewish woman and a Palestinian father. He’d lived in Khan Yunis his entire life, without contact with his mother. Towards the end of 2017, he contacted her again, and in a process that lasted several months, received an Israeli identification card that he used to move to Tel Aviv—Jaffa in November 2019. Before entering Israel, Al-Amoudi was contacted by a Hamas operative who recruited him to the organization and instructed him how to stay in touch securely. To that end, al-Amoudi bought a cell phone in December 2019 and downloaded software as instructed (Telegram) to stay in touch with his handlers. He even contacted them, but it seems that he did not manage to gather any information before being arrested.[footnoteRef:13]  [13:  According to the particulars of the indictment, published in several outlets, including: Gilad Morag and Yoav Zeitun, “Charge: Hamas recruited two Israeli agents from Tel Aviv and Lod” (Hebrew), Ynet, January 27, 2020. https://www.ynet.co.il/articles/0,7340,L-5667215,00.html; Carmella Menasheh and Tsah Shpitsman, “Shin Bet exposes Hamas espionage activity on Israeli soil” (Hebrew), Kan, January 27, 2020, https://www.kan.org.il/item/?itemid=65652] 

Rajab Daka, who was 34 at the time of his arrest, was the son of an Israeli mother, a Lod resident. In 2017, he tried to get an Israeli passport on that basis. He moved to Israel but was allowed to visit the Gaza Strip from time to time, as his wife and five children still lived there. He, too, was recruited to Hamas by an operative named Mithqal Rasei , 32, from Beit Lahiya, and instructed to buy a cell phone and SIM card to stay in touch with his handlers. From October 2019, at least, he carried out various intelligence missions at the behest of his Hamas handlers. He photographed and documented army bases and sites, such as the location of an Iron Dome battery (in the Jaljulye region), and transmitted photos and locations to Hamas personnel. Other sites about which he reported included the Dan Region Headquarters of the Home Front Command in Yehud, Beit Hashoter in Tel Aviv, the Israel Police Unit 433 Headquarters in Lod, an IDF base near Ramallah, and a prison in the Hasharon Detention Complex. During the round of fighting called Black Belt in Israel (November 2019), which began after the assassination of a senior figure in the Palestinian Islamic Jihad in the Gaza Strip, Rajab was asked to identify the locations where the rockets fired at Israel fell and report them to Hamas members. He did in fact report on the rocket hits in Israel’s center and in the Shfela, Ashdod, Ashkelon, and Eshkol region. He was also asked to point out other candidates for Hamas recruitment; he ended up passing on information about someone he was working for whom he suspected of being a member of Israel’s General Security Service.[footnoteRef:14] 	Comment by V R: Radi’ – in the original English text I received.
Rasei in this article: 
https://www.middleeastmonitor.com/20200128-israel-has-uncovered-hamas-spy-cell-in-tel-aviv/	Comment by V R: The original I received was in English - is this the correct name? Checking as I could not find reference to this campaign name from English sources on the internet.	Comment by V R: In the original English the word “lowlands” was used.  It’s not usually used in descriptions of Israel.  I changed to Shfela. [14:  Ibid.] 


Recruitment and operation of Israeli citizens making pilgrimages to Mecca
For recruiting purposes, Hezbollah and Hamas specifically took advantage of the pilgrimage made by Israeli residents to Mecca to fulfill the commandments of Haj or Umrah. Hezbollah recruited Zaher Yusfin and his brother, residents of Shfaram, who had been going on pilgrimage to Mecca since 2000. In 2007, during the Umrah, a Hezbollah man named Abu Ismail approached Yusfin, and invited him to a dinner with himself and another man named Khaled al-Nabusi. In the meeting that took place the following day, Khaled introduced himself as a member of the Lebanese resistance. From that time, for a number of years, the three men (sometimes joined by Yusfin’s brother) would meet on various occasions and they even received gifts from al-Nabusi. In one of the meetings, Yusfin spoke with Abu Ismail about the Second Lebanon War and Hezbollah's involvement in the war, and also discussed the location of missile hits during the war. He also pointed out other groups of Israelis in Mecca for Abu Ismail, apparently for the purpose of expanding the potential for recruitment. They remained in contact, and in August 2012, Yusfin arranged a meeting with Abu Ismail and Khaled, and as part of the conversation, Abu Ismail requested information on military bases within Israeli territory. Yusfin was asked about the IDF base at Rosh Hanikra and another base located between Haifa and Acre. Regarding the last base, Yusfin replied that it did exist and that it could be seen from the main road. At that time, he was asked by Ismail to photograph the base and refused. However, he was asked to pass on an envelope containing items for a resident of Shfaram, which he did (apparently as a test mission). The connection was severed with Yusfin’s arrest in late 2012. It is worth noting that during the operation, it became clear to Yusfin that the same Hezbollah handlers had approached a friend of his from Israel to work for the organization.[footnoteRef:15] 	Comment by V R: Article with name spelling: https://www.timesofisrael.com/arab-israeli-man-charged-for-aiding-hezbollah/ [15:  Criminal case no. 4664/13, Zaher Yusfin vs the State of Israel, p.2-6, (published in Nevo, 8 July 2013) (Hebrew); Detention Case no. 1039/13, the State of Israel vs Zaher Yusfin, p. 1-2 (published in Pador, 26 June 2013) (Hebrew).] 

Ismail Suleiman, 27, from the village of Hajajra (near Nazareth) traveled to Mecca in September 2008 to make a pilgrimage as part of an organized group. There, he and his friends met a Lebanese man of Palestinian origin, who introduced himself as Abu Qassem and asked if they were from Israel. When they responded in the affirmative, he asked if he could be in touch with them and Suleiman gave him his Saudi phone number. The two met a few days later. At the meeting they discussed Suleiman's religious views as well as his opinion on the Second Lebanon War. During the meeting the operative suggested that Suleiman enlist and work for Hezbollah, and Suleiman agreed to do so. [footnoteRef:16] 	Comment by V R: Article with name spelling:
https://www.inss.org.il/he/wp-content/uploads/sites/2/systemfiles/(FILE)1259664045.pdf [16:  Criminal case no. 2455/09, Ismail Suleiman vs. the State of Israel, p. 2 (published in Nevo, 17 June 2009) (Hebrew).] 

Suleiman was then asked to start looking into ways in which he could gather information about important sites in Israel, such as IDF bases. Abu Qassem briefed him on how to carry out information gathering missions under the guise of innocent trips with his wife, and to be photographed with his wife with military bases in the background. He also briefed him on sending encrypted messages when he had valuable information for him, so that they could arrange how the information would be transferred and instructed him how to behave in the event that he would be questioned by the Israeli security forces. For example, he was not to reveal Abu Qassem's identity to the investigators. Qassem even asked Suleiman to come to Saudi Arabia once more during the Ramadan to meet with him and other Hezbollah operatives to coordinate further activities. Suleiman gave Abu Qassem his Israeli phone number and email address for further contact. After Suleiman returned to Israel, the operative tried to contact him by email. He sent three emails, but Suleiman did not respond. In Operation Cast Lead (January 2009), Suleiman tried to contact his handler by email on his own initiative but was arrested by Israeli security forces before receiving any response.[footnoteRef:17]  [17:  Ibid., together with details of the indictment brought by Eli Ashkenazi and Yoav Stern, "Cleared for publication: Israeli citizen arrested on suspicion of spying for Hezbollah", March 1, 2009. https://www.haaretz.co.il/news/politics/1.1248140] 

[bookmark: _Hlk89055494]Hamas also exploited the pilgrimage to Mecca as a base for recruitment and operation. For example, in 2007, while Eyad Abu Arja was on Hajj in Mecca, his old friend Saleh Abd al-Karim Altamoni introduced him to Hamas operative Abu Salah Nazmi. Abu Arja, who was living in Saudi Arabia, held dual Australian-Jordanian citizenships. At the meeting, Abu Nazmi suggested that Abu Arja help Hamas and probed him on his knowledge of encryption. Abu Arja demurred, but said that, as a computer geek, he would try to find out about encryption. Abu Nazmi gave Abu Arja the code name Bashar and the two decided that future communication between them would be conducted through Altamoni. After trying to learn encryption, Abu Arja informed Altamoni that the subject was too complex for him and that he could not be any more help. Therefore, Saleh Altamoni arranged with Abu Arja for a Hamas emissary to come to Riyadh to meet him. An emissary indeed arrived to debrief Abu Arja about his life and activities.[footnoteRef:18] 	Comment by V R: spelling from article in the JP.
Orig English I received: I’ad Abu ‘Arjah
https://www.jpost.com/middle-east/30-months-for-aussie-citizen-who-aided-hamas	Comment by V R: original English received: Salih al-Tamuni, name changed according to jpost article above. [18:  Criminal Case 27905/11, State of Israel vs Eyad Abu Arja, pp. 1-2 (published in Pador, January 5, 2012).] 

Over 2009 and 2010, Altamoni asked Abu Arja to get hold of encrypted technologies, such as encrypted mobile devices, panoramic photography devices, and missile detection and guidance technologies. Abu Arja agreed and tried to source them. He was finally able to buy Altamoni a tripod and panoramic camera. At the same time, Abu Arja was also asked to find an Israeli with dual Australian-Israeli citizenship for Hamas recruitment. In the month of Ramadan 2010, a different Hamas emissary code-named Dr. Barhan came to Mecca and gave Abu Arja a new code name, all of which was coordinated by Altamoni.[footnoteRef:19]  [19:  Ibid, p. 2.] 

In 2011, Abu Arja wanted to visit Israel and he informed Altamoni and Abu Nazmi of his plans. After a failed attempt to a hold a preliminary meeting in Syria, Dr. Barhan arrived in Riyadh where Abu Arja was asked to pay close attention to how he was treated at the Israeli airport on arrival and upon departure and see if he aroused suspicion. He was also told to attend several computer and high-tech expos during his stay in Israel and contact Israeli companies. He was furthermore instructed to wander through commercial centers and photograph them and come home with maps and materials about tour routes. At this meeting, Abu Arja handed over the panoramic photography equipment he had purchased for Hamas to Dr. Barhan. Abu Arja was arrested right after landing in Israel on March 24, 2011.[footnoteRef:20]  [20:  Ibid.] 


Recruitment and operation of Israeli citizens from other Arab states
Rawi Sultani, an Israeli Arab who lived in Tira and was active in the Balad movement, traveled to Ifrane, Morocco, in August 2008 to participate in a camp of "Arab National Youth" as part of the Balad delegation. Representatives from other Arab countries also took part in the youth camp. During the discussions in the camp, he met Salman Harb, a member of the Lebanese delegation. Salman revealed that he was a Hezbollah operative and showed him films related to the organization's activities during the Second Lebanon War. Sultani mentioned, in passing, that he usually trained at the same gym as the then chief of staff, Gabi Ashkenazi. The two exchanged contact information, and after his return to Israel Sultani received an email from Harb. They also had a conversation on Facebook, in which they arranged to meet in Poland as Sultani was due to visit his brother who was studying medicine there. In December 2008, Sultani flew with his family to the city of Wojciech in Poland and contacted another Hezbollah representative, known as "Sami". Sami had been introduced to him as Salman Harb's brother and would be meeting him on the pretext that Salman himself had not received a visa to travel to Poland. They arranged to meet the next day.[footnoteRef:21]	Comment by V R: Name spelling from https://www.ynetnews.com/articles/0,7340,L-3769627,00.html [21:  Serious criminal case no. 23128/08, the State of Israel vs. Rawi Sultani (published in Nevo, 6 April 2010) (Hebrew)] 

At their meeting, Sami introduced himself as a Hezbollah representative and extensively detailed the organization's request from Sultani to gather information for the organization about sites in Israel, military bases and important figures. In addition, Sami explained that Hezbollah operatives wanted as many details as possible regarding the chief of staff, Gabi Ashkenazi: how he got to the gym, his security arrangements during training, the number of security guards and how they were armed, where they were located in relation to the chief of staff and how the chief of staff was dressed during training. He also asked for information about the gym itself: the location of the gym, its structure and facilities, access routes to the place and how gym members and guests entered the complex, security arrangements, location of security guards and how they were armed. Sultani already shared all the information he had concerning these questions in detail at this meeting, and the two arranged to meet again the following day. [footnoteRef:22] [22:  Ibid., p. 3.] 

At their next meeting, Sami set up the organization's communications arrangements with Sultani. Sultani received a dedicated email address with a password prepared by the organization for operational purposes. In addition, he received a disk with an encryption program in order to communicate securely after his return to Israel. Sami instructed him how to install and use the program. Sultani also received a small sum of money to buy additional disks. The disk with the encryption software would be placed among them as camouflage so that he would not be caught. On this occasion, Sultani, at Sami's request, provided the names and details of his friends studying abroad so that Hezbollah could contact them and try to recruit them for the organization. Before parting, Sami asked Sultani to gather more information about the gym in Kfar Saba where he trained with the Chief-of-Staff, and about his visits to the place. The two maintained contact from time to time through computer correspondence until at least June 2009. In August 2009 Sultani was arrested and the relationship was severed.[footnoteRef:23] [23:  Ibid., pp. 3-4.] 

Wafa Al-Jeluni, a resident of Judea and Samaria, traveled to Jordan in June 2008 on the occasion of his nephew's engagement. While there, he met two people, known as Abu Ayman and Abu Nadal. Based on his previous acquaintance with Al-Jeluni from time they spent together in prison, Abu Nadal approached him to help him and his organization recruit activists in Judea and Samaria. Although this was not explicitly stated, Al-Jeluni realized that Abu Nadal and Abu Ayman were Hezbollah operatives. He was equipped with a disk with encryption software to keep in touch with the organization. When he arrived in Israel, his son Muhammad helped him run the software, but they were unsuccessful. In light of this, he contacted Abu Nadal and received a new password, the encryption program worked and the two started corresponding. Al-Jeluni was asked to gather information on military sites in Israel, the locations of checkpoints and IDF movements in the area. He was also asked to recruit more Israeli Arabs. He refused, claiming that he was a resident of the territories and could not enter Israel without a permit. Al-Jeluni informed Abu Nadal that he was due to attend a wedding in Jordan in September 2008 and the two met again. At this meeting he said he had not been able to help the organization due to health issues. He received $800 from the organization to buy a computer to continue with his activities. However, on his return to Israel, he again sent a message saying that he would not be able to help. In February 2009 Abu Nadal again asked Al-Jeluni to help locate young people in Israel for recruitment, and immediately afterwards Al-Jeluni was arrested, ending the relationship.[footnoteRef:24]	Comment by V R: It looks like this name may be AlAjlouni – couldn’t find spelling. Site with the Hebrew name:
https://www.informer.co.il/court.asp?id=406376	Comment by V R: changed this as Abu Nidal is the subject [24:  Family appeal (Judea and Samaria Region) no. 1076/09, Wafa Halmi Aashur Al-Jeluni vs the Military Prosecutor, pp. 1-2 (published in Nevo, May 10, 2009); Case no. 2083/09, the Military Prosecutor vs. Wafa Halmi Aashur Al-Jeluni, pp. 1-2 (published in Nevo, February 1, 2010) (Hebrew).] 

Hamas also made use of the presence of Israeli citizens in Arab countries. Murad Kamal of Jerusalem was a pharmacy student in Jordan when he was recruited to Hamas’ military wing by Murad Nimr, also of Jerusalem, whom he had known since their days as high school classmates. After Kamal finished his studies in Jordan, he moved to Dubai for work and kept in touch with Nimr and other Hamas operatives in Turkey. In June 2009, Nimr was sent on a Hamas mission to gather information about locations in Israel, including major highways, and he invited Kamal to join him. During June of 2009, the two traveled through Israel every weekend by car, chauffeured by Nimr’s cousin as neither Kamal nor Nimr had a driver’s license. They told the cousin that they were gathering information for an academic project. During these outings, they noted the major roads (the Tel Aviv-Jerusalem highway, the Trans-Israel highway, the old and new coastal route, the trans-Samaria road, and Highway 3) and took over 100 photos. In August 2009, Nimr left for Saudi Arabia where he passed the information on to Hamas operatives. He was paid for his work and received money for future missions.[footnoteRef:25] [25:  Serious Criminal Case 312/10, State of Israel vs Murad Kamal, pp. 1-2 (published in Pador, January 31, 2011). (Hebrew).] 

In November 2009, the two switched to traveling by motorcycle; Kamal had made a point of taking motorcycle lessons specifically for this purpose. Two days after passing his driving test, they started riding throughout Israel, taking in the Central Bus Station in Jerusalem, the bus stop in French Hill, and other places with a lot of foot traffic. They entered various sites to evaluate the guards and the various security checks to test the level of security, and took video of the places they visited. After editing the video and adding other data (such as maps and aerial photos), they prepared to transmit the information to Hamas personnel in Turkey. In January 2010, the two were arrested by Israeli security forces.[footnoteRef:26]	Comment by V R: material received in English
note: “riding throughout Israel” is followed by examples from Jerusalem only. [26:  Ibid, p. 3.] 


Recruitment and handling through social networks and the internet
During the period in question, the internet and social networks began to serve as a fertile ground for contact and operation of recruits by Hezbollah. In June 2009, Amar Hashima approached Hezbollah via email to its website, Al-Manar, and offered his services as a translator of Hebrew and English articles into Arabic. Hashima was about 30 years old at the time, an Israeli citizen who worked in educational institutions as a secretary and teacher with no criminal record. They responded in the affirmative and sent him a number of articles which Hashima translated and sent back to the Hezbollah operatives. They then contacted Hashima by email and asked to meet him in Europe, but he refused. He was asked to translate more articles but replied that he was unable to do the translations as he was traveling to Syria. The Hezbollah operatives then suggested that he should send them an email after his arrival. On 17 July 2009, while he was in Damascus, he sent an email to the Al-Manar site, in which he noted that he was in Damascus and gave the details of the hotel he would be staying at in Aleppo. The next morning an envelope was left at the hotel reception for him with 150 dinars and a disk, and he was told that everything would be clarified on his return to Israel.[footnoteRef:27]	Comment by V R: I could not find source for spelling [27:   Serious Criminal Case no. 652/09, the State of Israel Jerusalem District Prosecutor vs. Amar Hashima, p. 1-2 (published in Nevo, March 22, 2010). (Hebrew)] 

After about two weeks, when Hashima returned to Israel, Hezbollah operatives explained that the disk contained an encryption program called "Splitter" and that he had to purchase a new computer and from then on send messages using the software and the code name "Khaled". Hashima was asked to gather information for Hezbollah on military bases, civilian infrastructure (such as communications and electricity facilities), details of people connected to the security field in Israel, and to find additional sources that could provide information. Hashima complied with the request. Over about a month, Hashima transmitted eight encrypted messages using the software, with responses to the organization's requests. He provided information on the deployment of forces at the Border Police base in Sheikh Jarrah in Jerusalem, the division of the districts of the Israel Police and the location of the police stations, general information about the naval base in Eilat and on its use by special units, information on the border police base near Beit Horon, on a base in Tel Aviv with a helicopter pad where the General Staff Reconnaissance Unit (Sayeret Matkal) trained and was secured by a fence and cameras, the location of government offices, as well as information about police officers and police investigators. It is clear that the information was a combination of information he saw with his own eyes, information he gathered from open sources on the internet, and unreliable information that he himself concocted. It is clear that in this case contact and recruitment, operation and transfer of information were carried out, but the contribution of the information collected for Hezbollah was not significant. [footnoteRef:28] [28:  Ibid., p. 2.] 

In April 2016, Mustafa Bisharat made contact via Facebook with Muhammad Abu Jadian, a Hezbollah operative (Unit 133) operating from the Gaza Strip. Abu Jadian suggested that Bisharat enlist to act for Hezbollah and he agreed. He opened a dedicated e-mail address and received an encryption program, which he was unable to operate properly. He was instructed to identify himself in his letters as “Al-haj do Alfkar” in order to camouflage his identity. Bisharat initially presented himself to his handlers as someone who could reach retired IDF officers living in Judea and Samaria and asked for assistance from Hezbollah members in preparing explosive devices. The contact with Hezbollah was later severed without further activity and Bisharat deleted the correspondence from his email inbox. Meanwhile, during this period, Abu Jadian acted against other activists, and another Hezbollah handler named Balal operated a cell in Judea and Samaria led by Mustafa Hendy. The activation and recruitment were similar, including emphasis on the secrecy of communications and on "lowering the profile" of those involved, such as changing their names or removing their profiles from Facebook, in order to make it difficult for security officials to identify them. The main part of the operation concerned the carrying out of actual attacks and not the gathering of intelligence information, and therefore this matter will not be discussed in further detail here. [footnoteRef:29]	Comment by V R: I could not find a source for spelling [29:   Appeal no. 1160/18, Military Prosecution v. Mustafa Ali Mahmoud Bisharat, p. 201 (published in Nevo, July 4, 2018); Information from the GSS spokesman quoted in the article by Amir Bohbot and Shabtai Benedet, "Cleared for publication: Hezbollah recruited Palestinians for shooting attacks and suicide bombings in Israel", Walla, August 16, 2016. https://news.walla.co.il/item/2988790. (Hebrew). ] 

In 2018, a source from Hezbollah in southern Lebanon called "Ali" contacted a 25-year-old Israeli citizen who was living in Be'er Sheva at the time via Facebook. After a short time spent getting to know each other, the civilian was asked by Ali to carry out various intelligence missions for Hezbollah, in particular photographing infrastructure and security sites in Israeli territory. She photographed many sites in Israel for her handler, such as the Baha'i Gardens and the Haifa port, the Air Force base in Hatzerim and its museum. She also photographed the movement of military vehicles on various roads - about twelve vehicles while driving on Route 6, and a number of other vehicles in the Hebron area. She was then sent a map of the city of Be'er Sheva and was asked to photograph the city from the window of her house. She did so and sent the pictures to Ali. He told her that in one of the pictures he could see a mast that appeared to be connected to the Iron Dome system. He therefore asked her to tour the area and send him pictures of the system. The Israeli civilian did as she was told, and equipped with binoculars, photographed the Iron Dome battery that was indeed there, as well as another military base in the southern part of Israel. In the summer of 2019, she was sent to the Erez crossing area to photograph the site; although a soldier at the site told her that it was a closed military area, she photographed the crossing, a military post nearby as well as vehicles that were at the site and sent the photos to Ali via Facebook. In September 2019, during a period of tension between the IDF and Hezbollah, she was asked to come to the Rambam Medical Center in Haifa, to photograph the hospital and especially the entrance to the emergency room and the operating theaters. Since she was in Be'er Sheva at the time, she asked a friend to do this for her. The friend agreed, and the photos were sent by the Israeli citizen to her handler. [footnoteRef:30] [30:  “Cleared for Publication: The Central District Attorney's Office (Criminal) filed an indictment this morning in the Central District Court against a 25-year-old Israeli citizen and resident for contact with a foreign agent, providing information to the enemy with the intent to harm state security (multiple offenses) and providing service to a terrorist organization." Central District Attorney's Office, March 30, 2020.] 

Hezbollah also used this Israeli citizen for the purpose of gathering open information and observing the mood of the country. In this context, during 2019 she was added by Ali to a WhatsApp group called "Know Your Enemy", and as part of the group's activity one of its administrators approached her and asked her to translate an article from the Israeli media from Hebrew to Arabic for him. In December 2019, her handlers located a lecture that was to be held in Israel on Israel-Hezbollah relations. The citizen was given precise instructions to attend the lecture, and to ask the reporter a specific question: Is there a possibility for war between Hezbollah and Israel? She agreed and did so, recorded the journalist's answer and sent the recording to Ali. During this period, she was asked to photograph a military base that, according to her handler, was located near Tel Aviv University, but she refused to comply with the request. [footnoteRef:31] . Shortly afterwards, she was arrested by Israeli security officials. [31:  Ibid.] 

Hamas started using the WhatsApp platform in several ways to carry out humint activity. The first was by impersonation and creating fictitious profiles. In July 2019, the IDF uncovered Hamas activity against soldiers to elicit information from them. Hamas personnel contacted soldiers via WhatsApp, introduced themselves as soldiers, and asked their interlocutors questions about their routine activities. A soldier in Paratrooper Brigade 890 received a WhatsApp message from someone he didn’t know but whom he identified as Israeli (because of the +972 country code) who claimed he was also a soldier. He asked for the brigade’s training graph and operational activity dates. To enhance his credibility, the Hamas operative sent a document the organization had procured with the unit’s training schedule. Similar activity was carried out against other soldiers in field units, such as Golani and Nahal.[footnoteRef:32]  [32:  Based on information submitted by the IDF and published, inter alia, in: Yoav Zeitun, “Hamas intelligence targeting soldiers via WhatsApp: ‘What’s up, bro? Have the sked?’” (Hebrew) Ynet, July 14, 2019, https://www.ynet.co.il/articles/0,7340,L-5550055,00.html; Hanan Greenwald, “Terrorists tried to attain classified information from soldiers” (Hebrew), Israel Hayom, July 14, 2019, https://www.israelhayom.co.il/article/674013] 

Hamas also uses WhatsApp as a platform for humint operations among groups of Palestinians and Israeli Arabs run by the organization. These groups contain propaganda and materials about Hamas. The groups are also used to gather intelligence. A prominent example is from the period after the General Staff Reconnaissance Unit’s operation in Khan Yunis in November 2018. In a covert operation, which Hamas dubbed Spearhead, an elite undercover IDF unit was exposed by Hamas operatives. In the ensuing firefight, one of the soldiers was killed, while the others managed to escape back to Israel. Hamas’ security institutions carried out an in-depth investigation of this incident, in the course of which they tried to gather information about the details of the operation and its participants also via humint as described below.
Another example is the story of Hussain Huari, 20, who had lived for most of his life with his father in Nablus until he moved to Jatt to live with his mother in 2018. On the advice of a friend, Karim Issa, he participated in Kutlah Islamiyah activity, which included Hamas propaganda. Since the incident in Khan Yunis, Huari had become very interested in Hamas activity, and read what he could find about the organization on the internet and in social media. In 2018, he joined four WhatsApp groups identified with Hamas, one of which was called Kata’in al-Shahid Izz al-Din, the name of Hamas’ military wing, and corresponded with a group administrator. After the IDF action that was exposed in Gaza, someone named Abu Ubaidah, a Hamas operative living in Gaza whose real name was As’ad and who was the administrator of one of the groups, asked group members to obtain information about the identity of the General Staff Reconnaissance Unit members who had participated in the action. Huari, who thought he knew one of them, contacted the group administrator and gave him the details he knew. According to him, the information was passed on to a Hamas body called the Military Communications Administration.[footnoteRef:33] 	Comment by V R: The military wing is referred to on English language sites as: Izz al-Din al-Qassam Brigades. Checking whether the name given here is that of the group itself, or a different name for the military wing. [33:  Detention until the End of Proceedings 19-02-18951, State of Israel vs Hussain Huari (Detention), pp. 1-2, 4-5 (published in Nevo, March 26, 2019). It is unclear if the meaning is “Information Office”, or another entity connected to communication.] 


Analysis of the characteristics of Hizballah and Hamas's HUMINT activity against Israel since the mid-2000s
The picture presented above illustrates how Hezbollah and Hamas worked in the mid-2000s to find routes for recruiting and handling human resources inside Israel. The four main routes presented above demonstrate how Hezbollah and Hamas have made the most of what is available to them as non-state actors, that do not have at their disposal large and state-owned intelligence organizations and advanced technology, in order to carry out effective humint activities. In doing so, four key aspects of this activity can be pointed out:
1. Recruitment of minorities - It can be seen that the vast majority of the people used by Hezbollah and Hamas to gather intelligence are members of minorities with Israeli citizenship or those who are in contact with such people. It is evident that the organizations see this population as the main potential for recruitment for two reasons. First of all, there is a greater probability of ideological identification and willingness to work with the organization due to ethnic origin and common religious belief, which is a major motivator for cooperation alongside complementary motives (mainly money, pressure and threats). Secondly, these minorities travel to countries that are easier for the organizations to work from, as will be discussed further in the next paragraph.
2. Contact points for communication - Hezbollah and Hamas are using their ability to assimilate and work more easily in Arab countries, certainly inside Lebanon and the Gaza Strip, in order to operate their sources. Arab Israeli citizens often travel to Arab countries for apparently innocent reasons, such as visiting relatives or for religious purposes, and thus there is potential to establish contact for a humint operation with less likelihood of exposure.
3. Use of commercial technology - Technological development in recent decades has enabled organizations such as Hezbollah and Hamas to carry out humint activities more easily than in the past. Through social networks, emails and messaging software, organizations are able to establish contact, recruit and run resources inside Israel, regardless of geographical location. Furthermore, the ability to mark sites using location software, such as Google Maps, also enables fast, available and accurate information transfer. In addition, technological development also makes encrypted communications possible, thus making it difficult to uncover communications between the organizations and the sources operated by them.
4. Access to quality information through civilian sources - It is difficult for Hezbollah and Hamas to penetrate the security organizations in Israel and recruit human factors from the "secret core" of Israel. They have therefore worked over the years to reach as much information as possible through civilian sources. Here too they have attained considerable achievements such as obtaining intimate information regarding the daily schedule and security of the IDF Chief of Staff from a reliable source and first-hand testimony. Sources who were asked to tour Israel and gather information outside bases and sensitive sites also did so successfully and expanded the organizations' information on what is happening inside Israel - information that is difficult for organizations to obtain in other ways.
5. The focus on Target Intelligence: [footnoteRef:34] A significant part of Hezbollah's and Hamas' combat strategy consists of attacking targets within Israeli territory, mainly with rocket fire. Continuing from the previous paragraph, it can be seen that the two organizations have placed great emphasis on gathering information on targets inside Israeli territory in order to increase their "bank of targets" for attack during combat, among other objectives. The same recruits were suitable for the task even though they did not have access to the sites themselves, since as terrorist organizations, Hamas and Hezbollah are mainly interested in causing damage and killing to create a psychological impact, or in other words: They don’t care who gets hit, so long as someone gets hit.	Comment by V R: Is this acceptable? Original was: אפקט תודעתי [34:  Defined as: "Intelligence that portrays and locates the components of a target or target complex and indicates its vulnerability and relative importance", Department of Defense, CI Glossary - Terms & Definitions of Interest for Counterintelligence Professionals, p. 315.] 


The organizations' use of these four characteristics in their humint activities enables them to attain significant achievements in their intelligence campaign against Israel. It is true that the preventive intelligence agencies in Israel eventually find out about the running of sources, but as can be seen, there are handling processes that take a long time and allow a great deal of valuable information to be obtained by the organizations before the activity is discovered and thwarted.

Conclusion
As for any organization, intelligence is also essential for the activities of non-governmental organizations. Like any organization that operates intelligence, one of the main operating routes for non-governmental organizations to obtain quality intelligence about their enemy is human intelligence. The study shows how Hezbollah and Hamas, as non-state actors and terrorist organizations, have been able to find creative ways of running sources within Israel since the mid-2000s, despite the clear territorial separation between Lebanon and the Gaza Strip and the territory of the State of Israel. They have done this through maximum utilization of the cracks that allow them to penetrate into Israel together with the exploitation of technological development, enabling them to access information that they would not have obtained in other ways.
The research again shows how much the intelligence war is an integral part of any conflict, and how non-state actors, who are often weaker in military and intelligence aspects in an asymmetric conflict against a state, manage to somewhat cover their inferiority in order to obtain the intelligence they require. Although the intelligence activity of these players does not equal that of a state in quality and achievements, in many cases it is of great value to the non-state player, serving its goals which are themselves very different to those of a state.

