“An Asymmetric Doubling”: A Terror Organization Using the Method of Doubling Sources against a State
The Case of Palestinian Hamas against Israeli Intelligence

All political and military bodies need intelligence to inform their activities. By definition, terrorist organizations operate asymmetrically. They seek to attain tangible results by inflicting harm on their enemies to obtain political objectives. Because the conflict is asymmetrical, a terrorist organization – as the weaker player – wants to generate achievements of the greatest impact using the most efficient means, given the organization’s poverty of resources compared with those of its enemy.[footnoteRef:1] This holds true for all military aspects of a conflict, including, of course, intelligence. [1:  Ekaterina Stepanova, Terrorism in Asymmetrical Conflict Ideological and Structural Aspects, New York: Oxford University Press, 2008, pp. 5-23.] 

The theoretical and historical research tends to focus on intelligence operated by states rather than by non-state players.[footnoteRef:2] The situation hardly differs when it comes to thwarting intelligence to maintain secrecy, a critical component of the longevity of terrorist organizations,[footnoteRef:3] which represent a large part of all non-state players.[footnoteRef:4] While several research papers seeking to shed light on the topic have been written over the last decade, there is still a large lacuna in the academic discourse.[footnoteRef:5] [2:  John A. Gentry, “Toward a Theory of Non-State Actors' Intelligence,” Intelligence and National Security, Vol. 31, No. 4, 2016, pp. 465-469.]  [3:  Joshua Kilber, “Terrorist group structures: Balancing security and efficiency,” in Andrew Silke (ed.), Routledge Handbook of Terrorism and Counterterrorism, London: Routledge, 2018, pp. 165-173.]  [4:  Blake W. Mobley, Terrorism and Counterintelligence: How Terrorist Groups Elude Detection, New York: Columbia University Press, 2012, pp. 1-2.]  [5:  David Strachan-Morris, “Developing theory on the use of intelligence by non-state actors: Five case studies on insurgent intelligence,” Intelligence and National Security, Vol. 34, No. 7, 2019, pp. 980-984.] 

The basic definition of a double agent is an “agent in contact with two opposing intelligence services, only one of which is aware of the double contact or quasi-intelligence services.”[footnoteRef:6] In practice, the double agent represents the intersection between intelligence and thwarting intelligence. On the one hand, the doubling of the agent stops him from being operated by the enemy and therefore acts as a thwarting effort. On the other hand, the double agent is a tool for gathering intelligence against the other side, making the double agent a HUMINT source in every respect.[footnoteRef:7] For good reasons, the doubling of agents is called “the caviar of the intelligence business,”[footnoteRef:8] and is one of most sophisticated methods for carrying out counterintelligence.[footnoteRef:9] [6:  Mark L. Reagan, Terms & Definitions of Interest for Counterintelligence Professionals, Department of Defense, 2014, p. 122.]  [7:  For more on the various issues related to doubling agents, see: William R. Johnson & William Hood, Thwarting enemies at home and abroad: How to be a counterintelligence officer, Washington, D.C.: Georgetown University Press, 2009, pp.91-134.]  [8:  Attributed to James M. Olson, Former Chief of CIA Counterintelligence, ibid.]  [9:  Mobley, Terrorism and Counterintelligence, pp. 9.] 

Despite the complexity of the method, Hamas has used it quite successfully on more than one occasion in its struggle against the State of Israel. For decades, Palestinian society has had to deal with the phenomenon of people from its ranks becoming intelligence sources working for Israel (“collaborators”).[footnoteRef:10] Since its founding in December 1987, the Palestinian Hamas Movement has had to cope with Israeli intelligence efforts to penetrate its organization and uncover its secrets. Like other armed Palestinian groups in Judea, Samaria, and the Gaza Strip, Hamas, from its earliest days, has prioritized the identification and targeting of collaborators with Israel.[footnoteRef:11] This focus includes the establishment of an apparatus named al-Majd for gathering information on Palestinians suspected of being collaborators. The Hamas practice has been to apply different degrees of torture and abuse, including damaging the property of suspected collaborators. Many suspects have been kidnapped, interrogated, tortured, and killed, although many of them were not, in fact, collaborators. [10:  See Hillel Cohen, Army of Shadows: Palestinian Collaboration with Zionism, 1917–1948. (Oakland: University of California Press, 2008); Hillel Cohen, Good Arabs: The Israeli Security Agencies and the Israeli Arabs, 1948–1967. (Oakland: University of California Press, 2010).]  [11:  For an attempt to characterize and categorize this activity in real time, see "Collaborators in the Occupied Territories: Human Rights Abuses and Violations," B’tselem, January 1993.] 

In some cases, Hamas has chosen a different tactic: to exploit collaborators and transform a threat into an opportunity. As specified below, Hamas has turned some collaborators into double agents, using them to advance its goals. This article examines some of the doubling operations carried out by Hamas on Israeli collaborators over the last three decades. Examining these cases reveals how Hamas’s doubling methods developed concurrently with the movement's evolution. 
[bookmark: _Hlk41902353][bookmark: _Hlk41902388]This research is based on various sources, in both Hebrew and Arabic, including official Hamas publications, and official Israeli sources, such as judicial proceedings. Some of these materials have not yet been given serious attention by scholars in the field. Secondary literature and journalistic sources are used herein both to provide necessary background and to present a fuller picture of Hamas doubling activities. This article’s unique contribution lies in exploring the ways in which violent non-state actors can use doubling of sources as part of its asymmetric war against a state. In addition, it sheds light on an interesting aspect of Hamas’s counter-intelligence activity.
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