
Performing tests
In addition to real vehicles, state-of-the-art test tools that replace real vehicles and other traffic participants (examples: soft targets, walking dummies, mobile platforms) may be used to conduct the tests. The substitute test tools must correspond to real vehicles and other participants in traffic with regard to the properties relevant for a performance evaluation of the sensor technology. Tests must not be carried out in such a way as to endanger test personnel.
The fulfillment of requirements may also be checked by suitable simulation. The simulation tools must be validated. The validation of the simulation tools must be carried out by means of comparison with a representative selection of real tests; there must be no significant difference between characteristic values from simulation and driving test. The performance of the sensor technology in terms of detection and classification of objects depending on different distances and environmental conditions must be determined for the simulation in real tests. Each simulation series shall be supplemented by real tests, if deemed necessary by the Technical Service.
Each requirement described in Annex I, Appendix 1 that is relevant to self-driving in the intended area of operation in accordance with the operating permit applied for and each hazardous scenario identified in accordance with Annex I, Appendix 1, Item 7.2 shall be tested at least by simulation. For this purpose, the vehicle to be tested in self-driving mode must be placed in the appropriate situation by suitable selection of the traffic environment and confronted with the requirements. At a minimum, it shall be tested how the vehicle with self-driving system behaves in the scenarios identified as dangerous in Annex I, Appendix 1, Item 7.2, close to the most severe parameter constellation to be assumed (examples: maximum own speed, smallest required TTC, maximum speed of other traffic participants, greatest possible concealment) as well as in two further parameter combinations that differ significantly from each other. The most severe parameter constellation to be assumed must be determined by the manufacturer in a vulnerability analysis. In simulation, the system can also be broken down into meaningful subsystems to reduce complexity and test more specifically. For example, perceptual and trajectory planning can be tested separately.
Requirements for the test site and environmental conditions
The test site must correspond in its properties (example:  friction coefficient) to the specified operational design domain of the vehicle with a self-driving system intended for approval. The operational design domain itself can serve as the test site, provided that tests can be carried out there without danger to other traffic participants.
Tests shall be conducted in a variety of environmental conditions, provided that the conditions remain within the limits of the specified operational design domain for the vehicle with a self-driving system to be tested. For environmental conditions that cannot be represented in tests and that can occur in the specified operational design domain of the vehicle, the vehicle manufacturer must provide evidence that the vehicle can safely handle them. Corresponding evidence must be submitted by the manufacturer to the German Federal Motor Transport Authority as part of the application for type approval.
Annex 3: Digital data storage
a) Application area/Scope
The storage of digital data in vehicles with a self-driving system is intended exclusively to enable the following applications as soon as the necessary data protection regulations have come into force:
· Conducting traffic safety analyses and evaluating the effectiveness of specific measures,
· Assigning liability and legal responsibility and 
· Conducting research for the purpose of improving road safety and ensuring data protection requirements, in particular also with regard to the requirements of articles 24, 25 and 32 of Regulation (EU) 2016/679 in the version of 05/04/2016 (in short: General Data Protection Regulation).
In general, the requirements of the General Data Protection Regulation apply to the processing of personal data, as well as the requirements of Regulation (EU) 2019/2144 of the European Parliament and of the Council of November 27, 2019, in particular the requirements of Article 6(4) of Regulation (EU) 2019/2144, applied mutatis mutandis. 
The data archived in the digital data storage is intended only for processing by the German Federal Motor Transport Authority and the competent authority under state law for the purpose of verifying compliance with the requirements of the approval and the monitoring obligations associated with the approval.
Functional requirements - storage
A data memory must be integrated in the vehicle with a self-driving system that records, uses and stores data from the motor vehicle with a self-driving system on an event basis or during operation in accordance with Sect. 9 (5) sentence 2 and Sect. 15 (1) solely for the purpose of improving road safety. The data to be collected are exhaustively regulated in Sect. 1g (1) of the German Road Transport Law and specified in Annex III to this ordinance. The data storage device shall be designed by the manufacturer in accordance with the data protection and security specifications standardized in the ordinance in accordance with the state of the art, in particular with regard to a system for access control as well as cryptographic protection procedures in accordance with the specifications set forth in the relevant technical guidelines of the Federal Office for Information Security (BSI). The BSI must be involved in the concrete design of the specifications. Key requirements for the data store are shown below. The different cases of data recording are presented below.
Events to be stored
Case 1: Self-driving in the defined operational design domain
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Case 2: Self-driving in the defined operational design domain with event (example: accident)
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Case 3: Self-driving in the defined operational design domain with event and subsequent transfer of the vehicle to the minimal risk condition
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Legend: 
	Time
	Description

	tS
	Start of the journey (starting the vehicle)

	tE
	End of the journey

	t0
	Accident event

	t0P
	Technical Supervision requirement/input


Data storage system
The data storage system must not be volatile. The stored data must be preserved in a de-energized state. The manufacturer must prepare a security concept that complies with the requirements of articles 24, 25 and 32 of the General Data Protection Regulation and includes a data protection impact assessment in accordance with Article 35 of the General Data Protection Regulation.
Supplementary technical requirements for data storage:
· Data storage begins with the registration of the vehicle with a self-driving system;
· The data is stored in the vehicle;
· Access to the stored data in the vehicle with self-driving system is via the standardized 16-pin on-board diagnostic interface (16-pin OBD interface) using a communication module in accordance with ISO 22900
 Road vehicles - Modular in-vehicle communication interface (MVCI)or SAE J2534 using the manufacturer's proprietary software or via the proprietary interface. In addition, in certain situations or after certain events, the data must be sent directly to the competent government agency via a wide area network (WAN) connection;
· Access to and downloading of stored data via the standardized 16-pin OBD interface or via the proprietary interface may only be performed by the Federal Motor Transport Authority and the authority responsible under state law;
· In the event of a repair, access to the data memory in the vehicle with a self-driving system via the standardized 16-pin OBD interface is only possible using the manufacturer's proprietary software or via the proprietary interface via a communication module in accordance with ISO 22900 or SAE J2534.
•
Data storage and data transmission shall comply with the requirements for information technology security (Annex 5 to this appendix). In particular, the data must be protected against manipulation and misuse in accordance with the state of the art.
Annex 4: Requirements for human-machine interfaces
A self-driving vehicle being operated without a driver within a defined operational design domain requires interaction with a Technical Supervision only in exceptional situations. According to this, self-driving systems must be able to perform all the tasks required for roadworthy control within the defined operational design domain without the intervention of a person driving the vehicle or the permanent monitoring of the vehicle's journey by the Technical Supervision. 
For the journey, two use cases of interaction can be distinguished:
1.
Issuance of a maneuver clearance to the vehicle with a self-driving system by the Technical Supervision
As soon as the vehicle with a self-driving system gets into a situation in which the continuation of the journey would only be possible by violating the Road Traffic Act (StVO), the vehicle is set to the minimal risk condition. Leaving the minimal risk condition is done with the support of the Technical Supervision. The following should be noted here:
· The self-driving system can initially suggest possible driving maneuvers to the Technical Supervision to continue the journey and provide sufficient data to assess the situation.is to be observed here: The Technical Supervision decides on a release for the possible driving maneuver. 
· If the self-driving system does not suggest a maneuver to the Technical Supervision to continue the journey, the Technical Supervision must decide on the further course of action. If a driving maneuver is specified by the Technical Supervision, it must be validated by the self-driving system.
Irrespective of spherical point 1 and spherical point 2, the self-driving system must not perform the driving maneuver if this were to result in a hazard to the traffic participants. The safe execution or non-execution of such driving maneuvers remains the responsibility of the self-driving system with system-based evaluation of the current traffic situation on site.
2.
Takeover of the driving task by manual control outside the defined operational design domain
If the self-driving reaches the limits of the defined operational design domain, the self-driving function must put the vehicle into the minimal risk condition. If a continuation of the journey outside the limits of the defined operational design domain by a person in command of the vehicle takes place, the person in command of the vehicle shall be requested to perform the activity by means of a suitable interaction concept. If the vehicle with self-driving system were to obstruct traffic or third parties if it remained stationary, the request for activity must be supplemented by an appropriate notice and its intensity must be continuously increased. The request can be made, for example, by signal tones of increasing volume or by vibrations of increasing intensity.
.
Annex 5: Requirements for security in the field of information technology
Over the entire development and operating period of the vehicle with self-driving system, the manufacturer must provide evidence to the Federal Motor Transport Authority and the competent authority under state law of protection against attacks on the electronic and electrical architecture of the vehicle and on the electronic and electrical architecture associated with the vehicle. This also implies protection against attacks in connection with software updates. 
The requirements to be fulfilled by the manufacturer with regard to security in the field of information technology are to be taken, among others, from the requirements of UN Regulation 155 “UN Regulation on uniform provisions concerning the approval of vehicles with regard to cyber security and of cybersecurity management systems” subject to the following. The requirements in under items 3 and 5 apply in addition to this UN Regulation. In addition, the manufacturer must prepare a security concept that complies with the requirements of articles 24, 25 and 32 of Regulation (EU) 2016/679 in the version of 05/04/2016 (in short: General Data Protection Regulation) and includes a data protection impact assessment in accordance with Article 35 of the General Data Protection Regulation.
If the manufacturer detects tampering with the vehicle, the Federal Motor Transport Authority and the authority responsible under state law must be notified immediately and appropriate action taken.
a) Cybersecurity management system
To meet the requirements for information technology security, the manufacturer must demonstrate to the Federal Motor Transport Authority and the authority responsible under state law the existence and use of a cybersecurity management system (CSMS). The mission of the CSMS is to identify, evaluate, and mitigate cybersecurity risks. The safety of vehicle occupants or other traffic participants and the life or limb of persons must not be impaired by these risks. At a minimum, the following protection goals should be considered with respect to data transmitted or received by the vehicle or with respect to the driving function:
· Confidentiality
· Integrity
· Availability
· Detectability
· Authenticity
· Responsibility
CSMS review and requirements.
Within the scope of the assessment, the Federal Motor Transport Authority or a technical service commissioned by the Federal Motor Transport Authority checks whether a vehicle manufacturer has implemented a CSMS and whether this system complies with the requirements of UN Regulation 155 and the provisions of articles 24, 25 and 32 of the General Data Protection Regulation. The Federal Motor Transport Authority involves the Federal Office for Information Security in the review.
Scope of the CSMS
The manufacturer proves to the Federal Motor Transport Authority or the technical service commissioned by the Federal Motor Transport Authority and the competent authority according to state law that its CSMS includes the development, production and operation of the vehicle with a self-driving system.
In doing so, the manufacturer shall also demonstrate that the procedures used within the scope of the CSMS are appropriate. These shall include the following:
· The procedures performed within the vehicle manufacturer's organization to ensure cybersecurity;
· The procedures carried out to identify vehicle type hazards;
· The procedures to be carried out for rating, categorizing and treating identified hazards;
· The procedures performed to confirm that identified hazards are adequately addressed;
· The procedures performed to review the cybersecurity of a vehicle type;
· The procedures performed to ensure that the risk assessment is continuously updated;
· The procedures implemented to monitor, detect, and respond to cyberattacks and cyberthreats.and 
· The procedures performed to assess the effective implementation of cyberthreat mitigation measures.
Cyber-risk assessment of the vehicle with a self-driving system
Before the assessment of a vehicle with a self-driving system is carried out for the purpose of approval, the manufacturer must demonstrate to the Federal Motor Transport Authority or the technical service commissioned by the Federal Motor Transport Authority and the authority responsible under state law that the manufacturer's CSMS has a valid CSMS certificate of conformity and that the CSMS is applied to the vehicle type to be approved.
Review and required actions
The approval authority or the Technical Service designated by it shall verify, on the basis of the documentation, that the manufacturer has taken the measures necessary for the vehicle type in order to 
· collect and verify all information required by this ordinance along the supply chain;
· document the risk assessment, results of tests, and risk mitigation for the vehicle type, including other design information related to the risk assessment; and
· implement appropriate cybersecurity measures in the design of the vehicle and its systems.
Sample inspection
The Federal Motor Transport Authority or the Technical Service commissioned by the Federal Motor Transport Authority and the authority responsible under state law use a sample vehicle to review whether the manufacturer has implemented the cybersecurity measures it has documented. This can be done in the form of random sampling. The test result must be documented in detail.
Risk assessment
The manufacturer provides written or electronic evidence to the Federal Motor Transport Authority or the Technical Service commissioned by the Federal Motor Transport Authority and the competent authority under state law of how the risk assessment for the vehicle type was carried out. The risk assessment considers the systems of the vehicle type and the interactions of these systems. Furthermore, all interactions with external systems must be considered within the scope of the risk assessment. 
Protection of critical elements
The manufacturer provides written or electronic evidence to the Federal Motor Transport Authority or the Technical Service appointed by the Federal Motor Transport Authority and the competent authority under state law that critical elements of the vehicle type are protected against the hazards identified within the scope of the manufacturer's risk assessment. Appropriate risk safeguards shall be implemented to protect such elements.
Proof
The manufacturer shall demonstrate in writing or electronically to the Federal Motor Transport Authority or the Technical Service commissioned by the Federal Motor Transport Authority and the competent authority under state law that appropriate and proportionate measures have been taken to protect the vehicle type for the storage and execution of supplier software, services, applications or data.
The manufacturer shall describe in the certificate which tests have been carried out to verify the efficiency of the safety measures applied and shall inform the Federal Motor Transport Authority or the Technical Service commissioned by the Federal Motor Transport Authority and the competent authority under state law of the results of these tests.
Wireless connections
The manufacturer must provide wireless connections that are sufficiently secure for self-driving. A break in the wireless connections that is critical for the self-driving system or unauthorized access to these connections triggers the transfer of the vehicle to the minimal risk condition.
Connections shall be made in a manner that minimizes the risk of unauthorized access to state-of-the-art connections. The establishment of the connection and the data transmission shall be secured and encrypted with the use of open and established standards. As a minimum, the RFC 8446 standard (TLS 1.3) as published by the IETS in August 2018, an evolution of the same, or a comparable high-level standard shall be used.
Annex II - Technical and organizational requirements for the owner
1. Requirements for technical supervision 
1.1 The owner must provide evidence to the competent authority under state law, upon request, that the person responsible for performing the technical supervision has at least a degree as a
· graduate engineer , graduate engineer (FH), engineer (graduate), or 
· Bachelor, Master or 
· certified technician 
in the field of mechanical engineering, automotive engineering, electrical engineering or aerospace engineering and aircraft technology.
1.2 Persons responsible for performing technical supervision must have successfully completed appropriate training in relation to the motor vehicle with a self-driving system from the manufacturer of this vehicle.
1.3 Persons responsible for performing technical supervision must have a valid driver's license. The class of the driver's license must correspond to that of the motor vehicle with a self-driving system.
2. Supplementary requirements for the performance of technical and organizational tasks (Section 13 (1) (1), (3))
2. 1 If the owner does not carry out the technical and organizational tasks in accordance with Section 11 (1) and (3) himself, he must ensure that he has appointed a person or persons to carry them out. The technical and organizational requirements include the performance of maintenance work, overall inspections, further examinations and runs in manual mode.
2.2 The owner must ensure that instructions (e.g. from the manufacturer's operating manual) are available and followed, which contain regulations according to which proper performance of maintenance work, overall inspections, further examinations and driving in manual mode is ensured Document management for instructions must at least meet the requirements of ISO 9001:2015.
2.3 Reports on the performance of maintenance work, overall inspection and further investigations must be prepared in writing or electronically by the competent person or persons. The reports must be signed in writing or electronically immediately after the maintenance, overall inspection and further examinations have been carried out. The reports shall be kept by the person responsible for the technical supervision for six months from the termination of the technical supervision and shall be deleted by the person responsible for the technical supervision immediately after the expiry of this period, automatically in case of electronic storage. Document management for reports must at least meet the requirements of ISO 9001:2015.
2.4 The owner shall ensure that persons responsible for implementing the technical and organizational requirements have appropriate professional qualifications. This means that persons responsible for implementing the technical and organizational requirements must have successfully passed at least a master craftsman's examination in the motor vehicle mechanic trade. This qualification is equivalent to the degree of graduate engineer, graduate engineer (FH), engineer  (graduated), Bachelor, Master or the state-certified technician in the field of mechanical engineering, automotive engineering, electrical engineering or aerospace/aviation engineering, provided that the person concerned can prove that he or she has worked in the automotive sector for at least three years.
2.5 Persons responsible for the implementation of the technical and organizational requirements must have successfully completed training in relation to the motor vehicle with a self-driving system with the manufacturer of this vehicle.
2.6 Persons responsible for carrying out manual driving operations must hold a valid driver's license. The class of the driver's license must correspond to that of the motor vehicle with a self-driving system.
3. Advanced shutdown control
3.1.  Before commissioning, a check of the motor vehicle with a self-driving system is carried out. The following areas will be reviewed during the review:
· Braking system;
· Steering system;
· Lighting system;
· Tires/Wheels;
· Chassis;
· Safety-relevant electronically controlled vehicle systems as well as the sensor technology for recording external internal and external parameters (e .g. via the standardized 16-pin on-board diagnostic interface using the manufacturer's diagnostic and programming software);
· Inasmuch possible: Review of vehicle mechanical systems for active and passive safety.
3.2.  Before starting and after completing the check, the vehicle with a self-driving system to be tested must be driven in order, for example, to activate or perform a final check of the autonomous systems.
Annex III – Data storage
During operation in accordance with Sect. 9 (5) sentence 2, the following data shall be recorded in the vehicle in accordance with Sect. 15 (1) of this ordinance. 
	DATA 
	EXAMPLE DATA FORMAT

	Vehicle identification number 
	Alphanumeric characters
[A-Z; 0-9]
Example: AAAAAA654398GFRDE

	Position data 
	Latitude and longitude
[±ddd.ddddd°, 
Indication in ±degrees(°) and decimal degrees, 5 decimal places]
Altitude in meters
Global Positioning System output - interchange format as sequence of points where a change in direction of travel occurred; indication of (map) reference system.

	Date and time of activation/deactivation of the automated function
	Date (year:month:day), time (hour:minute:second), 
Example: 2019-07-16, 05:25:12

	Error memory entries (start/end) 
including software version
	Alphanumeric characters
[A-Z; 0-9] including declaration
Example: P0601 Engine control unit - memory checksum error

	Environmental and weather conditions
	Temperature/°C, brightness/
Illuminance/lux, position of the windshield wiper on/off

	Networking
	Networking parameters such as transmission latency and available bandwidth

	Name of activated/deactivated passive and active safety systems, state, triggering instance (system or external)
	Name of the system, state, instance
Example: Emergency braking system, active, system functionality

	Vehicle acceleration in longitudinal and lateral direction
	Numerical values in meters per second squared

	Speed
	Numerical value in meters per second
	

	Lighting status
	Example:
Flashing on/off
Daytime running light on/off

	Voltage supply of the seld-driving motor vehicle
	Numeric value in volts

	Number and time of use of the automation system 
	Quantity, single times (hour:minute:second)



During regular operation in accordance with Section 15 (2) of this ordinance, the following data shall be stored in the vehicle on an event basis.
	DATA 
	EXAMPLE DATA FORMAT

	Vehicle identification number 
	Alphanumeric characters
[A-Z; 0-9]
Example: AAAAAA654398GFRDE

	Position data 
	Latitude and longitude
[±ddd.ddddd°, 
Indication in ±degrees(°) and decimal degrees, 5 decimal places]
Altitude in meters
Global Positioning System output - interchange format as sequence of points where a change in direction of travel occurred; indication of (map) reference system.

	Environmental and weather conditions
	Temperature/°C, brightness/
Illuminance/lux, position of the windshield wiper on/off

	Networking
	Networking parameters, such as IMSI, IMEI, phone number

	Name of activated/deactivated passive and active safety systems, state, triggering instance (system or external)
	Name of the system, state, instance
Example: Emergency braking system, active, system functionality

	Vehicle acceleration in longitudinal and lateral direction
	Numerical values in meters per second squared

	Speed
	Numerical value in meters per second
	

	Lighting status
	Example:
Flashing on/off
Daytime running light on/off

	Voltage supply of the seld-driving motor vehicle
	Numeric value in volts

	Storage duration after the event
	3 years after cessation of operation of the vehicle

	Recording duration before the event
	5 seconds

	Identification of the events
	Time zone with satellite synchronization


Annex IV – Documentation obligations of the manufacturer
Functional description
The manufacturer shall provide a functional description of the motor vehicle with a self-driving system. A system for the functional description can be found in ISO 26262-3-5:2011 Road vehicles - Functional safety - Part 3: Concept phase. The aim of the functional description is to present the technical principles of the functions of the motor vehicle and the necessary conditions of safe operation as well as the implementation of the requirements of data protection and data security. The functional description shall be submitted electronically to and reviewed by the Federal Motor Transport Authority. The functional description should address at least the following topics:
1.1
Operational design domain of the motor vehicle with a self-driving system (e.g. passenger transport in traffic between specified stations);
1.2 
Technical description (block diagrams, interfaces to other vehicle systems);
1.3
Description of the required functions of the motor vehicle and the system states (e.g. driving with activated self-driving system, other driving modes, minimal risk condition);
1.4 Environmental conditions necessary for smooth operation (e.g. visibility conditions, weather conditions, road conditions);
1.5 
Normative or procedural requirements for operations (e.g., occupational health and safety, internal approval processes, digital roles and rights concept);
1.6 
Systematics of interaction with other road users (e.g., reaction to ambiguous behavior, warning signs, hand signals);
1.7 
Requirements on the traffic infrastructure for smooth operation (e.g. radio signals from signs or traffic lights) and
1.8 
Implementing and ensuring data protection and data security requirements.
Operating manual
The manufacturer must prepare an operating manual. With the aim of ensuring the safe operation of the motor vehicle with a self-driving system, the operating manual should detail the operation, maintenance, overall inspection, diagnosis of the motor vehicle and the parameters serving data protection and data security. The operating manual shall be submitted electronically to and reviewed by the Federal Motor Transport Authority. The owner must also be provided with the operating manual. The contents of the operations manual shall include at least the following items:
A roles-rights-duties concept for the activities necessary for operation;
A Definition of the expertise required to perform the activities necessary to operate;
The scope, sequence, timing, and intervals of maintenance activities;
Safety instructions in the sense of observing limit values for the technical functions;
Interference suppression or safety measures to be taken in the event of a malfunction of the operation;
A logbook of maintenance and repair measures, to be created digitally if possible, including the templates required to document the measures (digital or hard copy);
A presentation of the functionalities serving data protection and data security.
Safety concept
The safety concept for functional safety shown in Annex I, Appendix 1, Item 7.2 must be documented by the manufacturer. The documentation should enable a review of functional safety. The safety concept must be submitted electronically to and reviewed by the Federal Motor Transport Authority. The owner must also be provided with the safety concept.
Security in the area of information technology
The information technology security concept shown in Annex I, Appendix 5 shall be documented by the manufacturer. The documentation should enable the review of security in the field of information technology and contain a detailed description in relation to ensuring data protection and data security, in particular with regard to compliance with the requirements of articles 24, 25 and 32 of Regulation (EU) 2019/2144 of the European Parliament and of the Council of November 27, 2019. The security concept must be submitted electronically to the Federal Motor Transport Authority and reviewed by it with the support of the Federal Office for Information Security. The owner must also be provided with the security concept. 
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� Where reference is made in this ordinance to DIN or ISO standards, these have been published by Beuth Verlag GmbH, Burggrafenstrasse 6, 10787 Berlin. They are archived at the German Patent and Trademark Office in Munich.
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