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From Events to Incidents
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RFCs Related to the Draft Standard HTTP/1.1
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TCP Send and Receive Buffers
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TCP Three-Way Handshake
[image: Diagram

Description automatically generated]
	Cient
	

	Server
	



[image: Diagram

Description automatically generated]TCP: Closing Connections



[image: Diagram

Description automatically generated]TCP SYN Flood Attack

	Attacker 
	

	Server
	

	Counterfeit addresses
	

	Buffers
	









[image: Diagram

Description automatically generated]TCP Reset Attack

	Client
	

	Seg
	

	RST
	

	Server
	

	Attacker
	



[image: Diagram

Description automatically generated]TCP Session Hijacking

	Client
	

	Seg
	

	Server
	

	Attacker
	

	Server’s TCP read buffer
	




Circuit Switching and Packets Switching
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IP Address Consisting of Network and Host Parts
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Decimal, Binary, and Hexadecimal Representation of an IP Address
[image: Diagram

Description automatically generated]

	Decimal
	

	Binary
	

	Hexadecimal
	

	Padding
	

	Valid padding
	

	Shortening
	








Three Routers Interconnecting Three Networks
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MAC Sublayer in the TCP/IP Layer Model
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Address Resolution Protocol in a LAN
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Steps to Determine the MAC Adresses
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	An IP packet is to be sent to a specific IP address. In order to do this via the link layer (Ethernet), the corresponding MAC   must be found.
	

	The sender or forwarder looks in its internal ARP table for an entry for the destination. If an entry exists, a corresponding Ethernet frame can be constructed and sent over the line.
	

	
	

	If no entry exists in the local ARP table (also called the ARP cache), the MAC address has to be found out. To do this, a local broadcast message (an ARP request) is sent out on the link layer. This broadcast message contains:  
	

	The MAC and IP addresses of the system asking for the MAC address
	

	An all-zero value representing the desired MAC address of the destination system 
	

	The IP address of the system whose MAC address is requested    
	

	The ARP request reaches all systems connected locally to the network segment, i.e., without going through a router. If a system with the corresponding IP address receives the request, it can send an ARP reply. This reply can also be broadcast to all link-local systems or directed specifically to the original sender. The ARP reply follows the same format as the request and contains:
	

	the MAC and IP addresses of the desired system as a new sender
	

	the MAC and IP addresses of the original system as the recipient
	

	With this reply, the original sender can store an entry for the recipient in ist ARP cache. This information is then used to translate IP packets with the same destination to Ethernet frames.
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Hostname Hierarchy with Zone
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DNSSEC Verification
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Typical HTTP Dialogue
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Typical HTTP/2 Dialogue
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Typical SMTP Dialogue
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Asymmetric Encryption Principle
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Diffie-Hellman Key Exchange Principle
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Outbound Traffic Processing
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Inbound Traffic Processing[image: Diagram
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Man-In-The-Middle Attack and Diffie Hellman Key Exchange
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Regular Communication via HTTPS (HTTP over TSL)
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Man-In-The-Middle Attack
[image: Diagram

Description automatically generated]
	Victim
	

	Trust anchors
	

	CERT
	

	Public key
	

	Compromised trust anchored (Still trusted)
	

	Attacker
	

	Compromised router
	

	Web server
	

	Fake web server
	



Certificate Signing[image: Diagram
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Definitions of the CRISP-DM Process Stages
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	Business understanding. In this phase, data analysts form and deepen an understanding of business-relevant processes and factors. This is a technology-independent phase.
	

	Data understanding. In this phase, the relationships are formed between the gathered data and the factors that influence them. This includes the integration and consolidation of gathered data in a data warehouse, and its enrichment with hierarchical dimensions, annotations, and external data sources.
	

	Data preparation/data cleaning. In this phase, the structured data for specific or unspecific questions are selected from the data warehouse. The data is also transformed in order to facilitate its subsequent processing. A selected portion of a data warehouse is also called a "data mart."
	

	Modeling/data mining. In this step, data mining techniques and technologies are applied in order to find patterns in the data and build models that represent the discovered patterns.
	

	Evaluation. The models that are derived using data mining techniques need to be put to the test to ensure that they represent real interrelations. If the models pass the test, they can be interpreted in order to gain previously undiscovered knowledge.
	

	Deployment. This last phase provides feedback to the process. Depending on the interpretation of the identified interrelations, this can include future business decision and expose the need for further data sources.
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KDD Phases
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	The business and data understanding stages in CROSP-DM are very similar to the preparation stage. In the network forensics process, the preparation stage includes training with regard to new threats and constant assessment of the IT landscape.
	

	The data preparation phase in CRISP-DM can be matched with the detection, collection, and preservation stages in network forensics. In both processes, a reliable base for further analysis is formed.
	

	The modeling stage in CRISP-DM is equivalent to the examination and analysis steps in network forensics. Advanced techniques are used to uncover patterns and interrelationships.
	

	the evaluation phase in CRISP-DM is similar to the investigation and presentation stages in network forensics. The identified patters are evaluated and put into the context of a running investigation. In network forensics, however, ther is a stronger coupling with the previous stage. A running investigation very rapidly introduces new research questions that must be andwered in a timely manner through data analysis. If an investigation can be concluded, the gathered and evaluated evidence is presented to authorities and decision makers.
	

	The deployment phase in CRSIP-DM can be compared to the incident response step in network forensics. In KDD, the uncovered knowledge is put into effect in the business. In network forensics, the deiscovered knowledge leads to an improvement in IT security measures.
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Steps to Determine the MAC Addresses

0. An P packet is to be sent to a specific IP address. In order to do this via the link layer
(Ethernet), the corresponding MAC address must be found.

1. The sender or forwarder looks in its internal ARP table for an entry for the destination
IP address. If an entry exists, a corresponding Ethernet frame can be constructed and
sent over the line.

2. If no entry exists in the local ARP table (also called the ARP cache), the MAC address
has to be found out. To do this, a local broadcast message (an ARP request) is sent
out on the link layer. This broadcast message contains:

e the MAC and IP addresses of the system asking for the MAC address

e an all-zero value representing the desired MAC address of the destination
system

e the IP address of the system whose MAC address is requested

3. The ARP request reaches all systems connected locally to the network segment, i.e,,
without going through a router. If a system with the corresponding IP address
receives the request, it can send an ARP reply. This reply can also be broadcast to all
link-local systems or directed specifically to the original sender. The ARP reply
follows the same format as the request and contains:

« the MAC and IP addresses of the desired system as a new sender
e the MAC and IP addresses of the original system as the recipient

4. With this reply, the original sender can store an entry for the recipient in its ARP
cache. This information is then used to translate IP packets with the same
destination to Ethernet frames.
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Business understanding. In this phase, data analysts form and deepen an
understanding of business-relevant processes and factors. This is a technology-
independent phase.

Data understanding. In this phase, the relationships are formed between the
gathered data and the factors that influence them. This includes the integration
and consolidation of gathered data in a data warehouse, and its enrichment with
hierarchical dimensions, annotations, and external data sources.

Data preparation/data cleaning. In this phase, the structured data for specific or
unspecific questions are selected from the data warehouse. The data is also
transformed in order to facilitate its subsequent processing. A selected portion of a
data warehouse is also called a “data mart.”

Modeling/data mining: In this step, data mining techniques and technologies are
applied in order to find patterns in the data and build models that represent the
discovered patterns.

Evaluation. The models that are derived using data mining techniques need to be
put to the test to ensure that they represent real interrelations. If the models pass
the test, they can be interpreted in order to gain previously undiscovered
knowledge.

Deployment. This last phase provides feedback to the process. Depending on the
interpretation of the identified interrelations, this can include future business

decisions and expose the need for further data sources.




image49.jpeg
Generic Network Forensics Process and Knowledge Discovery in Databases

e

‘

e

M

5a Analysi ! 5b Investigation





image50.jpeg
0.

The business and data understanding stages in CRISP-DM are very similar to the
preparation stage. In the network forensics process, the preparation stage includes
training with regard to new threats and constant assessment of the IT landscape.
The data preparation phase in CRISP-DM can be matched with the detection,
collection, and preservation stages in network forensics. in both processes, a
reliable base for further analysis is formed.

The modeling stage in CRISP-DM is equivalent to the examination and analysis
steps in network forensics. Advanced techniques are used to uncover patterns and
interrelationships.

The evaluation phase in CRISP-DM is similar to the investigation and presentation
stages in network forensics. The identified patterns are evaluated and put into the
context of a running investigation. In network forensics, however, there is a
stronger coupling with the previous stage. A running investigation very rapidly
introduces new research questions that must be answered in a timely manner
through data analysis. If an investigation can be concluded, the gathered and
evaluated evidence is presented to authorities and decision makers.

The deployment phase in CRISP-DM can be compared to the incident response step
in network forensics. In KDD, the uncovered knowledge is put into effect in the
business. In network forensics, the discovered knowledge leads to an improvement
in IT security measures.
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