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Perimeter and CAN bus vulnerabilities
As vehicles become increasingly more connected, they become ever more vulnerable to malicious attacks. Two major weak spots which are prone to cyber-attacks are the perimeter, and the CAN bus. Due to their inherent weakness in terms of cyber-attack immunity, attackers will try to take advantage of it: first, an intrusion through the perimeter and second, use the networks to attack remote devices or disrupt the network activity or even attack the network itself. 
Protection from potential attack vectors in CAN bus 
We assume that the perimeter components will be hacked     . Therefore, we strive to fortify the CAN bus and the vehicle systems from it.
A joint task force has identified CAN bus related attack vectors for perimeter devices, and have created a joint solution, which enables OEMs to leverage both software and hardware security capabilities and cover potential attack vectors.
 C2A and NXP joint solution

· NXP's Secure CAN Transceiver for a vehicle's controller area network (CAN) bus,      
· C2A’s Stamper, a decentralized firewall for the controller area network (CAN) bus,      C2A’s SecMon, a Network
 Intrusion Detection and Prevention System
 
(IDPS)     
.

The joint solution enables effective protection that detects and prevents the incident as well as provides a detailed report for all kinds of perimeter related CAN bus cyber-attacks: 
	
	Sending out of context data

	Tampering CAN data

	Spoofed CAN message by local host

	Spoofed CAN message by remote host

	Flooding Transmission
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