LMS Questions for Cyber Risk Assessment and Management DLMCSECRAM01_E
(Five multiple-choice questions per unit with one correct answer and three incorrect answers. Use the second column to indicate the corresponding unit section.)

	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	1/1
	1.1
	An organization should invest in mitigating a risk …
	… when the costs of mitigating the risk are lower than the possible loss.
	… when the costs of mitigating the risk are higher than the possible loss.
	… when the costs of mitigating the risk are lower than €10,000.
	… when the loss of this risk is higher than one percent of the annual revenue.

	1/2
	1.2
	What is a characteristic of a cyber catastrophe?
	A large group of users is affected by the event.
	The likelihood of such catastrophes is always higher than real-world catastrophes.
	Cyber catastrophes always have a real-world impact.
	The organization is still able to control the event that affects it.

	1/3
	1.3
	What is the limit of a cyber risk?
	The cause of a cyber risk is limited to a cyber threat.
	The result of a cyber risk is limited to the cyber space.
	There are no limits to the cause of a cyber risk.
	A cyber risk has the same limit as a normal risk.

	1/4
	1.3
	A malicious threat is when …
	… an angry employee deletes data as revenge.
	… lightning hits the data center, resulting in data loss.
	… a system administrator accidentally shuts down a production server.
	… a user deletes their own hosted data.

	1/5
	1.2
	Which of these events was a global cyber catastrophe?
	the WannaCry ransomware attacks in 2017
	the AWS cloud disruption in 2019
	the Azure AAD outage in 2021
	the wildfires in Greece in 2021

	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	2/1
	2.1
	Which of these is not a valid risk management strategy?
	ignoring the risk
	accepting the risk
	transferring the risk
	reducing the risk

	2/2
	2.2
	What is part of the likelihood metric?
	the threat actor
	the loss of confidentiality
	the loss of integrity
	the financial damage

	2/3
	2.3
	What is not a risk level?
	rare
	high
	low
	medium

	2/4
	2.2
	Which skill level has a professional penetration tester in the OWASP risk rating framework?
	9
	6
	12
	1

	2/5
	2.5
	What is the likelihood of a cyber black swan event?
	close to zero
	very high
	zero
	the same as other cyber risks

	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	3/1
	3.1
	What is the use of edges in attack trees?
	Edges represent conjunctions between threats.
	Edges represent a threat.
	Edges represent the impact of a threat.
	Edges represent the likelihood of a threat.

	3/2
	3.2
	What is the desired property for a spoofing threat?
	 authentication

	integrity
	loss of reputation
	confidentiality

	3/3
	3.2
	Which threat is not possible for a data flow in STRIDE?
	elevation of privileges
	tampering
	information disclosure
	denial of service

	3/4
	3.3
	Which threat is the same in LINDDUN as in STRIDE?
	disclosure of information
	linkability
	detectability
	unawareness

	3/5
	3.3
	What is a mitigation measure in LINDDUN?
	removing unnecessary data
	hiding the possession of the data
	binding the data to a user
	storing as much data as possible

	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	4/1
	4.1
	What is NIST?
	an agency of the United States Department of Commerce
	an agency of the European commission
	an agency of the German Ministry of the Interior
	an agency of the UK Ministry of Defense

	4/2
	4.1
	On which level the business processes in the NIST risk management pyramid?
	level 2
	level 1
	level 3
	level 4

	4/3
	4.1
	What is not a step in the NIST risk management process?
	develop
	prepare
	categorize
	implement

	4/4
	4.2
	What is a part of risk identification according to the ISO/IEC 27005?
	identification of existing controls
	identification of processes
	identification of threat actors
	identification of previous risks

	4/5
	4.3
	What best describes the BSI 100-3?
	how to do risk analysis
	how to do incident response
	how to do secure development
	how to do risk management

	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	5/1
	5.1
	What is a primary asset?
	customer contacts
	secrets
	employees
	processes

	5/2
	5.1
	What is not a part of a risk assessment process?
	mitigation implementation
	assessment preparation
	threat modeling
	risk assessment

	5/3
	5.1
	What is a threat model methodology?
	PASTA
	NOODLE
	PIZZA
	SALAD

	5/4
	5.3
	What should be done in every step of the SEI risk management paradigm?
	communicate
	control
	track
	plan

	5/5
	5.2
	What is not a valid mitigation measure for black swan events?
	reducing the likelihood
	reducing the impact
	transferring the risk
	accepting the risk

	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	6/1
	6.1
	What is “risk appetite”?
	the threshold of how severe a risk can be for acceptance
	the threshold of how many risks can be accepted
	the overall risk level of an organization
	the maximum risk level a threat can reach

	6/2
	6.2
	What is not a part of crisis management?
	reduction
	readiness
	response
	recovery

	6/3
	6.2
	In what phase of the incident response process is the reconstruction?
	handling
	post-processing
	technical preparation
	organizational preparation

	6/4
	6.3
	What is a security solution?
	SIEM
	SDLC
	PDCA
	ESD

	6/5
	6.4
	Which event is normally not covered by cyber insurance?
	an accident caused by the system administrator
	data misuse
	data loss

	misappropriation of the system


























	
