1.1
1. Please select the correct statement(s).
· Risks should be fixed according to their impact and a prioritization plan.
· Risks where mitigation costs are low should be fixed first even if more severe risks are present.
· Risks with a low likelihood of happening can be ignored.
2. Please complete the following sentence:
It usually is worth mitigating a risk if the cost of fixing the risk is lower than the costs associated with the risk.

1.2
1. Describe what a data exfiltration attack is. 
A data exfiltration attack is an attack where malicious actors gain access to a system and exfiltrate data. This data is most of the time sensitive or confidential.
2. Please explain why data exfiltration attacks should be part of the risk management process.
Data exfiltration attacks are cost heavy for an organization. Risk management needs to lower potential costs. This includes lowering the risk of a data exfiltration attack.

1.3
1. Please mark the correct statement(s).
· Catastrophes have a high impact.
· Catastrophes have a high likelihood.
· For risk management the impact of a catastrophe is not relevant.
2. Please mark the correct statement(s).
· The source of an event is irrelevant for the categorization as a cyber disaster.
· Cyber disasters have only non-human causes.
· Cyber disasters are always the result of a malicious action.
1.4
1. Describe the difference between a risk and a cyber risk. 
Cyber risks are only restricted to threats which happen in the cyber space. A risk which has a source outside of the cyber space is not a cyber risk. All cyber risks are risks but not the other way around.
2. Please mark the correct statement(s).
· It is possible for a threat not to represent a risk for an organization.
· A risk can be no threat for an organization.
· A risk has always a likelihood of happening.


2.1
1. Describe what avoiding the risk means. 
Avoiding the risk means that controls or processes will be implemented so it is impossible that the risk can occur.
2. Please mark the correct statements.
· For proper risk management the risk needs to be quantifiable.
· The risk is the multiple of the likelihood and the impact.
· Describing the risk in a quantifiable way is not needed for the mitigation decision.
3. Please complete the following sentence:
Mitigating or reducing a risk means to reduce the likelihood of the threat.

2.2
1. Please list the components of the impact and the likelihood. 
likelihood: threat actor, vulnerability
impact: technical impact, business impact
2. Please mark the correct statement(s).
· Loss of confidentiality is a technical impact.
· Exploitability is a technical impact.
· Awareness is a business impact.
3. Please complete the following sentence.
A risk which can lead to bankruptcy as financial damage is worse than a risk which violates the privacy of hundreds of people.


2.3
1. The factors of a risk have following values. Please calculate the resulting risk.
· threat actor factor: 6
· vulnerability factor: 3.5
· technical impact: 6.25
· business impact: 5
Likelihood = (6 + 3.5) / 2 = 4.75 -> Medium
Impact = (6.25 + 5) / 2 = 5.625 -> Medium
-> Risk = Medium + Medium = Medium
The resulting risk is medium.
2. Please mark the correct statement(s).
· The overall impact is the average of the two impact factors.
· The overall impact is the sum of the two impact factors.
· The overall impact is the product of the two impact factors.
3. Describe how the calculation of the impact can be adjusted and why? 
The business impact factor can be weighted so that it counts more. This is can be done because a technical impact is most of the time more important than the technical impact.

2.4
1. Please mark the correct statement(s).
· Motivation for an attack can be described by the financial benefits of a successful attack.
· The size of the possible threat actors is not relevant.
· If a vulnerability is easy to discover the impact will rise.
2.5
1. Describe the differences of a black swan event and a cyber catastrophe. 
Both events have a devastating impact for the affected parties. The difference is that the likelihood of a black swan event is close to zero. On the other side a cyber catastrophe has a higher likelihood. In Risk management it is easier to handle a cyber catastrophe as the likelihood and the event is known. A black swan event is a surprise.
2. Please complete the following sentence:
A black swan event has a devastating impact. In risk management it is difficult to plan and prepare for such events because they occur mostly by surprise.


3.1
1. Please describe why attack trees are used to model threats. 
Attack trees offer a formal way to model threats for a certain scenario with hierarchical attack representation models.
2. Please mark the correct statements.
· Attack trees are complete when they are representative for the given use-case.
· Attack trees are complete once they reach 50 nodes.
· Attack trees are complete if they model the entire organization.
3. Please complete the following sentence:
Attack trees are a verbose threat modeling methodology. They typically take the form of a list or a graph.

3.2
1. Please mark the correct statement(s).
· STRIDE is a mnemonic used to model threats.
· STRIDE is a risk management framework.
· STRIDE is a threat modeling policy.
2. Please describe a DFD.
A DFD, or data flow diagram, is a diagram that presents logical data entities and the flow of data between them. A DFD explains how a system works and interacts.
3. Please describe why STRIDE is used to model threats.
The goal of STRIDE is to identify threats to a system and use the STRIDE mnemonic to classify them.

3.3
1. Please describe the difference between privacy and security threat modeling. 
Security threat models focus on the assets and how they can be protected from (external) threats. However, privacy threat models take a different approach. Instead of focusing on the system assets, privacy threat models focus on the data subjects’ data in order to protect the items of interest (IOI) and not the system.
2. Please mark the correct statement(s).
· LINDDUN is a threat modeling framework.
· LINDDUN is risk management framework for privacy risks.
· LINDDUN is used to rate privacy risks.
3. Please complete the following sentence:
The three main steps of the LINDDUN threat modeling methodology are system modeling, threat elicitation and threat management.


4.1
1. Please describe the purpose of NIST Special Publication 800-37. 
The purpose of this publication is to provide a practical guideline for risk management in organizations. The framework contains fundamental information on how to build a risk management framework (RMF) and a process for risk management.
2. Please mark the correct statement(s).
· Security controls should be assessed after the system has been categorized.
· Security controls should be assessed before the system has been categorized.
· Security controls should be implemented after the system and associated controls have been monitored.
3. Please complete the following sentence:
The NIST risk management process consists of seven steps.
4.2
1. Please list the basic criteria for the security risk management process. 
· Risk evaluation criteria
· Impact criteria
· Risk acceptance criteria 
2. Please mark the correct statement(s).
· ISO/IEC 27005 forms part of an ISMS.
· ISO/IEC 27005 replaces an ISMS.
· ISO/IEC 27005 replaces the SDLC.
3. Please complete the following sentence:
ISO/IEC 27005 is part of the ISO/IEC 2700 family of standards and describes information security risk management.

4.3
1. Please list the risk handling strategies in BSI Standard 100-3. 
· Risk reduction through additional security measures
· Risk avoidance through restructuring
· Risk acceptance
· Risk transfer
2. Please complete the following sentence.
BSI Standard 100-3 is a standard for risk assessment published by the Federal Office for Information Security.

5.1
1. Describe why diagrams are useful for threat modeling. 
Diagrams help the analyst understanding the data flows and the processes of the scope better.
2. Please mark the correct statement(s).
· The risk assessment process should follow a defined methodology.
· Risk assessments can be done without a methodology.
· There are no defined methodologies for risk assessments available.
3. Please complete the following sentence.
Servers are supporting assets. The stored data are primary assets.

5.2
1. Please mark the correct statement(s).
· Black swan events have a high impact.
· Black swan events have a high likelihood.
· Black swan events have a high likelihood and a high impact.
2. Please complete the following sentence.
Most of the time, a mitigation measure for black swan events lowers the impact of the risk.

5.3
1. Explain why continuous re-evaluation is important. 
Continuous re-evaluation is necessary to stay on track with changing risk landscape of the organization.
2. Please mark the correct statement(s).
· Communication is part of each step in the SEI paradigm.
· Communication is only needed at the end to communicate the successful process.
· Communication is only necessary for critical events.

6.1
1. Describe security champions. 
A security champion is part of a developer team e.g., as a developer, a product manager or a tester. Champions help implement and improve security on their team.
2. Please mark the correct statement(s).
· The risk management process needs to be changed for Agile environments.
· Risk management is not needed in an Agile environment.
· Risk management is always better in a traditional environment than in an Agile environment.
3. Please mark the correct statement(s).
· Security champions need to be volunteers.
· Security champions need to be assigned.
· It does not matter if a security champion volunteers or is assigned to this duty.

6.2
A crisis can be a security incident or other situations that are a great danger to the organization.
1. Please mark the correct statement(s).
· Proper incident documentation can be helpful for further incidents.
· Incident documentation is an optional step in the post-processing phase.
· Incident documentation occurs in the technical preparation.
2. Please complete the following sentence.
The lessons learned from the incident can be used to enhance the organization through advisories and guidelines

6.3
1. Describe when cyber insurance is useful. 
A cyber insurance is useful to cover potential damage which might occur even if all other mitigation measures and security controls are in place

