DLBCSEINF01_E_Unit01_Question01	Comment by Johnson, Lila: Each question has a code, please carry this over into the translated document and do not translate it.
Which of the following is a goal of network forensics?
· to provide law enforcement with evidence (1 Pts)	Comment by Johnson, Lila: Each question has one correct (1 Pts) and three incorrect (0 Pts) answers. Please ensure it remains clear which is the correct answer in the translated document
· to strike back at attackers (0 Pts)
· to recover data lost to attacks (0 Pts)
· to provide impenetrable cyber security (0 Pts)
DLBCSEINF01_E_Unit01_Question02
Which of the following is not a step in the generic process model for network forensics?
· direct countermeasures (1 Pts)
· data collection (0 Pts)
· incident response (0 Pts)
· analysis (0 Pts)
DLBCSEINF01_E_Unit01_Question03
Host-based intrusion detection systems monitor …
· … log and operating system files. (1 Pts)
· … network traffic passing through. (0 Pts)
· … other hosts on the network. (0 Pts)
· … user files’ version history. (0 Pts)
DLBCSEINF01_E_Unit01_Question04
Signature based intrusion detection systems …
· … trigger security events based on rules. (1 Pts)
· … trigger security incidents based on rules. (0 Pts)
· … trigger security events based on suspicious behavior. (0 Pts)
· … trigger security incidents based on suspicious behavior. (0 Pts)
DLBCSEINF01_E_Unit01_Question05
Distributed Denial-of-Service attacks …
· … use large numbers of attacking systems. (1 Pts)
· … can be easily mitigated. (0 Pts)
· … are difficult to carry out. (0 Pts)
· … occur rarely. (0 Pts)
DLBCSEINF01_E_Unit02_Question01
Layered communication does not …
· … prevent individual layers from being exchanged. (1 Pts)
· … separate the concerns of different layers. (0 Pts)
· … allow different teams to work together. (0 Pts)
· … provide transparency for overlying layers. (0 Pts)
DLBCSEINF01_E_Unit02_Question02
The physical layer is responsible for exchanging …
· … bits. (1 Pts)
· … packets. (0 Pts)
· … frames. (0 Pts)
· … processes. (0 Pts)
DLBCSEINF01_E_Unit02_Question03
When data travels through a layered communication model, they become …
· … encapsulated. (1 Pts)
· … encrypted. (0 Pts)
· … smaller. (0 Pts)
· … faster. (0 Pts)
DLBCSEINF01_E_Unit02_Question04
Connection-based protocols ensure the …
· … ordering of data. (1 Pts)
· … privacy of data. (0 Pts)
· … correctness of data. (0 Pts)
· … arrival of data. (0 Pts)
DLBCSEINF01_E_Unit02_Question05
RFC documents are…
· … never amended post-publication. (1 Pts)
· … always faultless. (0 Pts)
· … never revised. (0 Pts)
· … never reliant on other documents. (0 Pts)
DLBCSEINF01_E_Unit03_Question01
UDP …
· … transmits datagrams. (1 Pts)
· … establishes connections. (0 Pts)
· … does not connect more than two peers. (0 Pts)
· … ensures the ordering of transmitted data. (0 Pts)
DLBCSEINF01_E_Unit03_Question02
TCP …
· … does not connect more than two peers. (1 Pts)
· … incurs very little overhead. (0 Pts)
· … ensures that connections are closed gracefully. (0 Pts)
· … is an application layer protocol. (0 Pts)
DLBCSEINF01_E_Unit03_Question03
The sliding window technique …
· … uses send and receive buffers on both peers. (1 Pts)
· … is used by UDP. (0 Pts)
· … ensures correctness of the transmitted data. (0 Pts)
· … uses a send buffer on one peer and a receive buffer on the other peer. (0 Pts)
DLBCSEINF01_E_Unit03_Question04
Lost segments can be detected …
· … by the sender. (1 Pts)
· … by the receiver. (0 Pts)
· … by both peers. (0 Pts)
· … by routers along the way. (0 Pts)
DLBCSEINF01_E_Unit03_Question05
Which of the following attacks does not target the transport layer?
· CallStranger (1 Pts)
· SYN Flood (0 Pts)
· session hijacking (0 Pts)
· TCP Reset Attack (0 Pts)
DLBCSEINF01_E_Unit04_Question01
IP addresses …
· … consist of a network and a host portion. (1 Pts)
· … consist of a host portion and a subnet mask. (0 Pts)
· … can be shared by two directly connected systems. (0 Pts)
· … determine how many hosts can be in a network. (0 Pts)
DLBCSEINF01_E_Unit04_Question02
Routers …
· … interconnect different network segments. (1 Pts)
· … separate different network segments. (0 Pts)
· … only ever have one IP address. (0 Pts)
· … normally perform network address translation (NAT). (0 Pts)
DLBCSEINF01_E_Unit04_Question03
Routing algorithms …
· … try to build optimal routing tables. (1 Pts)
· … have to be configured manually. (0 Pts)
· … only work if the network topology never changes. (0 Pts)
· … always use the number of hops as the distance metric. (0 Pts)
DLBCSEINF01_E_Unit04_Question04
DHCP …
· … is a protocol to distribute network configuration data. (1 Pts)
· … uses ICMP messages to broadcast messages. (0 Pts)
· … uses protocols from the link layer to broadcast messages. (0 Pts)
· … requires an IP address to send configuration requests. (0 Pts)
DLBCSEINF01_E_Unit04_Question05
Network Address Translation (NAT)…
· … enables all clients in a private network segment to access external network services. (1 Pts)
· … enables clients from external networks to access internal services. (0 Pts)
· … operates purely on the network layer. (0 Pts)
· … is controlled by the client using the SOCKS protocol. (0 Pts)
DLBCSEINF01_E_Unit05_Question01
On which layer is ARP located?
· the link layer (1 Pts)
· the application layer (0 Pts)
· the transport layer (0 Pts)
· the network layer (0 Pts)
DLBCSEINF01_E_Unit05_Question02
ARP is used to associate …
· … IPv4 addresses with MAC addresses. (1 Pts)
· … IPv6 addresses with MAC addresses. (0 Pts)
· … network segments with their default gateway. (0 Pts)
· … routers with each other. (0 Pts)
DLBCSEINF01_E_Unit05_Question03
RIP is used to …
· … exchange information on network topology. (1 Pts)
· … facilitate routing between autonomous systems. (0 Pts)
· … notify all routers within a network about changes in the network topology. (0 Pts)
· … dynamically assign IP addresses to new routers. (0 Pts)
DLBCSEINF01_E_Unit05_Question04
BGP is used to …
· … enforce routing policies between autonomous systems. (1 Pts)
· … facilitate routing within autonomous systems. (0 Pts)
· … exchange detailed information on network topology. (0 Pts)
· … optimize the travel time of IP packets. (0 Pts)
DLBCSEINF01_E_Unit05_Question05
Autonomous system numbers are …
· … unique and assigned by a regional registrar. (1 Pts)
· … unique and directly assigned by the IANA. (0 Pts)
· … arbitrarily chosen by organizations. (0 Pts)
· … infinitely available. (0 Pts)
DLBCSEINF01_E_Unit06_Question01
Which of the following is not a valid DNS entry type?
· DMARC (1 Pts)
· SOA (0 Pts)
· AAAA (0 Pts)
· MX (0 Pts)
DLBCSEINF01_E_Unit06_Question02
FQDNs are …
· … hierarchically structured. (1 Pts)
· … only unique within a link local network segment. (0 Pts)
· … atomic denominators of systems. (0 Pts)
· … derived from MAC addresses. (0 Pts)
DLBCSEINF01_E_Unit06_Question03
DNS zones are …
· … boundaries of responsibility. (1 Pts)
· … defined by exactly one DNS server. (0 Pts)
· … completely isolated from each other. (0 Pts)
· … comprised of entries that are private for the zone. (0 Pts)
DLBCSEINF01_E_Unit06_Question04
Authoritative DNS responses …
· … originate from the DNS server directly responsible for the zone. (1 Pts)
· … originate from any DNS server that implements DNSSEC. (0 Pts)
· … can be obtained quickly. (0 Pts)
· … are signed digitally. (0 Pts)
DLBCSEINF01_E_Unit06_Question05
DNSSEC achieves …
· … authenticity of records in the DNS zone. (1 Pts)
· … encryption of network traffic to and from a DNS server. (0 Pts)
· … data privacy by using cryptographic functions. (0 Pts)
· … authentication of DNS clients. (0 Pts)
DLBCSEINF01_E_Unit07_Question01
The HTTP protocol is …
· … stateless. (1 Pts)
· … binary encoded. (0 Pts)
· … based on UDP. (0 Pts)
· … stateful. (0 Pts)
DLBCSEINF01_E_Unit07_Question02
HTTTP status codes …
· … indicate success or failure of an HTTP request. (1 Pts)
· … have to be handled by HTTP servers. (0 Pts)
· … are only returned in the case of an error. (0 Pts)
· … are transmitted in HTTP requests to indicate what to do with a resource. (0 Pts)
DLBCSEINF01_E_Unit07_Question03
HTTP messages …
· … always contain a header. (1 Pts)
· … always contain a payload. (0 Pts)
· … always contain a request method. (0 Pts)
· … always contain a status code. (0 Pts)
DLBCSEINF01_E_Unit07_Question04
The main goal of HTTP/2 is …
· … to improve the performance of HTTP-like interactions. (1 Pts)
· … to add new functionality to HTTP-like interactions. (0 Pts)
· … to improve the resilience of HTTP-like interactions. (0 Pts)
· … to enforce strong encryption of HTTP-like traffic. (0 Pts)
DLBCSEINF01_E_Unit07_Question05
SMTP is …
· … used to interchange electronic mail. (1 Pts)
· … a recent communication protocol. (0 Pts)
· … a stateless communication protocol. (0 Pts)
· … a binary communication protocol. (0 Pts)
DLBCSEINF01_E_Unit08_Question01
The main purpose of the SSH protocol is …
· … to provide a secure method to access interactive command interfaces on systems. (1 Pts)
· … to query information systems in a request/response pattern. (0 Pts)
· … to securely interconnect internal network segments over an insecure network. (0 Pts)
· … to provide a secure method to provide authenticity between the peers of a higher-level communication protocol. (0 Pts)
DLBCSEINF01_E_Unit08_Question02
Traffic transported over SSH port forwarding …
· … bypasses firewall checks. (1 Pts)
· … concerns only the two SSH peers. (0 Pts)
· … triggers Intrusion Detection Systems. (0 Pts)
· … flows from the client to the SSH server. (0 Pts)
DLBCSEINF01_E_Unit08_Question03
How does IPSec confer error messages?
· IPSec uses ICMP datagrams to confer error messages. (1 Pts)
· IPSec uses UDP datagrams to confer error messages. (0 Pts)
· IPSec uses encrypted IPSec packets to confer error messages. (0 Pts)
· IPSec uses a parallel TCP connection to confer error messages. (0 Pts)
DLBCSEINF01_E_Unit08_Question04
Which of the following statements about TLS is correct?
· Application layer protocols that use TLS have to be adapted. (1 Pts)
· TLS operates on the application layer. (0 Pts)
· TLS operates on the internet/network layer. (0 Pts)
· TLS enforces client authentication. (0 Pts)
DLBCSEINF01_E_Unit08_Question05
What is the purpose of certificate authorities?
· Certificate authorities verify the subject information contained in certificates and sign the certificates. (1 Pts)
· Certificate authorities verify the public key contained in certificates and sign the public key. (0 Pts)
· Certificate authorities verify the private key contained in certificates and sign the private key. (0 Pts)
· Certificate authorities verify the expiration date of certificates and revoke expired certificates. (0 Pts)
DLBCSEINF01_E_Unit09_Question01
Where should network-based Intrusion Detection Systems be placed?
· Network-based Intrusion Detection Systems should be placed at network segment boundaries. (1 Pts)
· Network-based Intrusion Detection Systems should be placed on sensitive host systems. (0 Pts)
· Network-based Intrusion Detection Systems should be placed on exposed host systems. (0 Pts)
· Network-based Intrusion Detection Systems should be placed within network segments. (0 Pts)
DLBCSEINF01_E_Unit09_Question02
What is the purpose of netflow monitoring?
· the observation of live network traffic (1 Pts)
· the analysis of recorded network traffic (0 Pts)
· the capturing of network traffic for later analysis (0 Pts)
· the interception and rejection of harmful network traffic (0 Pts)
DLBCSEINF01_E_Unit09_Question03
Which of the following statements about rules in Intrusion Detection Systems is correct?
· Rules in signature-based systems can detect concrete attack patterns. (1 Pts)
· Rules in signature-based systems are learned from normal operations. (0 Pts)
· Rules in behavior-based systems are predefined by the system’s vendor. (0 Pts)
· Rules in behavior-based systems can detect concrete attack patterns. (0 Pts)
DLBCSEINF01_E_Unit09_Question04
What is the main purpose of SIEMs?
· to integrate and consolidate security data (1 Pts)
· to trigger countermeasures in case of cyberattacks (0 Pts)
· to capture network traffic for later analysis (0 Pts)
· to provide a strict process to follow in incident management (0 Pts)
DLBCSEINF01_E_Unit09_Question05
Which of the following statements about attack prevention technologies is correct?
· Attack prevention technologies support the automation of aspects of cyber security processes. (1 Pts)
· Attack prevention technologies enable fully automatic cyber security. (0 Pts)
· Attack prevention technologies replace expensive cyber security processes. (0 Pts)
· Attack prevention technologies guarantee the certification of cyber security processes. (0 Pts)
DLBCSEINF01_E_Unit10_Question01
The IP address 141.98.10.220 has an entry in a DNSBL. What does this say about the address?
· The IP address has been used in the past to send spam emails. (1 Pts)
· The IP address has been used in the past to conduct a cyberattack. (0 Pts)
· The IP address is listed as the official mail server for a specific domain. (0 Pts)
· The IP address is listed as the DNS server for a specific zone. (0 Pts)
DLBCSEINF01_E_Unit10_Question02
Which of the following statements about DNS data sources is correct?
· DNS repositories contain whole data sets of DNS zones. (1 Pts)
· DNS is a distributed database, which makes published data immutable. (0 Pts)
· Passive DNS data contains whole data sets of DNS zones. (0 Pts)
· DNSBL have fixed criteria that determine how long perpetrators are to be listed for. (0 Pts)
DLBCSEINF01_E_Unit10_Question03
Which of the following statements about the data managed by the IANA is correct?
· Autonomous System numbers identify network segments under a specific administration. (1 Pts)
· Whois data always delivers reliable information on IP addresses. (0 Pts)
· An Autonomous System number corresponds to one IP block. (0 Pts)
· The IANA is a centralized organization that is not subject to privacy protection laws. (0 Pts)
DLBCSEINF01_E_Unit10_Question04
Support Vector Machines are a type of _________ algorithm used in machine learning.
· classification (1 Pts)
· clustering (0 Pts)
· unsupervised learning (0 Pts)
· association rule mining (0 Pts)
DLBCSEINF01_E_Unit10_Question05
The rules derived from association rule mining are …
· … more or less reliable, depending on their confidence and support values. (1 Pts)
· … representative of direct causal relations. (0 Pts)
· … an example of supervised machine learning. (0 Pts)
· … reliant on a consistent time scale of the analyzed data. (0 Pts)

