LMS Questions for [Threat Modelling DLBCSEEFT01_D]


	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	1/1
	1.1
	If you mistakenly post personal information on a social media platform, which security aspect is compromised?
	confidentiality
	integrity
	availability
	authentication

	1/2
	1.2
	Which main security aspect if compromised leads to poor decision-making?
	integrity
	confidentiality
	nonrepudiation
	availability

	1/3
	1.3
	Which main security aspect was compromised in Colonial Pipeline attack?
	availability
	confidentiality
	integrity
	authentication

	1/4
	1.4
	What is a potential threat from a person that you trust?
	insider threat
	outsider threat
	phishing
	DoS

	1/5





	1.4
	Which term closely refers to a security issue?
	an unmitigated vulnerability
	data breach
	spear phishing
	phishing
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	2/1
	2.1
	If you are asked that there is a 95% chance of your password breach, what kind of measure is this?
	quantitative
	qualitative
	tangible
	intangible

	2/2
	2.2
	The term “High” falls under what category of measurement?
	qualitative
	quantitative
	intangible
	tangible

	2/3
	2.3
	Which threat’s attribute mainly could assist us to derive the values for other attributes?
	technical personnel
	intensity
	stealth
	knowledge

	2/4
	2.4
	Which industry is the most vulnerable based on its attack surface? 
	internet of things (IoT)
	healthcare
	large businesses
	medium businesses

	2/5
	2.5
	Which one of the following reminds you of COVID-19 pandemic? 
	black swan event
	cyber attack
	cyber threat
	cyber risk
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	3/1
	3.1
	In general, which information security domain is addressed by threat modeling?
	Defense
	Offense
	Attack trees
	STRIDE

	3/2
	3.1
	Which one of the following best matches with the concept of threat modeling?
	It is a thought process.
	It is a questionnaire.
	It is a security awareness training.
	It is a professional training.

	3/3
	3.2
	Which one of the following threat modeling techniques is related to software developers?
	STRIDE
	Attack trees
	Pyramid of Pain
	DREAD

	3/4
	3.3
	Which of the following processes is closely related to DREAD?
	threat prioritization
	threat identification
	vulnerability identification
	vulnerability prioritization

	3/5
	3.4
	Which of the following best describes the Pyramid of Pain?
	a conceptual model
	a physical model
	a virtual model
	a theoretical model
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	4/1
	4.1
	Which of the following terms is mostly used when we refer to CAPEC?
	attack patterns
	attack vectors
	attack surface
	attack causes

	4/2
	4.2
	Which of the following models discusses privacy in detail?
	Solove’s Taxonomy of Privacy
	CAPEC
	MITRE ATT&CK
	attack trees

	4/3
	4.2
	“Privacy,” being a broader term, resembles which one of the following in terms of understanding the concept?
	vehicle
	BMW
	Audi
	VW

	4/4
	4.3
	ATT&CK was developed as a result of which experiment?
	FMX
	MITRE
	CAPEC
	DREAD

	4/5
	4.3
	ATT&CK is utilized as a tool by the security community for what type of analysis?
	behavioral
	physical
	virtual
	logical
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	5/1
	5.1
	Which term was coined by William Gibson to represent the internet?
	cyberspace
	cyber domain
	cyber environment
	cyberplace

	5/2
	5.1
	Which term best describes the statement “the selling and purchasing of goods on the internet”?
	eCommerce
	eLearning
	eDocumentation
	eCyber

	5/3
	5.1
	IT Law is another term used for …
	cyber law.
	network law.
	system law.
	computer law.

	5/4
	5.2
	Anyone who has an interest in the system of the organization is known as a …
	stakeholder.
	victim.
	attacker.
	adversary.

	5/5
	5.2
	A commonly known framework or system that systematically manages the risks of an organization is called what?
	ISMS
	PCI-DSS
	ISO 27001
	GDPR

	Unit/
Question Number
	Section
	Question
	Correct answer
	Incorrect answer
	Incorrect answer
	Incorrect answer

	6/1
	6.1
	Likelihood and impact are the two important factors used to calculate
	risk
	threat
	vulnerability
	risk analysis

	6/2
	6.1
	Which of the following is explicitly addressed in the risk management process?
	risk
	asset
	vulnerability
	cyber attack

	6/3
	6.2
	A temporary issue in an internet connection is an example of what?
	incident
	crisis
	impact
	vulnerability

	6/4
	6.2
	Any event that disrupts the day-to-day operations of an organization is referred to as
	DoS
	crisis
	vulnerability
	major event

	6/5
	6.3
	Which term best defines a Black swan event?
	highly unpredictable
	highly predictable
	highly beneficial
	highly alarming
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	7/1
	7.1
	Which of the following strategies are carried out to strengthen the cyber defense of an organization?
	proactive approach
	reactive approach
	detective approach
	corrective approach

	7/2
	7.2
	Why is risk mitigation carried out?
	to mitigate a threat exploiting vulnerabilities
	to mitigate vulnerability exploiting threats
	to mitigate the risk that exploits vulnerabilities
	to mitigate a threat exploiting a risk

	7/3
	7.3
	How often should organizations perform validation of the defenses?
	periodically
	sometimes
	anytime
	never

	7/4
	7.4
	What is protected through privacy?
	personally identifiable information
	user’s life
	organization
	routers

	7/5
	7.5
	What was the average cost of a data breach in 2022?
	$4.35 million
	$10.34 million
	$14.33 million
	$24.32 million
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