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Describe
 
Routing
 
Information
 
Protocol,
 
its
 
advantage
 
and
 
justify
 
why
 
it
 
is 
not
 
appropriate
 
for large networks.
)

Routing Information Protocol is a distance-vector protocol that works on Bellman-Ford algorithm to find the shortest path between source and destination , with hop as the metric (2 points). In addition, the routing table of routers is sent to the nodes in this network. The main advantage of RIP is that it requires less maintenance and reconfigures the routing table if there are any changes in the network (2 points).
However, it is inappropriate for large networks as the maximum hop count is 15.(2 points)
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Describe
 
the
 
difference
 
between
 
Static
 
detection
 
and
 
Dynamic
 
detection.
)


Static detection is a process of detecting vulnerabilities by analyzing the source code or binary code. As this does not involve any code execution, it can be performed even when the code is incomplete or not executable. (3 Points)
Dynamic Detection: Dynamic detection identifies the vulnerability by executing the code. Even though it is complex, expensive, and time-consuming, the accuracy of the results is far better than that of static detection. Due to this reason, dynamic detection is used only when there is enough time and funds. (3 Points)
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Discuss
 
the
 
four
 
vulnerability
 
scanning
 
categories.
)


External Vulnerability Scan: External approach scans the outside of the IT network that expose to the internet, like websites, ports, services, applications, etc. It helps to identify the vulnerabilities at these external points that might cause an attack on the system. (2 points)
Internal Vulnerability Scan: This scans the internal network and identifies the exploitable vulnerabilities once the attacker gets access to the inside of the network. The scan results help the security personnel fix the vulnerabilities and protect the systems from the breach. (2 points)
Non-Intrusive Scans: In the case of non-intrusive scans, vulnerabilities are identified and reported rather than exploiting it. (2 points)
Intrusive Scan: Intrusive scans exploit the identified vulnerability. Hence, intrusive scans are more effective than non-intrusive scans as they emphasize the risk associated with the vulnerability. (2 points)
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Explain
 
Interior
 
Gateway
 
Routing
 
Protocol
 
and
 
Enhanced
 
Interior
 
Gateway
 
Routing
 
Protocol. What makes them different from each other?
)

Interior Gateway Routing Protocol (IGRP): IGRP is a distance-vector protocol that uses a distance vector algorithm to manage the routing information flow. Further, it ensures that all the routers have updated routing tables with the best path. The main advantage of IGRP is that it prevents the routing loop by error management and reconfiguring the routing table if there are any changes in the network. (3 points)


Enhanced Interior Gateway Routing Protocol (EIGRP): EIGRP is a hybrid routing protocol of link state and distance-vector routing protocol. One of the main advantages of EIGRP is that convergence is faster due to the usage of the DUAL algorithm, which executes when a route is unavailable. (3 points)

The main difference between EIGRP and IGRP is that the former is a classless routing method, which includes subnet mask details and the latter is a classful routing method, which doesnot include the subnet mask details. (2 points)



 (
Alice wants to send some information to Bob. How does the information send by Alice get passed
 
from
 
one
 
layer
 
to
 
the
 
next
 
layer
 
in
 
the
 
OSI model?
 
Explain
 
the
 
steps
 
and
 
indicate
 
the direction of information in the layers on both the sender and receiver sides.
)

Let the data to be sent to Bob be D. Data D will be sent from the application layer with an application header attached. Once the presentation layer receives it, the data D will be compressed or translated and added with a header. However, the presentation layer won't be able to know the header portion and data portion of the data from the application layer. (2 points)

In the session layer, the compressed or translated data received from the presentation layer is added with a header and trailer(with checksum and optional padding), which helps synchronization. Further, the session layer creates a session that lets the sender and receiver communicate. (2 points)

The data D(translated and added with session header and trailer) is sent to the transport layer for segmentation. Segmentation lets the received data breaks into segments. (2 points)

The network layer breaks them into packets on receiving the segments and is forwarded them to the next layer. Then, packets are split into frames in the data link layer and sent to the physical layer.
The physical layer converts the data into bits in the form of 0s and 1s and sends it to wireless or wired mediums like cables. (2 points)

Once the message arrives at the receiver side B, the process from 1-7 will be reversed, starting from the physical layer to the application layer. The headers and trailers added in each step will be removed and sent to each upper layer until they reach the application layer. (2 points)
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 (
Name
 
and
 
explain
 
the
 
mutually
 
acknowledged
 
three-step
 
process
 
between
 
client
 
and
 
server in TCP protocol. Describe the attack that exploits this three-step process by repeating 
packets.
)

The mutually acknowledged three-step process between client and server in TCP protocol is known as a TCP three-way handshake.(2 points)

TCP handshake involves three steps: First, the sender sends an SYN message(Synchronize sequence number) to the recipient to indicate that the client would like to start the communication. (2 points) The recipient, in turn, opens a connection along with sending an SYN+ACK message. ACK denotes the acknowledgement of receiving the SYN message. (2 points) As the final step in this handshake, on receiving this ACK, the sender again sends a message that the ACK has been received. Once these three steps are completed, the data is ready to transfer.(2 points)

The standard TCP three-way handshake is exploited by repeatedly sending SYN packets to all ports on the server, making it unresponsive. This is known as SYN flooding attack or a half-open attack. As the attacker uses fake IP for sending, the server could not close the connection by sending RST packets. (2 points)
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three
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of
 
risk
 
assessment.
)


If the risk is intolerable, the part of the system at risk should be replaced, or vulnerabilities should be reduced. (2 points)
In tolerable risk, the risk can be reduced using proper techniques using methods like sharing, mitigating or transferring risk so that risk can be reduced to a level as low as reasonably possible (ALARP) or as low as reasonably allowable(ALARA). The decision to mitigate, share or transfer the risk depends on the risk manager. (2 points)
In acceptable risk, reducing the risk is not mandatory and can be accepted as such.(2 points)
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Risk
 
and
 
Inherent
 
Risk.
 
What
 
makes
 
them
 
different
 
from
 
each
 
other?
)

Even though risks are identified and applied with resolving techniques, some risks will be entirely not avoidable. These risks are called residual risks. In other words, residual risk is the leftover risks after performing the risk treatments like identification and mitigation. (2 points)In addition to residual risk, there is another type of risk known as inherent risk, which is risks within the ecosystem in the absence of controls. (2 points) Residual risks are the risks after applying controls, and inherent risks are before using controls. (2 points)
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Suppose
 
there
 
is
 
an
 
organization
 
'XYZ'
 
that
 
would
 
like
 
to
 
perform
 
risk
 
assessment
 
risk management process. List the four components/keywords that are part of this risk management process and explain them.
)


The four keywords are: Frame, Assess, Respond and Monitor.
First, framing the risk; its purpose is to create a risk management plan based on how the organizations plan to assess the risk, respond to it, and monitor them.(2 points)
Second, assessing the risk; identifies the threats, the harm and the likelihood of the risk. Further, it also deals with how the organizations plan to assess the risk within the context of the organization's risk frame. (2 points)
Third, responding to the risk; involves the organization's response to the risk, like developing appropriate response actions, evaluating it and determining the best among them and implementing them. (2 points) Finally, monitoring the risk; considers how effective the response plans are over a period and how well they are maintained continuously. (2 points)
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Name
 
and
 
explain
 
the
 
the
 
associated
 
security
 
functional
 
requirement
 
for
 
the
 
abbreviations FDP, FIA, FMT and FPR.
)

FDP
Security Functional Requirement: User Data Protection One of the most extensive classes in CC
Specifies requirements to protect user data
The idea of this requirement is to introduce a policy for user data protection, implement it and support the processes like import, export and storage. (2 points)
FIA
Security Functional Requirement: Identification and authentication
Address the security requirements like identification and authentication to prove a claimed user identity. Password is the most common mechanism for authentication.
Associates the users with the correct security attribute like groups, roles etc(2 points)

FMT
Security Functional Requirement: Security Management
It intends to specify the security management, like who can do what, who is given the most trusted role etc.
Manages security attributes( like capability lists and access control lists) (2 points)

FPR
Security Functional Requirement: Privacy
Offers requirements on user protection by supporting anonymity to avoid misuse of using identity by other users. (2 points)
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Suppose
 
you
 
are
 
assigned
 
to
 
explain
 
the
 
security
 
evaluation
 
of
 
a
 
product
 
to
 
a
 
vendor.
 
Explain the steps you will tell him for the security evaluation of a product. On completion of the process, the vendor realized that two people were assigned to perform the same security evaluation process. Name the principle and justify the reason why the second person is also considered for the same security evaluation.
)

Security evaluation follows a series of steps, as shown below.
Proposal review: This is the first step of a security evaluation, where the vendor submits the product for review, and usually, the evaluator does the market analysis based on the proposal.
Technical assessment: In this stage, product design is put under review. However, product documentation is essential. (2 points for two steps)
Advice: Once the above steps are completed, the vendor is advised with the necessary findings so that the vendor can use them to produce the product.
Intensive preliminary technical review: This stage is considered an independent assessment done by the evaluator to find whether the product is evaluation ready.
Evaluation: The step in which a detailed analysis is done for the product, and once all the tests are passed, an Evaluated Products List (EPL) entry will be awarded. (3 points for two steps)
Rating Maintenance stage deals with the techniques to the vendor where they can maintain the product criteria rating. If security changes are required, this stage also deals with it, and final approval is done after that with a rating allocated to the product. (2 points)
The second person is also considered for the same security evaluation as the four eyes principle was considered. It is an internal control mechanism that enhances the assurance by requiring that two people should approve some activity or decision before it is moved forward. This principle is also known as a two- person rule, and its main aim is to mitigate the risks during product development. In this, the second person can identify the mistakes or drawbacks in the security evaluation even though the first person misses it. However, this does not mean that no missings will occur in the security evaluation. (3 points)
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Assume
 
you
 
are
 
a
 
member
 
of
 
the
 
PCI
 
SSC.
 
You
 
are
 
approached
 
by
 
a
 
Payment
 
Card
 
vendor and asked about the security requirements for approving the payment card. Name the standard that ensure the security and explain its six goals for compliance.
)

Data Security Standard, abbreviated as PCI DSS is a security standard developed for Payment Card Industry as a solution to avoid security issues. (1 point)

According to PCI SSC, a vendor must complete 12 PCI DSS requirements, organized into six control objectives for compliance.
Goal 1. Build and maintain a secure network.
· To protect the cardholder data(CHD), install and maintain a firewall so that it will scan all the traffic and blocks the unwanted traffic.
· Change the passwords and other parameters given by the vendors, as these are the default ones in most cards. This can easily be brute-forced, which results in the attack.
Goal 2: Protect cardholder data.
· Protect the stored CHD using various techniques like encryption, masking, truncation etc.
· Use strong encryption of the cardholder data across public networks or open networks. (3 points for two goals)
Goal 3: Maintain a vulnerability management program.
· Use updated antivirus software as the malware can bypass the network in various ways like phishing mechanisms, the internet etc.
· Create and maintain secure systems and applications. Goal 4: Implement strong access control measures.
· Provide access to the CHD for only authorized people.
· Use identification and authentication mechanisms for using the system components, like assigning a unique ID for each authorized official.
· Limit physical access to CHD. (3 points for two goals)
Goal 5: Regularly monitor and test networks.
· Track and monitor accessing mechanisms like logging to network resources and CHD.
· As vulnerabilities can occur at any stage, continuous testing has to be done for security systems and processes.
Goal 6: Maintain an information security policy.
· Maintain a policy that manages the information security of all personnel. (3 points for two goals)
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 (
Describe
 
three
 
intrusion
 
detection
 
tools-
 
Snort,
 
Suricata
 
and
 
Zeek.
)

Snort: Snort is an open-source tool that is used as an IDS, IPS and packet logger. This tool uses a rule- based language to represent malicious network activity, and compares packets against them to find matches, and generates user alerts. (2 points)
Suricata: Like Snort, Suricata is an open-source IDS that uses rules and signatures for intrusion detection. Moreover, it performs pattern matching and deep packet inspection for attack detection. Nevertheless, unlike Snort, Suricata supports file extraction and hashing as well. (2 points)
Zeek: Unlike other tools, Zeek is not an intrusion prevention system. Instead, it sits on hardware, software, sensor, virtual, or cloud platform that silently observes network traffic. On scanning, it creates logs and fully customized output, suitable for analyzing tools like SIEM. (2 points)
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Explain
 
"Intrusion
 
detection"
 
and
 
"Intrusion
 
detection
 
systems".
 
Name
 
the
 
five
 
categories
 
of 
IDS.
)


Intrusion detection is an event monitoring process in networks or computer systems for identifying suspicious activities which violates security practices and policies. (2 points)Intrusion detection systems (IDSs) are software or hardware that performs intrusion detection by checking all inbound-outbound activities inside the systems and networks in an automated manner. (2 points) The five categories include Signature-based IDS, Anomaly-based IDS, Network-based IDS, Host-based IDS and Hybrid IDS (2 points)
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 (
A
 
security
 
specialist
 
configures
 
an
 
Intrusion
 
detection
 
system
 
and
 
he
 
came
 
to
 
know
 
that
 
the system is not detecting novel attacks. Which IDS is used here? Which IDS can be used to solve this issue? Mention the advantages and disadvantages of both IDS.
)

Signature-based intrusion detection, also known as the misuse intrusion detection method or rule-based method, is used here. It is one of the most popular techniques to detect known threats. This method uses a pattern matching process against a frequently updated database of predefined signatures or rules created from malicious patterns or sequences. (2 points)

Advantages of signature-based detection method
· Easy to implement
· High true positive rate
· Accurate
· Points explicitly the threat

Disadvantages of signature-based detection method
· Fail to detect new and unknown attacks
· Affects the performance when the number of rules increases

(2 points for advantages and disadvantages)
Since signature-based detection methods are not capable of detecting unknown or new attacks, another technique known as an anomaly-based intrusion detection method can be used. It is also known as behavior-based method as it learns the normal/good behavior during the profiling and triggers the alert for the activities other than that are captured during the profiling. (2 points)

Advantages of anomaly-based detection method:
· Detect unknown and new attacks
· Appropriate for large network

Disadvantages of anomaly-based detection method
· Chance to trigger the false alarm for activities not captured during the profiling period.
· It does not explicitly point to the threat(2 points for advantages and disadvantages)
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 (
Your
 
company
 
wants
 
to
 
create
 
an
 
Intrusion
 
Detection
 
model
 
without
 
any
 
human
 
intervention. For this, you are given a dataset D with some missing data. Name and explain the analytics method
 
you
 
will
 
use
 
for
 
creating
 
the
 
IDS
 
model.
 
Also,
 
mention
 
the
 
three
 
steps
 
you
 
will
 
follow.
)

To create the IDS, Machine learning can be used as it automatically learns relationships between inputs and outputs through experience without any human intervention. It involves three phases: data preprocessing, training, and testing.(2 points)

First, the dataset D is fed into the data preprocessing phase. It is one of the most critical phases in machine learning as it cleans the raw data and makes it usable for the machine learning model. The cleaning includes removing noises, missing data, and inconsistent data, which affects the model performance. Data preprocessing can be done using different techniques like encoding, normalization etc. (2 points)
The training phase selects a portion of preprocessed data (usually 80% of the data) and applies it to the machine learning algorithm, which learns patterns from it. If the training data has all the values that the system might come across, the training phase learns it and might perform well during the testing phase. (2 points)
The testing phase is the last phase in machine learning, and it tells how efficiently the model has learned the training data. (2 points)
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 (
Suppose you are a member of the 
Computer
 security incident response team. Name and explain
 
the
 
forensic
 
artefacts
 
that
 
are
 
used
 
to
 
identify
 
when
 
some
 
breaches
 
occur? Give
 
four examples and include disadvantages, if any.
)

For identifying the breaches, we can use Indicators of Compromise(1 Point), often called IoC, which are the forensic evidence used as signs when a breach or malware infection occurs in a system. Usually, IOCs comprise some combinations of IPs, virus signatures, URLs, botnet domain names, & MD5 hash values of attack files, etc. On detecting IoC, Computer security incident response teams (CSIRTs) establish appropriate response activities for stopping the breach and restoring the system, thereby limiting the damage. Moreover, IoCs also help to improve sandbox security and to affirm the efficiency of heuristic analysis. (3 points)

However, the drawback of IoC is that the system might be already compromised when IoCs are detected. This is the due to the fact that the IoCs are used for detection rather than the prevention. Moreover, sophisticated cybercriminals frequently modify the IoCs like C2 domain, IP address and hash values to avoid detection thereby makes the IoCs difficult to detect. (3 points)

Common Indicators of Compromise

· Unusual incoming and outgoing network traffic
· Traffic from unusual countries or locations where the organization have no presence
· High database read volume
· Multiple incorrect logins or access requests
· Unfamiliar applications inside the system
· Unusual activities like additional permission requests from system administrators or other officials.
· Numerous requests for the same object or file.
· The large size of HTML response
· Suspicious registry or system file changes
· Anomalies in registry configurations and Domain Name Servers (DNS) requests.
· Unauthorized settings changes, including mobile device profiles
· Numerous data bundles and compressed files in incorrect paths or locations.(3 points for any four from the list)
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 (
Suppose you are a security personnel and your team lead gave you some IDS sensors. You are
 
asked
 
to
 
suggest
 
some
 
locations
 
in
 
the
 
systems
 
for
 
placing
 
them.
 
Which
 
would
 
be
 
the
 
two 
most commonly used
 locations, and what would those IDS be called? Describe them and mention their advantages and disadvantages.
)

Network and Host would be the two locations. These IDS are called as Network-Based Intrusion Detection Systems (NIDS) and Host-Based Intrusion Detection System (HIDS).


Network-Based Intrusion Detection Systems (NIDS)
As the name suggests, network-based IDS places sensors at points within the network to monitor all the incoming and outgoing traffic. Then, the system analyses the traffic and performs either a signature- based or anomaly-based method for intrusion detection. Finally, the system looks for either signatures or anomalies to check whether an intrusion has occurred. Once an intrusion is detected, alerts are sent to the system administrator through reports or notifications. (3 points)
Advantages
· Easy to install
· Detect attacks in the whole network
· Works in real-time
· Fast response time
· Does not affect the host's performance. Disadvantages
· Analysis might be lagging as compared to the speed of the network.
· Passive in nature. (2 points for disadvantages and advantages)

Host-Based Intrusion Detection System (HIDS)
In Host-based IDS, sensors are placed on devices and hosts within the network to monitor the host's incoming and outgoing files/data. This approach takes a snapshot of the existing host and compares it with the previous snapshot. If the important files are modified or altered, alerts are sent to the system administrator through reports or notifications. If no changes are identified, the system is considered safe, and the process will continue. (3 points)

Advantages
· More awareness of the attacks as it is associated with the system files.
· No extra hardware is required. Disadvantages
· Slow as it takes snapshots and later performs the detection.
· Does not work in real-time.
· The installation process is heavy compared to NIDS. (2 points for disadvantages and advantages)
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 (
Explain
 
any
 
three
 
features
 
of
 
Advanced
 
Threat
 
Protection.
)

Attack Surface Management: Attack surface management, often called ASM, is a technique that assesses and monitors the internal and external assets to identify the vulnerabilities which cause a threat to the organization. As attack surfaces are massive and not limited to a particular part of the organization, ASM is considered one of the top priorities in the security policies of the organization. Furthermore, under
these circumstances, ATP considers the attack surface and includes various mechanisms for handling the organization's attack surface, including application control and sandboxed file analysis.
File Analytics: Since hackers pose a significant threat to enterprises' endpoints, securing them is crucial. One method is to analyse the files delivered to the device, which can perform malicious activities. File analytics is an essential process in security as it navigates through the file for suspicious elements.
However, ATP helps in automatically assessing the files and ensuring whether the files are benign or malicious.
Rich Threat Intelligence: Rich Threat Intelligence is an advanced intelligence gathering process that relies heavily on automation to reach an unprecedented level of actionable insights. Since the threat intelligence has updated information on the recent attacks, ATP solutions are integrated with them, receiving the latest information on attacks and other security issues.
Combination of detection and prevention: Using ATP, attacks are detected rapidly and perform associated incident response activities. (2 points each for any 3 features)
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Describe
 
DoS
 
attack
 
and
 
Sybil
 
attack.
)


DoS attacks in WSNs prevent the users from accessing the resources. Here, the resources are disrupted by sending numerous packets to the node, which reduces the network's capability to offer the service. (3 points) In WSNs, sensor nodes are responsible for various tasks and have to work together to accomplish the task. On the other hand, Sybil attacks use a single sensor node in the network to simultaneously act as multiple identities, known as Sybil identities. The Sybil identity gains most of the access to the system and makes the network believe that redundancy is achieved even though it is not. (3 points)
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 (
Explain
 
Advanced
 
Threat
 
Protection.
 
List
 
the
 
six
 
steps
 
on
 
the
 
working
 
of
 
an
 
Advanced
 
Threat Protection when a file is sent to the organization.
)

Advanced Threat Protection (ATP), a suite of security analysis tools for defending against numerous threats and attacks like ransomware, phishing, malware etc. Usually, ATP integrates with endpoint security, cloud security, etc., to make more robust defence mechanisms that can ensure organisations' safety. Hence, it is one of the crucial components in the protection of industries.(3 points )• First, a cache lookup is performed to determine whether the file is benign or not. (1 point)
· Then, various anti-virus scanners present in the ATP system scans the file to ensure the file is safe to proceed. (1 point)
· Once this is done, ATP performs a static analysis that determines the safety of the file without performing any execution. The main advantage of the static analysis is that it identifies the malicious presence by navigating through the file content like instructions, structure etc. (1 point)
· On completion of static analysis, ATP performs dynamic analysis, which is one of the most accurate analytical methods. This method executes the file in an environment and identifies the related activities. (1 point)
· Finally, once all these steps are completed, the value assigned to each step is combined to identify the accurate verdict of the file. (1 point)
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 (
Explain
 
Wireless
 
Sensor
 
Network
 
and
 
brief
 
about
 
the
 
six
 
categories
 
of
 
WSN
 
attack.
)

A sensor network is composed of a large number of sensor nodes, which are densely deployed either inside the phenomenon or very close to it. The sensor node is considered the basic unit of sensor networks which contains various components like power supply, communication devices, memory, sensor etc. (2 points)

Outsider attack & Insider attack: The sensor nodes deployed in the WSNs are easy to attack as they are kept in hostile and unattended environments. Hence, the attack is easy to perform and using those nodes, sensitive data like cryptographic keys in the node can be collected, which can lead to the entry of adversaries into the network. Once this is successful, the attacker can behave like an authorized person inside the network. Hence, this attack is known as an insider attack.
Meanwhile, in the outsider attack, the attacker does not have access to the information or keys inside the sensor node. However, they collect the data by analyzing the compromised wireless channel. (2 points)

Passive attack & Active attack: A passive attack is an attack which monitors and analyzes the network packets transmitted within the wireless sensor networks. As there is no modification or tampering of data, it is not an easy task to detect. Sometimes, the information obtained through a passive attack can be used for another type of attack known as an active attack. The main difference is that it modifies or tampers the packet and, sometimes, injects the packet to affect the regular operation of the wireless sensor network. (2 points)

Mote-class attack & Laptop-class attack: In a Mote-class attack, the attacker uses some nodes similar to network nodes' functionality and jams the neighbouring radio link. However, in laptop-class attacks, the attacker uses devices like laptops with high transmission range and processing power than the normal network nodes. (2 points)
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 (
While discussing the security of the organization, Alice suggested the team to consider Advanced
 
Threat
 
Protection
 
in
 
their
 
organization.
 
However,
 
Bob was
 
not
 
convinced
 
and
 
Alice asked you to help her in this situation. Explain why Advanced Threat Protection is necessary along with discussing its three objectives and advantages.
)

Cyber attackers develop their attacking mechanisms and tools, which can bypass the usual security mechanisms. Under these circumstances, ATP solutions can be used to offer high-level protection using various security solutions to identify and defend the attack. (2 points)
ATP solutions have three primary objectives: early threat detection, automated protection and rapid response. (2 points)
The three advantages are:
Deep visibility of threats: As ATPs have various threat detection mechanisms, the visibility of threats is higher in different parts of the organization like firewall, network etc. (2 points)
Low false positive rate: ATP mechanisms has an advanced accuracy level in alerting the threats, which indicates that the false positive rate is lower. (2 points)
Advanced Malware Detection: ATP mechanisms secure the data centre from threats and attacks that have evading functionalities. (2 points)
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Assume organization A is a financial company that received threats from an attacker. Organization
 
A
 
wants
 
to
 
share
 
this
 
information
 
with
 
Organization
 
B
 
as
 
it
 
is
 
also
 
in
 
the
 
financial sector and have chances of getting threat. Name and explain the concept used to share this information and its four benefits.
)

Here, the threat information-sharing concept is used. Threat information sharing offers the sharing of threat information using shared resources. This can prevent the second organization from that threat, and overall, the security can be enhanced. (2 points)
The benefits include:
Situational Awareness: As the information is being shared across the organizations, not only the latest update on threats is shared, but the analytical capabilities of each organization are also shared.
Considering this, other organization can enhance their security mechanisms and analytical capabilities. (2 points)
Improved Security Posture: A better understanding of the threat environment is achieved using threat information sharing. Moreover, it helps identify the affected systems, implement the necessary security mechanisms, enhancing the detection methods and incident response mechanisms. On performing this, the security posture can be improved and offer protection to the enterprises that have not taken any action regarding this matter. (2 points)
Knowledge Maturation: Another advantage of threat information sharing is knowledge maturation. Suppose organization A has collected information from other organizations like B ad C. In this case, A can correlate the data received from others with its own data. By doing this, valuable insights, especially the relation between identified indicators, can be attained. (2 points)
Greater Defensive Agility: Most of the time, attackers have their own techniques and tools for exploiting new vulnerabilities and evading detection mechanisms. Organizations that undergo information sharing are aware of these techniques and establish strong defenders, which increases the costs for attackers to create new tools and methods. (2 points)
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Describe
 
the
 
differences
 
between
 
ODS
 
and
 
Data
 
warehouse.
)


Operational Data Store: Detailed data, Used in operational stage, Detailed decision making, Overwrites data and changes frequently, Updates often as the transaction systems generate data frequently, Designed for simple queries in less amount of data, More volatile data compared to the one in data warehouse. (3 points)

Data warehouse: Summarized and detailed data, Used in managerial stage, Longterm decision making, Uses static data for archiving, storing and reporting, Updateion occurs in a batch with a predefined schedule, Designed for complex queries in large amount of data, Less volatile data compared to the data in ODS. (3 points)
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 (
Explain
 
the
 
three
 
types
 
of
 
data
 
fusion.
 
Also,
 
list
 
all
 
the
 
levels
 
of
 
DFIG
 
Model.
)

· Low-level data fusion: At this level, raw data from various sources are directly fed into the fusion process, making the input data more synthetic and informative.

· Medium-level fusion: This level, also known as feature-level or characteristic-level, considers characteristics or features like position, texture etc., for fusion. Once these features are fused, it is used for various tasks.

· High-level fusion: This level is also known as decision fusion since symbolic representations are used as sources for an accurate decision. (3 points for 3 categories)

The levels of Data Fusion Information Group (DFIG) model include:
· Level 0: Source Preprocessing (also known as Data Assessment)
· Level 1: Object Assessment
· Level 2: Situation Assessment
· Level 3: Impact Assessment (also known as Threat Refinement)
· Level 4: Process Refinement (also known as Resource Management)
· Level 5: User Refinement (also known as Cognitive Refinement)
· Level 6: Mission Refinement (also known as Mission Management)
(3 points)
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 (
Suppose you are a network administrator. As the manual log analysis of network is time- consuming and delays in the detection of anomaly, you are asked to suggest a method to solve
 
this.
 
Name
 
and
 
explain
 
the
 
analysis
 
method
 
and
 
list
 
six
 
characteristics
 
you
 
will
 
consider from the network traffic. Also, explain the steps you will follow.
)

Network Behaviour Analysis, also known as NBA, enhances network safety by collecting and analyzing network data to detect anomalies or unusual malicious activities. NBA also checks the network traffic in real-time, which helps to identify unusual behaviour. (2 points)

NBA considers various characteristics of network traffic, including:

Network packet size Network packet signature Flow duration
Rate of ACK packets in the network flow Rate of SYN packets in the network flow Response time
Protocol used Change in bandwidth
(3 points for any six characteristics)
NBAs works as mentioned below.
Sensors in the NBA(deployed in passive or inline) gather data from various network devices, including switches and routers, through a network tap or SPAN port.
The collected data is exported as network flow data for further analysis. This data includes the network traffic characteristics.
Using the collected information, the NBA system gathers detailed information about the hosts and identifies the anomalies.
(3 points)
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Explain
 
IRP
 
along
 
with
 
an
 
example.
 
Also,
 
describe
 
the
 
incident
 
response
 
plans
 
from
 
NIST
 
and SANS along with the phases used.
)

Incident Response Plan, also known as IRP, is a set of documented instructions with communication plans, guidelines for roles and responsibilities, and response protocols during an incident response. In IRP, different terms like Event, Alert, and Incident are used, which often creates confusion. Event indicates the changes in system settings, the status like data deletion, or communication like server
requests. In contrast, alert denotes the notification triggered based on the Event. Finally, the incident is the Event that causes a risk to the system. (2 points )Example: 51 GB of data is added to the system of space 50 GB. Once this is done, the system generates a notification that the resource is low. In this case, the Event is the addition of data, and the notification that pops up is the alert. Finally, the team can say that an incident has occurred if the data added is malicious. (2 points)

National Institute of Standards and Technology (NIST) consider incident response as a non-linear four- step process because continuous learning and improvement are needed during incident response.
The four steps include:
Preparation
Detection and analysis
Containment, Eradication and Recovery Post-incident activity
Here, it can be noted that the six phases of incident response are condensed into four steps. The reason is that NIST considers that the phases of containment, eradication, and recovery are overlapping, and recovery is not a mandatory step as it depends on the priority. (2 points)
SANS Incident Response Framework
SysAdmin, Audit, Network, and Security (SANS), an organization that works to study and aware the public of security issues, proposed the SANS incident response framework with six stages.
Preparation Identification Containment Eradication Recovery Lessons Learned (2 points)
[image: ] (
FRAGE
 
28
 
VON
 
78
DLBCSEEISC01_E_Offen_mittel_F2/Lektion
 
05
)

 (
09.05.2023
) (
21
/
49
) (
(c)
 
IU
)


 (
Since
 
your
 
organization
 
is
 
expanding
 
and
 
reporting-based
 
products
 
are
 
used,
 
the
 
team
 
lead asked you to suggest some method for storing the data, especially from different sources.
Explain
 
what
 
will
 
you
 
suggest
 
and
 
justify
 
why
 
it
 
is
 
selected.
 
Also,
 
mention
 
its
 
characteristics and benefits.
)

In this situation, Operational data stores(ODS) (1 point) can be used. It is a database management system that collects data from various sources, stores it, and processes it in real time. Since data is integrated into this, different business activities, including analysis, reporting etc., can be done during the business operations. Moreover, data cleaning, redundancy removal and compliance checking are also performed based on the organization's business rules.
(3 points)
The following are the characteristics of ODS. Highly available
More comprehensive reporting Fault-tolerant
Space consumption is less due to data compression. Can connect to multiple data sources
Effortless backup and recovery due to small data size Processes transactional data
(3 points)

The benefits include:

Offers a merged data view so that the reports generated from the data collected from numerous systems provide an overall view of operational activities.
Since ODS collects real-time data, business operations are performed efficiently and are often helpful in detecting and solving operational issues. Moreover, it also helps faster access to data than a data warehouse.
Building and implementing an ODS is cheaper than data lakes, warehouses etc.
As organizations collect data before moving it into the warehouse, data is configured in a consistent format, enhancing the data quality.
As ODS is the staging area and data analysis is not performed on business systems, the load is less, and performance is better.
(3 points)
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Suppose you are a member of Cyber Incident Response Team (CIRT) teams in an organization.
 
A
 
new
 
joinee
 
asked
 
you
 
to
 
help
 
him
 
to
 
list
 
the
 
steps
 
used
 
to
 
prepare,
 
detect,
 
and recover from a security incident. List and explain the steps.
)

Incident response has six phases. Preparation of systems and procedures Identification of incidents
Containment of attackers and threats Eradication of attackers and re-entry Recovery from incidents
Lessons learned and feedback
(1 point for naming all the phases)

Preparation of systems and procedures: Preparation is the primary step in any process. In this phase, the team must identify the organization's business, risks, and threats and document them. Moreover, gather the list of IT assets like devices, networks, endpoints, servers etc., so they can identify their importance and the location of sensitive information.

Identification of threats : In this phase, the team must identify suspicious activities using the techniques and tools created from the preparation phase. Once an incident is detected, various aspects of the attack are determined, including the nature, source and goal. Furthermore, the information obtained during this step is stored and documented for future analysis, followed by communication within the team.

(3 points for explaining two phases)

Containment of threats: Once the threat is identified, it has to be contaminated using either short-term or long-term containment to minimize the impact of the damage. In the former, the threats are isolated in a way in which either the area of the network or server is segmented off or taken down. In the latter one, access control mechanisms are applied to the unaffected part of the systems along with cleaning of patched systems for the recovery phase.

Elimination of threats: The identified malicious activities are then eliminated until its entirely removed from the systems. The process may also take down the affected systems to replace them with cleaned ones.

(3 points for explaining two phases)

Recovery and restoration: In this phase, the security team recovers the data by determining the last clean copy of data and monitors the systems to check whether there is any future attack.

Feedback and refinement: The last phase is almost like an agile phase, where the team discusses what went well and wrong and makes suggestions for future purposes. Moreover, all the information obtained from the discussion is documented so that the team can have records of all the security incidents.

(3 points for explaining two phases)
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How
 
many
 
levels
 
are
 
available
 
for
 
a
 
security
 
metric?
 
Name
 
and
 
describe
 
them
 
along
 
with
 
the metric types.
)

There are five levels in security metric (1 point), including
· level 1: having policies
· Metric type: Goal-oriented
· level 2: having detailed procedures
· Metric type: Objectives-identified
· level 3: implementation of the procedures
· Metric type: Implementation
· level 4: testing compliance and effectiveness of the implemented procedures.
· Metric type: Effectiveness and efficiency
· level 5: Integration of policies and procedures into the operations
· Metric type: Impact (Each 1 point)
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Explain
 
security
 
assessment
 
and
 
list
 
its
 
steps.
)


Security assessment is the testing and/or evaluation of the management, operational, and technical security controls in a system to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system. (3 points)

Security assessments include various steps like:
· Requirement Study & Situation Analysis
· Creation and updating of security policy
· Document Review
· Risk Analysis
· Vulnerability Scan
· Data Analysis
· Reporting & Briefing (3 points)
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 (
If you are assigned to select the right security metric, what factors will you consider during selection?
 
Explain
 
each.
 
What
 
benefits
 
will
 
you
 
discuss
 
with
 
your
 
team
 
mates
 
for
 
convincing them that the security metrics is useful? List four of them.
)

Metrics are picked by considering various factors.
Purpose: IT security metrics have to offer support to the objectives of businesses, which ensures the efficient use of resources.
Controllability: Security metrics must be able to estimate the controllable processes and results. Context: Instead of considering penetration testing and several other security tools results, security metrics have to answer different contexts, like the comparisons to the industry.
Best practices: IT security metrics should know the best practices which best-in-class security metric looks like.
Quantitative: Security metrics must be quantitative, which helps them to be compared across other organizations.
Data quality and easiness of collection: The security metric also considers the data quality. Even though the best metric is used, it can be useless if the data cannot be collected and analyzed quickly. (1 point for each)
The Benefits of IT Security Metrics include:
Determine the efficacy of implemented security measures. Identifies the areas that need to improve
Enhance decision making Increase accountability
Perform benchmark comparisons Increase visibility
Demonstrate compliance
Enhance awareness within the organization
Measure various aspects of organisations' security, including penetration testing results, risk assessments, etc.
Easy to isolate the identified problems
Receives the best value from existing resources.
It can be used as input into audits of the Inspectors General (IG) and General Accounting Office (GAO).(2 points for any four benefits)
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Name
 
the
 
globally
 
accessible
 
knowledge
 
database
 
for
 
documenting
 
adversary
 
tactics
 
and techniques based on real-world threats. List and explain its iteration and all tactics in the enterprise 
matrix
)

MITRE ATT&CK (1 point) is the globally accessible knowledge database for documenting adversary tactics and techniques based on the observations of threats in the real world.

14 tactics in the enterprise matrix are:

Reconnaissance: The adversary is trying to gather information they can use to plan future operations. Resource Development: The adversary is trying to establish resources they can use to support operations.
Initial Access: The adversary is trying to get into your network. Execution: The adversary is trying to run malicious code.
Persistence: The adversary is trying to maintain their foothold.
Privilege Escalation: The adversary is trying to gain higher-level permissions. Defense Evasion: The adversary is trying to avoid being detected.
Credential Access: The adversary is trying to steal account names and password Discovery: The adversary is trying to figure out your environment.
Lateral Movement: The adversary is trying to move through your environment. Collection: The adversary is trying to gather data of interest to their goal.
Command and Control: The adversary is trying to communicate with compromised systems to control them.
Exfiltration: The adversary is trying to steal data.
Impact: The adversary is trying to manipulate, interrupt, or destroy your systems and data.
(2 point for naming all tactics and 3 points for explanation)

It has three iterations: ATT&CK for Enterprise, which focuses on the adversarial behaviour in the Mac, Linux, Windows and Cloud environment; ATT&CK for Mobile, which focuses on the adversarial behaviour in the android and iOS OS and finally, ATT&CK for ICS that focuses on OS within the ICS environment. (2 points)
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Suppose you are an ethical hacker. You are given full access to the code for performing the security
 
assessment.
 
Name
 
and
 
explain
 
the
 
security
 
assessment
 
type
 
will
 
you
 
consider?
 
What is the reason? If security gaps are identified, how will the management handle it? Also, convince your team mates the benefits of security assessment.
)

I will consider Penetration testing as the security assessment type. It is a high-level assessment type done by experienced testers. This assessment checks a particularly vulnerable target and determines whether the existing security mechanisms are enough to protect it. It is primarily performed in the security checking of software configurations, version management etc. (3 points)

Penetration testing is considered because the Penetration test toolkit comprises of three assessments white box, grey box and black box, each of which denotes the level of access during testing. Since full access to code is given, white-box testing can be performed. (2 points)

Once the security assessment is completed and security gaps are identified, management can address it in three different ways: cancelling the project, allocating the required resources to fix the security gaps, or accepting the risk based on the risk analysis results. (2 points)

Security assessment can:

Strengthen the defence capability of the infrastructure.
Offer transparency about the organization's existing IT security and risks Create a prioritized plan to begin with tangible steps
Offer documentation that outlines the security gap between the design and approved security policies.
(3 points)
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How
 
the
 
identification
 
and
 
explanation
 
of
 
IT
 
security
 
and
 
the
 
Creation
 
and
 
selection
 
of
 
the
 
IT security metrics 
related ?
 What does these activities involve?
)

The two activities are related as it cover the different steps in the security metric development process.(1 point)
Stakeholders and interests: The initial step identifies the right security stakeholders with interests from the primary and secondary IT security stakeholders available. While primary stakeholders have security as their primary mission, secondary stakeholders do not.

Define the objectives: The second step identifies a system's security performance goals, guiding its security control implementation. Identifying goals is followed by validation from the organizational stakeholders to ensure that the stakeholders are actively participating in the metrics development process.
(3 points)

IT Security Policies, Guidance, and Procedures Review: This step describes the security control techniques for accomplishing the system security performance objectives and goals. This step is considered during the initial development process and future development.

System Security Program Implementation Review: The fourth step involves the review of useful existing metrics and data repositories for deriving metrics data, followed by extracting meaningful information that supports the implementation evidence. In this process, the system security requirements, methods, and techniques used for implementation a extracted from sources, including interviews, documents, and observation.

(3 points)

Level of implementation: Since there are different levels of implementation, in this stage, the primary focus will be on selecting appropriate for establishing security policies, standards and procedures.
Program results: This step deals with efficiency, which is the timely delivery of security service and effectiveness, identified from the implementation.
Business/Mission Impact: The final step identifies the impact made on the business as part of the process.

(3 points)
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Which
 
among
 
the
 
following
 
is
 
an
 
application
 
layer
 
protocol?
Wählen
 
Sie
 
eine
 
Antwort
:
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Network
 
Vulnerability
 
Test
 
is
 
a…
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Sie
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Antwort
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	Transmission Control Protocol

	File Transfer Protocol

	Internet Protocol

	Address Resolution Protocol
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	Script executed to a targeted system for vulnerability checking.

	An open-source vulnerability scanner that scans the network

	A collection of tools for performing penetration testing of web applications.

	A penetration testing tool for identifying exploits
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Select
 
the
 
metric
 
used
 
by
 
Routing
 
Information
 
Protocol.
Wählen
 
Sie
 
eine
 
Antwort
:
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During
 
the
 
half-open
 
attack,
 
which
 
type
 
of
 
TCP
 
packet
 
is
 
repeatedly
 
sent
 
to
 
the
 
ports
 
of
 
the
server
 
to
 
make
 
it
 unresponsive?
Wählen
 
Sie
 
eine
 
Antwort
:
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	Hop Count

	Bandwidth and delay

	Cost

	Load and Local Preference
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	RST

	ACK

	URG

	SYN
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Which
 
among
 
the
 
following
 
is
 
not
 
related
 
to
 TCP?
Wählen
 
Sie
 
eine
 
Antwort
:
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Suppose
 
Host
 
A
 
is
 
sending
 
data
 
to
 
Host
 
B.
 
While
 
computing
 
checksum,
 
host
 
B
 
identifies
 
that
the
 
frame
 
is
 
damaged
 
and
 
hence,
 
discarded.
 
Select
 
the
 
OSI
 
layer
 
in
 
which
 
this
 
happened.
Wählen
 
Sie
 
eine
 
Antwort
:
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	Delivery is guaranteed

	Packet retransmission is possible

	Sends data in a sequence with a sequence number

	Packets gets dropped if too much traffic
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	Data Link Layer

	Physical Layer

	Network Layer

	Session Layer
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Which
 
OSI
 
reference
 
model
 
layer
 
ensures
 
the
 
reliable
 
networking
 
using
 
the
 
acknowledgement
and
 
retransmission
 
feature?
Wählen
 
Sie
 
eine
 
Antwort
:
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Which
 
acronym
 
is
 
not
 
related
 
to
 
Common
 
Criteria?
Wählen
 
Sie
 
eine
 
Antwort
:
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	Data Link Layer

	Transport Layer

	Physical Layer

	Session Layer
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	FIPS

	SFR

	SAR

	EAL
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Which
 
is
 
the
 
Evaluation
 
Assurance
 
Level
 
related
 
to
 
"Semi-Formally
 
Verified
 
Design
 
and
Tested"?
Wählen
 
Sie
 
eine
 
Antwort
:
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Select
 
the
 
term
 
that
 
is
 
not
 
related
 
to
 
the
 
risk
 
assessment
 
within
 
the
 
risk
 
management
 
process.
Wählen
 
Sie
 
eine
 
Antwort
:
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	EAL6

	EAL7

	EAL5

	EAL4
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	Frame

	Recover

	Assess

	Monitor
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Protection
 
Profile
 
is
 
a
 ...
Wählen
 
Sie
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:
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While
 
handling
 
residual
 
risk,
 
if
 
the
 
risk
 
level
 
is
 
below
 
acceptable…
Wählen
 
Sie
 
eine
 
Antwort
:
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	A meso-level process that identifies and categorizes the risk and identifies the consequences of
risks.

	Document that employs the security functional and security assurance requirements for a category
of products.

	Primary aspect of a system which offers a template solution for the architecture, with a common
vocabulary that discusses the implementation.

	An international standard that has guidelines on the computer security products.
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	Use techniques to mitigate it, and perform the reassessment of residual risks.

	a risk will never be below acceptable.

	The risk manager must formally accept it.

	Perform reassessment and identify the impact.
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Which
 
is
 
the
 
Evaluation
 
Assurance
 
Level
 
that
 
is
 
used
 
when
 
the
 
developers
 
or
 
consumers
need
 
a
 
low
 
to
 
moderate
 
level
 
of
 
independently
 
assured
 
security?
Wählen
 
Sie
 
eine
 
Antwort
:
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Which
 
of
 
the
 
following
 
statement
 
is
 
not
 
true?
Wählen
 
Sie
 
eine
 
Antwort
:
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	Functionally Tested

	Methodically Designed, Tested and Reviewed

	Semi-Formally Designed and Tested

	Structurally Tested
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	Applying and implementing controls is possible to the residual risk.

	While quantifying residual risk, there is an important role for the inherent risk.

	Inherent risk is the remaining risk after implementing controls---
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	Residual risk is the leftover risks after performing the risk treatments like identification and
mitigation.
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of
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Intrusion
 
Detection
 
System
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a
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the
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What
 
does
 
a
 
"signature"
 
denote
 
in
 
Intrusion
 
detection
 
system?
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	Network-based Intrusion detection

	Misuse intrusion detection

	Signature-based intrusion detection

	Rule-based intrusion detection
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	Patterns

	One time password

	Authentication code

	Host
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	Intrusion protection system.

	Intrusion Prevention System

	Intrusion prevention sensor.

	Intrusion protection sensor.
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	Only 2 is correct

	Both 1 and 2 are correct

	Only 1 is correct

	Neither 1 nor 2 is correct.




[image: ] (
FRAGE
 
53
 
VON
 
78
DLBCSEEISC01_E_MC_leicht/Lektion
 
03
)

 (
09.05.2023
) (
37
/
49
) (
(c)
 
IU
)
 (
Select
 
the
 
phase
 
in
 
machine
 
learning
 
which
 
performs
 
the
 
normalization
 
and
 
encoding
 
of
 
input
data.
Wählen
 
Sie
 
eine
 
Antwort
:
)[image: ][image: ][image: ][image: ] (
Why
 
BigData
 
is
 
attracted
 
to
 
researchers
 
in
 
the
 
field
 
of
 
Intrusion
 
detection?
Wählen
 
Sie
 
eine
 
Antwort
:
)[image: ][image: ][image: ][image: ]







	Respond phase

	Preprocessing phase

	Testing phase

	Training phase
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	BigData researchers wanted to test how it helps in intrusion detection.

	BigData detects the intrusions faster than traditional systems.

	BigData facilitates in the analysis of a large volume of unstructured and complex data.

	BigData detects the unknown attacks better than other intrusion detection methods.
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	Intrusion is identified using rules or patterns from the system.

	The intrusion detection system captures behavior through profiling.

	Intrusion detection system performance is affected when the number of rules increases.

	Cross-matches the packets with the predefined patterns to check whether there is any match.
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	Denial of Service

	Denial of Security

	Denial of Support

	Denial of Safety
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	ATP

	APT

	ASM

	ACM
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	A metric that calculates the percentage of false positive against the sum of false positives and
false negatives.

	A metric that calculates the percentage of false positive against the sum of false positives and true
positives.

	A metric that calculates the percentage of false positive against the sum of true positives and true
negatives.

	A metric that calculates the percentage of false positive against the sum of true positives and false
negatives.
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	rapid response

	high false positive rate

	early threat detection

	automated protection
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	Only 2 is correct

	Neither 1 nor 2 is correct

	Both 1 and 2 are correct

	Only 1 is correct
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	Node replication attack occurs in the beginning stage, where the sensor nodes discover the
neighbouring nodes.

	Sybil attacks use a single sensor node in the network to simultaneously act as multiple sensor
networks.

	In blackhole attack, the blackhole sends a Router replay message and shows that it is the shortest
path available in the network.

	Passive attack differs from active attack as passive attack focus on the modification of packets
within the wireless sensor networks.
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	To consider as the shortest path in the sensor network.

	To detect the presence of attack in the network.

	To create a hole for new attacks from the outside.

	To transfer information within the sensor network.
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	Expensive than data lakes

	Offers a merged data view

	Load is less

	Collects history data
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	Repository designed for complex queries in large amount of data within the organizations.

	Datalake that transforms data and processes it in real time faster than traditional datastores.

	DBMS that collects data from various sources, stores it, and processes it in real time

	An operation that extracts the data from various sources across the organizations.
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	Tim Bass

	US AirForce

	Mica Endsley

	Duan Mendeley
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	Only 2 is correct

	Neither 1 nor 2 is correct

	Only 1 is correct

	Both 1 and 2 are correct
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	Aggregate the organization's security intelligence

	Identifying evasive threats and attacks is not possible.

	Does not consider information from log files.

	Limit the security personnel to analyze the raw packets.
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	Recovery management

	Threat Refinement

	Process Refinement

	Response Monitoring
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	An incident that has the potential to cause harm, inconvenience, disruption, or embarrassment to
the affected individuals or organizations.

	An incident when the clients are not satisfied with the quality of the product submitted from the
organization

	An incident that cause the employees prevent from being productive on a particular day than the
other days.

	An incident that is forcing the employees to quit the organization and move to other field.
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	Data Analysis

	Document Review

	Malware dynamic analysis

	Vulnerability Scan
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	Data quality

	Founder

	Data easiness

	Purpose
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	Demonstrate non-compliance

	Increase accountability

	Perform benchmark comparisons

	Measure penetration testing results
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	Test the system through IT security audit.

	not perform any time.

	Creates vulnerabilities and exploit it.

	Provide transparency about the current IT security and risks of the organization.
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	controls and quantifiability

	time and cost

	likelihood and impact

	functionality and limitations
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	Secondary stakeholders has security as their primary mission.

	Redefining objectives is not possible after understanding the business impact

	Policy update is possible after understanding the business impact

	Identifying goals is followed by validation from the organizational stakeholders
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