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Learning Objectives
Today, a massive number of connected devices are used in the world of the Internet of Things (IoT) to improve the quality of life for individuals and create insight for businesses and industries by analyzing the data captured from the sensors. Malicious actors and hackers try to exploit the vulnerabilities of IoT devices and systems to gain access to this valuable data.  
You will begin Internet of Things Security by studying the IoT architecture, vulnerabilities, security attacks, and countermeasures at each layer of an IoT system. Next, you will become familiar with the concept of security by design where security is considered from the early development stages. Moreover, this course book will cover static and dynamic application testing methods to discover code vulnerabilities and prevent hackers from exploiting them.
Also, securing the end-to-end IoT solutions in various layers including the device, network, and cloud will be examined in this course book. The security risks and design objectives of IoT devices, as well as authentication and authorization as two important concepts of operational security, will be explained. You will also learn about threats to IoT services and how to secure cloud solutions. 
Finally, the concepts of big data, artificial intelligence, and machine learning including supervised and unsupervised algorithms are discussed. You will learn about these algorithmsʼ roles in protecting IoT systems against cybercriminals.



Unit 1 – Basics of Internet of Things (IoT)

Study Goals

On completion of this unit, you will be able to …

… describe the main components of the IoT value chain.
… list the challenges of implementing and deploying IoT solutions.
… explain the architectural design of IoT and the role of each layer in the IoT core functional stack.
… explain the difference between consumer IoT and industrial IoT  
… describe the key features of industrial IoT applications. 



1. Basics of the Internet of Things (IoT)
Introduction
Advancements in electronics and computer systems in the late twentieth century, enabled machine-to-machine (M2M) communication where data and commands could be transferred directly (point-to-point) between devices and machines. However, the scalability and interoperability of such hardware-based M2M networks were limited because the devices had to use the same communication protocols. On the other hand, in the highly scalable world of the Internet of Things (IoT), just about any “thing” from a simple light sensor or smart toaster to very advanced robots in smart factories can be connected to the Internet and communicate with other smart devices and users in the world.
1.1 Introduction to IoT
 Dedicated communication technologies such as Low-power Wide-area Networks (LPWAN) realize many IoT use cases by enabling the smart devices to run on small-sized batteries for months so that they can exchange data with the cloud and other IoT devices without the need for regular maintenance or battery change. The IoT devices with constrained resources in LPWAN are most vulnerable to security threats because the cybersecurity attackers typically target the weakest component in the infrastructure which can be such low-cost devices. 	Comment by Kiviniemi, Leena: For all side notes, please identify the coordinating term in the body of the text using bold. Low-power Wide-area (LPWA)
A group cellular and non-cellular low-power and long-range communication technologies used in many IoT applications.   

Moreover, powerful data analytics tools are capable to analyze the huge amount of data received from the massive number of IoT devices in smart homes, smart factories, smart grids, wearables, etc., and create insight for individuals, businesses, and organizations.
IoT use cases connect many things to each other and bring many benefits for individuals, businesses, and societies through an ecosystem with four main elements including things, people (developers, network operators, and users), data (information collected by sensors and transmitted to the cloud as well as commands issued to the smart object), and processes that work together in order to achieve the goals of a connected world (Farshad Firouzi, 2020). In the concept of IoT, a device or thing is required to have the following four characteristics to be considered an IoT device or smart object (David Hanes, 2017):
1. Sensor(s) and actuator(s) to interact with the physical world. 
2. Communication unit to connect the smart object to the Internet. 
3. Power source to power the sensors, communication, and processing systems. 
4. Processing unit to process and analyze the collected data from the sensors and control other systems such as power and communication units.
Impacts of IoT
In near future, IoT will impact every aspect of our life from the way we monitor our health or how we get to work, or how we do our grocery shopping. It also brings many benefits to organizations and businesses. The actions and results yielded from analyzing the IoT data can increase efficiency by managing the resources more effectively. IoT brings transparency by identifying the location of assets and the status of processes such as production lines. The IoT rule engines along with artificial intelligence (AI) automate and increase the accuracy of the processes and predict failures in the systems to avoid unforeseeable issues. Furthermore, IoT can be helpful in addressing safety issues by detecting hazardous situations and environments more carefully and quickly (Farshad Firouzi, 2020). 
IoT Value Chain
In any IoT solution, there are different components and building blocks that are developed by a range of companies. These components called the IoT value chain play several roles that add a certain value for the end user of the solution. The components of an IoT value chain include hardware, connectivity, platform, and application (Rebbeck, 2020).  
The IoT Value Chain 	Comment by Kiviniemi, Leena: Please only translate graphics in the separate graphics template, not in the translated document. 
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Source: Reza Vahidnia (2022)  
The hardware refers to a set of sensors/actuators that capture/act upon data as well as the hardware used for communication purposes (i.e., chipsets and SIMs used to connect the device to the network). The connectivity component (e.g., a mobile network operator) is responsible to transfer the data and commands between the sensors/actuators and the backend (i.e., servers that collect data). The IoT platform (e.g., ThingsBoard, Microsoft Azure, or Amazon Web Services) is considered the central backbone of the IoT and is used to fill the gap between hardware and applications by providing a combination of ready-to-use features for developers. The application element is where the developers increase their share of IoT by making useful interfaces for the users.
IoT Clusters
IoT can be categorized as different clusters including the verticals, use cases, and applications. These clusters are shown in the figure below.
IoT Clusters

Source: Reza Vahidnia (2022)
Different IoT use cases have different benefits for various industries and segments. The IoT use cases belonging to a particular industry segment (vertical) are categorized as an IoT vertical with unique regulatory entities, procedures, protocols, and standardization organizations (Dian & Vahidnia, 2021). These IoT use cases typically require similar data storage, data processing, and analytics capabilities. For example, the smart refrigerator and smart washing machine IoT use cases both belong to the smart home vertical and are used to bring convenience for home residents and save power consumption. As another example, the smart factory is viewed as a use case to reduce human error and operational costs in the industry segment. 
Each IoT use case may have multiple IoT applications using similar solutions and software. For instance, in a connected vehicle use case, there may be applications for infotainment, telematics, and fleet management. 
IoT Challenges
Besides its numerous benefits, implementing and deploying IoT solutions come with their own challenges including
· Scalability: Massive number of IoT devices (even millions of sensors) need to be connected to the network. This is why IPv4 may not be sufficient to establish IoT networks. 
·  Interoperability: IoT devices come from different vendors, with various standards and communication protocols. Hence, designing a network that can support all these different standards and protocols could be challenging.  
· Security: Sensitive data gathered by IoT sensors must be securely protected when they are generated by the sensor, processed at the edge, transmitted to the cloud, stored in the database, accessed by people, applications, and other services, and analyzed by analytics software. 
· Privacy: Individuals and businesses want to know whether the collected data are shared and with whom. This is why some people are reluctant to use IoT devices in their daily life or in their businesses. 
· Big data and analytics: The diverse types of data collected from various sensors must be properly prepared and structured before they can be stored, analyzed, and represented.
· Legal: The intellectual property and liability of each stakeholder in the ecosystem should be well defined.  
· Limited resources: Most IoT devices are simple and inexpensive with limited memory, power, and processing capabilities. This is why implementing strong security mechanisms may be difficult or impossible on IoT devices.  
Self-Check Questions
1. Please list the four main components of the IoT value chain. 
Hardware
Connectivity
Platform
Applications
1.2 Architecture
Like construction projects that require careful planning and an architecture that adheres to particular standards, IoT networks should be built with careful planning and adherence to well-understood design practices and security policies. Otherwise, it will be extremely difficult to manage, troubleshoot, scale, and adapt the IoT networks (David Hanes, 2017).  
A solid IoT infrastructure and architectural model are necessary to develop IoT solutions and handle the huge amount of data produced by the massive number of smart devices. From a network architectural perspective, the simplified core IoT functional stack consists of four main layers as shown in the figure below. In all these four layers of the IoT technology stack, security is considered an essential element (Vahidnia & Dian, 2021).
Core IoT Functional Stack
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Source: Reza Vahidnia (2022)
Hardware
Hardware or the Things Layer is where the data is produced by the IoT sensors. This layer includes the smart devices (Things) with built-in sensors used to measure the physical parameters, actuators to perform physical tasks, a low-cost microprocessor or microcontroller, a power source (e.g., battery, main, solar), and a communication module to send the sensor data and receive the instructions and commands.
Investigating the hardware or things layer is the preliminary step in architecting any IoT solution. The characteristics and type of the smart sensors in this layer as well as the requirements of the IoT use case determine the technologies and protocols that should be used in the upper layers of the IoT functional stack. For instance, smart sensors that are battery-powered usually have high mobility and therefore, require wireless technologies with minimum power consumption (e.g., LPWA) for their communication purposes. 
The IoT solution architect should also pay particular attention to the transmission range and reporting frequency of the sensors while choosing the right IoT access technology. On the other hand, power-connected sensors such as smart meters are typically static and hence can use technologies and protocols with higher power consumption which allow them to support longer transmission ranges and report their data more frequently. 
Furthermore, whether the data produced by the smart sensors is rich or simple as well as the time periods between consecutive reports can significantly affect the power consumed by the IoT devices. In addition, the communication technology and application protocols used by IoT devices to exchange data with the cloud can determine the power consumption of the IoT system. For instance, the IoT data generated by the sensors installed in a connection is rich and needs more power to be processed and transmitted. On the other hand, a humidity sensor produces simple data which requires less power and throughput (data rate) to be transmitted to the cloud.
The reported range of a smart device or basically how far the sensor needs to send its collected data is another important feature of any IoT device. For instance, a water quality sensor installed in a river communicates with a mobile network operator tower located a few kilometers away. Therefore, for IoT use cases and applications with long report ranges, an LPWA communication technology is needed to cover the IoT devices in a wide area.
The above use cases show that to develop an IoT initiative, the first step is to investigate the requirements of the IoT sensors in terms of power consumption (whether it is battery-powered or power-connected), distance to the gateway, mobility (e.g., static or mobile in a small or large area), period of time between two consecutive data transmissions, and the throughput (rate of data transmission; Vahidnia & Dian, 2021).
In the hardware layer, cybersecurity attackers may try to compromise the IoT devices by tampering with or physically damaging the sensors/actuators, injecting malicious nodes to alter the data passing through the nodes, jamming the wireless signals to disrupt the communication between IoT devices, or increasing the power consumption of the IoT devices. One way to tackle the security issues in this layer is to make sure that all IoT devices are properly authenticated before they can communicate with the rest of the IoT system.        
Connectivity
The communications or connectivity layer facilitates the connection between the IoT devices (hardware) and the Internet through an IoT access technology such as Wi-Fi, Bluetooth, or cellular communication. The connectivity layer transports the data/commands from the sensors/actuators to/from the network through various access technologies with fundamentally different architectures, power consumption, range to send the data, rate of data transmission, and security requirements. 
In the communication layer, cybersecurity attackers may try to intercept and listen to the IoT data, attract the IoT traffic into a compromised node, or operate a single node with multiple fake identities. An efficient way to protect the confidentiality of sensitive information while it is in transit between IoT objects is cryptography. Using various encryption algorithms called ciphers, the plaintext data is encrypted to create ciphertext. Ciphers use a set of numbers as keys to encrypt the data. The encryption keys can be either symmetric (the same key is used for both encryption and decryption) or asymmetric where two different keys are used to encrypt and decrypt the data.         
In most of the IoT use cases, the smart devices use one of the following connectivity technologies shown in the figure below to communicate with the software backend (cloud services) where the data and all connected devices are managed.
IoT Access Technologies
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Source: Reza Vahidnia (2022)
Depending on the IoT use case and the mobility of the smart sensors, the connectivity technology may be wired or wireless. Wired access technologies such as Ethernet typically support higher data rates and are considered to be more reliable and secure compared to wireless networks. On the other hand, wired networks are more expensive to be implemented due to the cost of cabling and lack the mobility and scalability features. The two main wired technologies used in IoT networks are Ethernet and Power Line Communication (PLC). Ethernet is the most used Local Area Network (LAN) technology which can support data rates up to a few gigabits per second. PLC uses the power lines for data transmissions up to a few hundred kilobits per second. 
Wireless networks are on the other hand easily expandable and much more cost-effective than wired technologies (easy installation). Some of the widely used wireless technologies for short-range communication include Zigbee, Z-Wave, Wi-Fi, and Bluetooth. 
Long-range communication technologies are either licensed spectrum (e.g., LTE-M and NB-IoT) or unlicensed (e.g., LoRa and Sigfox). These technologies provide low-power wide-area coverage which is a requirement for a vast majority of wireless sensor networks. The spectrum and security of the licensed LPWA technologies are guaranteed by the network providers whereas there is no such spectrum guarantee for unlicensed communication technologies.     
Software Backend
The software backend includes the services running on the cloud that manage the IoT sensors/actuators as well as the network. These cloud services also provide interfaces to integrate the IoT with third-party systems such as Customer Relationship Management (CRM) and Enterprise Resource Planning (ERP). A main part of the central software backend is the IoT platform. Microsoft Azure, ThingsBoard, IBM Watson, and GE Predix are some of the well-known and leading IoT platforms. The IoT platforms are responsible to process the events, manage the devices and actions, provide advanced analytics, provide databases to store the data, and integrate the IoT systems with the external interfaces and APIs.
Application
The application layer is responsible to visualize the data received from the IoT sensors in real time and provide collaboration between various businesses and organizations. Basically, this layer turns the raw IoT data collected by the IoT devices into value for individuals, businesses, and organizations. Furthermore, the commands sent from the application layer control the behavior of the IoT devices.
Both data and the network can be analyzed in this layer. Data analytics interprets the IoT data and creates insight into the use case by processing and analyzing the data produced by the IoT devices. Network analytics is typically performed in mission-critical use cases such as controlling drones to ensure the network is up and running and the latency and reliability requirements are met. Since analyzing the network in detail and in real-time could be costly, the IoT solution architect determines the depth of the network analytics based on the applicability of the IoT solution. For example, in use cases such as temperature or humidity monitoring where there is a long interval between consecutive IoT data reports to the cloud, basic network analytics to make sure the network is up and running could be sufficient. On the other hand, in industrial IoT networks or mission-critical applications, deep network analytics is necessary (Vahidnia & Dian, 2021).
[bookmark: _Hlk118214963]Self-Check Questions
1. Please list the two complimentary narrow-band licensed technologies used for long-range communication between IoT devices.
LTE-M
NB-IoT
2. Please explain the role of the software backend layer in the IoT core functional stack.
The software backend includes the services running on the cloud that manage the IoT sensors/actuators as well as the network. These cloud services also provide interfaces to integrate the IoT with third-party systems. A main part of the central software backend is the IoT platform that is responsible to process the events, manage the devices and actions, provide advanced analytics, and databases to store the data and integrate the IoT systems with the external interfaces and APIs.   
3. Please select which layer of the core IoT functional stack determines the type of communication technology that should be used to transfer the data from the sensors to the cloud.
· Connectivity
· Application
· Hardware
· Application
1.3 Non-Industrial Internet of Things
The non-industrial or consumer IoT is the integration of IoT into regular consumer applications and devices. It refers to the network of smart sensors such as wearables that run on various IoT access technologies to provide convenience for consumers by automating their daily tasks. Compared to industrial IoT devices, consumer IoT devices are usually more cost-effective and have lower levels of robustness, security, scalability, and network longevity. 
The major applications of non-industrial IoT can range from very simple personal fitness tracking devices to advanced smart homes. Non-industrial IoT applications and use cases are mainly subdivided into two categories:
· Personal IoT applications and devices which include wearables (e.g., smart clothing, smart watches, smart glasses), hearables (e.g., AirPods), smartphones, and personal laptop gadgets. 
· Smart Home IoT applications and devices including energy-saving and home automation products (e.g., Philips Hue smart bulbs) and security systems with voice control (e.g., Amazon Echo) and face recognition. etc.
By 2026, the consumer IoT market will be worth 153.80 billion US dollars according to a Global Consumer IoT market report (iot-consumer-applications, 2022). Home automation devices with features such as security, remote management, and smart energy will dominate the IoT market by 2023. The followings are some of the main use cases of non-industrial (consumer) IoT (iot-consumer-applications, 2022):
Home Safety and Security
In smart homes, IoT can automate tasks and reduce energy consumption. For example, IoT sensors can monitor the arrival times to set the temperature and lighting of the house accordingly. Smart sensors constantly track physical movements to enhance the security of the house and increase the safety of children and the elderly in the house.  
Work and Office Environment
Using IoT devices at the workplace reduces the costs and time of employees. For instance, IoT devices and actuators prepare the presentation room and record the meetings, take minutes, and send them to the attendees automatically. Analyzing the IoT data can create insight into the growth of the company and foresee future market trends to increase the productivity of the business.   
Entertainment and Lifestyle
IoT can be a game changer in the entertainment and tourism industry. IoT sensors can guide tourists in the city to find their locations of interest. Vacations can be planned more effectively by analyzing the IoT data where the best options (e.g., hotel room booking and tourist site tickets) can be proposed to the tourists based on their budget and interest.   
Personal Assistants
IoT devices such as Alexa by Amazon, Google Assistant, or Siri can get their commands through human voice and provide the necessary responses such as playing music, telling a dish recipe or weather forecast, or setting a reminder.  
Smart Wearables
Smart wearables such as smart watches, smart belts, or smart earphones can be worn as an accessory or implanted in the body as a tattoo and are used to monitor the user’s health (e.g., a heart pulse) and daily activity (track the number of steps). 
Personal Asset Tracking
Assets such as pets, vehicles, and parcels can be constantly tracked and monitored using IoT sensors. 
Fostering Elders
The health status of the elderly can be remotely looked after using monitoring technologies such as motion sensors and microphones. The IoT systems also check the blood and glucose levels of the elderly and in case of an emergency report the results to the health care provider. The historic results can also be stored and analyzed for future use so that patients do not need to fill out forms every time they visit a doctor. 
Self-Check Questions
1. Please list four main use cases of non-industrial IoT.
Home safety and security
Work and office environment
Entertainment and lifestyle
Personal assistants
1.4 Industry 4.0 (Industrial IoT)
Industrial IoT or IIoT refers to the application of IoT technologies such as machine-to-machine (M2M) communication, big data, and machine learning to optimize industrial operations and improve efficiency in various industrial sectors. IIoT consists of a network of IoT sensors connected to a Programmable Logic Controller (PLC) where the produced sensor data is processed using cloud-based solutions to optimize the operations. Cybersecurity attackers may target PLCs to control the machinery in critical infrastructure. A successful attack on a PLC enables malicious users toProgrammable Logic Controller (PLC)
a ruggedized and industrial computer used to control the manufacturing processes

· modify or disable the alarm thresholds.
· disrupt the plant operation.
· steal sensitive information. 
· send false data to system operators to let them do inappropriate actions.
· block or delay the flow of data.
The IIoT ecosystem is effectively transforming businesses as they advance into Industry 4.0. Industry 4.0 is the fourth industrial revolution where intelligent machines equipped with smart sensors communicate with each other to form connected factories. In such smart factories, decisions are made intelligently, equipment and process failures are predicted, and machines have self-healing features to minimize the human intervention. The followings are the key features of the Industrial IoT .   
Resistance to Extreme Environments
Industrial IoT sensors are designed to withstand extreme environmental conditions such as high temperatures and humidity, submerged within fluids, and encounter high-pressure situations. These sensors also comply with the requirements of waterproofing set by IP68 certification.   
Wide Device RangeSupervisory Control and Data Acquisition (SCADA) 
is a control system architecture used for high-level supervision of industrial processes and machines.

Industrial monitoring systems are usually deployed in large facilities and areas and hence, the IoT devices need to transfer their data over a long range to the industrial control systems such as PLCs or Supervisory Control and Data Acquisition (SCADA). Note that in order to avoid overloading the Industrial Control Systems (ICS), the preliminary analysis is typically done at the device level (edge computing).    
Maximum Communication
In some industries such as mining, forestry, oil, and gas, the industrial IoT sensors are usually installed in hard-to-access locations and therefore, need to have special industrial battery and communication capabilities. Low-Power Wide-Area (LPWA) technologies such as narrow-band IoT (NB-IoT) and LoRaWAN enable the IoT devices to operate on a single battery for an extended period of time (even up to ten years) without the need to replace the battery.      
Higher Cybersecurity Standards
Industrial devices and networks are more vulnerable to security threats and require more strict cybersecurity protocols when installing the hardware or exchanging the data from/to the cloud.
To help industries and companies secure their IIoT systems, Amazon Web Services (AWS) has recommended a multi-layered approach with rules as follows (Dsouza , 2021):
1. Conduct a cyber-security risk assessment. 
2. Keep the network architecture and asset inventory of all IoT devices up to date.
3. Apply access control and authentication techniques and provision the IIoT devices with unique credentials and identities.
4. Provide suitable firmware update mechanisms for the IIoT devices. 
5. Encrypt the edge and cloud data at rest and secure the data governance and sharing. 
6. Convert the insecure industrial protocols into secure and standard protocols. 
7. Secure the remote access connections to on-premises and cloud resources.
8. Properly manage the security alerts across the IIoT devices and the cloud system. 
9. Create playbooks to address the responses to the incidents. 
10. Provide backup and security testing plans. 
Granular Customization 
Using dedicated industrial IoT platforms (e.g., GE Predix or Bosch IoT Suite) and Application Programming Interfaces (APIs), the specific goals of various industries can be realized more easily. 
Self-Check Questions
1. Please explain how IoT devices are enabled to operate on a single battery for an extended period of time even up to ten years without the need to replace the battery.
Low-Power Wide-Area (LPWA) technologies such as narrow-band IoT (NB-IoT) and LoRaWAN enable the IoT devices to operate on a single battery for an extended period of time
Summary
IoT will connect just about any “thing” to the Internet and will have significant impacts on our daily life from our health care to our world of work. However, implementing and deploying IoT solutions come with many barriers and challenges such as security, privacy, and scalability issues. Careful planning and an architecture that adheres to particular standards and security policies can make it easier for IoT solution architects to manage, troubleshoot, scale and adapt the IoT networks.
Different IoT use cases have different requirements in terms of planning and architecture. The non-industrial or consumer IoT such as wearables and smart homes that provide convenience for consumers by automating their daily tasks are typically more cost-effective and have lower levels of robustness, security, scalability, and network longevity compared to the industrial IoT applications. On the other hand, in IIoT where industrial operations in various industrial sectors are optimized and efficiencies are improved using big data and machine learning techniques, extra requirements need to be considered when designing the IIoT network. Such industrial IoT devices and networks need to be resistant to extreme environments such as high temperature and humidity. The industrial IoT devices should also be able to transfer their data over a long range to the industrial control systems and have such a little power consumption that the devices can run on a single battery for extended periods. Moreover, IIoT devices must comply with high cybersecurity standards to protect valuable data and assets.    
 



Unit 2 – Internet of Things Attacks

Study Goals

On completion of this unit, you will be able to …

… name the security differences between IT and IoT networks.  
… explain the differences between IoT vulnerabilities, threats, and risks.
… list the top ten common IoT vulnerabilities.  
… identify and explain various IoT attacks and countermeasures in each layer of the IoT core functional stack.



1. Internet of Things Attacks
Introduction
IoT is becoming part of our everyday life, and both consumers and businesses are concerned with IoT security. IoT hardware, infrastructure and systems gather, transfer, store, and analyze sensitive personal and business data and therefore, are likely to face attacks at some point. Malicious attackers try to remotely compromise IoT sensors/actuators using a variety of techniques, from credential theft to vulnerability exploits. Once the attacker controls a smart device, he/she may use it to steal data or attempt to compromise the rest of the connected network. IoT systems are responsible to protect the data against malicious cybersecurity attacks. Any loss, damage, or destruction of IoT data and assets may have horrific impacts on individuals and businesses. 
Although security techniques for information technology (IT) systems have been in place using standard measures, it could be challenging to implement proper security measures for IoT networks due to the complexity of IoT devices and networks, lack of requirements and standard checklists, and exposure of IoT sensors to the real world. In addition, since many IoT sensor manufacturers focus on features, usability, and low cost of their products the IoT sensors are not built with strong security in place. These are some of the reasons why compared to IT networks, IoT systems are more vulnerable to cybersecurity attacks. The figure below compares the security of IoT networks with traditional IT networks. 
Traditional IT Versus IoT Security  

Source: Reza Vahidnia (2022) based on Sulaiman (2019)
1.2 Vulnerabilities, Threats, and Risks
In order to better understand the IoT cybersecurity attacks and be able to develop a cyber risk management plan, the first step is to distinguish between IoT vulnerabilities, threats, and risks. These three commonly used terms are usually used interchangeably, but they are fundamentally different. 
Vulnerability refers to any weakness in the IoT devices, network, infrastructure, or applications that may expose the entire IoT system to cybersecurity attacks. Vulnerability is basically a gap in the IoT system through which a malicious attacker can gain access to the IoT data and assets. Although cyber-attacks affect companies of all sizes, small and medium-sized businesses are usually more vulnerable because only a few such companies can dedicate a cybersecurity department to tackle the attacks.  
IoT threat is a process such as exploiting a vulnerability that targets an existing vulnerability and magnifies the likelihood of a malicious attack or negative event. In order to determine the best way to approach security threats, companies should perform regular threat assessments and penetration testing (generate real-world threats) to discover vulnerabilities. 
Cybersecurity risk is the intersection of assets and data, threats, and vulnerabilities (Glover, 2022). Cybersecurity threats can potentially result in risks to IoT data and devices and cause the destruction or damage of data or assets (risk-vs-threat-vs-vulnerability, 2022). In other words, the combination of vulnerabilities and threats yields risks. The figure below summarizes the difference between vulnerability, threat, and risk.
Vulnerability Versus Threat Versus Risk

Source: Reza Vahidnia (2022)
Vulnerability management solutions help businesses and organizations to manage their cybersecurity risks by keeping the risk low and manageable. Traditionally, vulnerability management systems would consider almost everything as a risk. The security teams then had to prioritize the risks and provide a remedy for those high-priority risks. This approach would result in wasted resources and time without providing a comprehensive security countermeasure. On the other hand, in modern or risk-based vulnerability management systems, businesses define the level of risk which is acceptable for them and then use real-time threat intelligence, machine learning algorithms, and data science to isolate, prioritize, and lower their main risks.        
Top IoT Vulnerabilities

Source: Reza Vahidnia (2022), based on Sheward (2020)Hardcoded passwords
plain text credentials embedded in the source code

Vulnerabilities
In order to raise awareness and help create a more secure world, a volunteer community of security professionals called the Open Web Application Security Project (OWASP) has identified the top ten most common IoT vulnerabilities that are depicted in the figure above .        
1. Weak passwords: The use of easily brute-forced, guessable, or hardcoded passwords grants unauthorized access to the deployed systems. Enabling two-factor authentication allows a second layer of security to IoT devices and systems. Moreover, a password management system offers the ability to auto-generate unique passwords for each service and reminds the user to change his/her passwords periodically. 
2. Insecure network services: unnecessary open ports are common security flaws that can compromise the confidentiality, integrity, authenticity or availability of the data and allow unauthorized remote control of the IoT devices. The number of open ports should be kept as small as possible to shrink the attack surface.  
3. Insecure ecosystem interfaces: In a secure IoT solution, all components of the value chain including the hardware, connectivity, platform, and applications should be secured. The application programming interfaces (APIs) as well as mobile and web applications that provide the users with the means to interact with the IoT devices need to be secure.       Application programming interface (API)
any software interface that allows computers to communicate with each other

4. Lack of secure update mechanism: Using over-the-air (OTA) firmware updates, companies are able to remotely update the security features of their connected devices. These firmware updates need to be done securely and reliably over encrypted channels. Otherwise, the device may become unresponsive if an update does not fully complete.   
5. Use of insecure or outdated components: Use of insecure or deprecated software libraries (e.g., third-party software or hardware components from a compromised supply chain) may lead the device to be compromised. 
6. Insufficient privacy protection: The user’s valuable personal or business data collected by and stored on the IoT devices may be used insecurely, improperly, or without permission. 
7. Insecure data transfer and storage: The IoT data at rest, in transit, or being processed at the cloud needs to be protected and encrypted to ensure sensitive data is not accessed by unauthorized users (people or applications).
8. Lack of device management: The device management gives a complete overview of the status of all IoT devices connected to the network in one place. Without the device management, one would not know if an IoT device is connected and authorized, if its firmware is updated or if it is sending the data properly and securely.   
9. Insecure default settings: Some IoT devices may be shipped with insecure default settings to allow the operators to perform their tests and configurations. In addition, some devices may lack the ability to become more secure because the users are restricted to modify the configurations. 
10. Lack of physical hardening: Without physical hardening measures such as tamper-proofing, potential attackers can take local control of the devices or gain sensitive information for future remote control of the IoT sensors.  
Threats
In all cybersecurity threats, the attackers look for a vulnerability in the IoT system that they can exploit. Generally, there are three types of IoT security threats as follows (Glover, 2022):
Intentional threats
Intentional threats are techniques and activities done by malicious users and attackers to compromise a security or IoT system. Some of these threats include: 
· Malware is any software that plants dangerous executables in the system and causes disruption to hardware and network, leaks private data, and gains unauthorized access to the system. 
· Ransomware is a type of malware that asks the victim to pay a ransom, otherwise it will publish the victim's private data or permanently block his/her access to the data. 
· Phishing is a fraudulent message sent by the attacker to trick a person into revealing his/her sensitive data such as credentials to the attacker or to deploy ransomware on the target system.  
Unintentional threats 
Unintentional threats are usually related to human error where someone leaves sensitive data unprotected or forgets to update the firewall software. 
Natural threats 
Natural phenomena, such as hurricanes, floods, and earthquakes, may damage the IoT infrastructure (especially those sensors that are exposed to the real world). 
Risks
Since businesses and organizations in almost every industry segment rely more and more on IoT devices, IoT security teams should consider both simple and complex IoT risk factors. The followings are six IoT risks to be aware of: 
Botnets
Since IoT smart objects usually do not have the same advanced built-in security mechanisms as computers connected to a traditional IT network, they are more vulnerable to malware. The attackers form botnets by infecting multiple IoT devices with malware. This army of infected devices can then attack the other systems within the network and flood it with traffic or spam data.      
Ransomware
Instead of critical data, attackers may target critical IoT devices (e.g., stopping a security camera or an important industrial sensor) to disrupt the fundamental operation of a business or organization. 
Convergence
The traditional IT networks, the IoT devices, as well as operational technology (OT) are nowadays all connected to the Internet which makes all three systems more vulnerable to IoT cybersecurity attacks.
Invisibility
Any security threat to the IoT devices can be identified through visibility into the IoT devices and monitoring the traffic that moves through them. The IoT security teams will not be able to protect those IoT devices that are invisible.   
Unencrypted data
Most inexpensive IoT devices do not have the built-in resources for strong data encryption when transferring sensitive data to the cloud which makes the data vulnerable to eavesdropping (the attacker listens to and records the data that is being exchanged between the IoT device and the cloud), espionage (access sensitive data for economic gain), and hijacking. For instance, the attacker may stop a security microphone from a recording or change the important data of a connected car.  Hijacking
taking control of IoT systems, programs or communication

Rogue devices
Rogue devices are replacements for legitimate sensors that provide rogue access points for the attackers and enable them to control the network, and modify or steal the data. 
Self-Check Questions
1. Please explain why insecure network services is considered a vulnerability for IoT systems. 
Unnecessary open ports are common security flaws that can compromise the confidentiality, integrity, authenticity or availability of the data and allow unauthorized remote control of the IoT devices.  
1.2 Cyber Attacks and Countermeasures
A first step to be able to address the IoT cybersecurity threats is to understand these threats at each layer of the IoT architecture. The Open Web Application Security Project (OWASP) which is a committee of volunteer security professionals has published a detailed draft list of areas in IoT solutions where vulnerabilities and threats may exist. This publication shows that all major components of an IoT solution may be exploited by attackers. The IoT attack surface identified by OWASP includes (Chang & Li, 2019)
· devices. The vulnerabilities can come from the device’s memory, physical interface, firmware, web interface, and network services. In addition, the device’s unsecured default settings, outdated components, and unsecured update mechanisms are some cybersecurity vulnerabilities that attackers can take advantage of. The IoT device manufacturers must ensure that the smart objects contact only the approved services and hardware and their instructions are not replaced by harmful codes affecting the device’s operation. 
· connectivity. Cybersecurity threats can originate from the communication channels that connect different IoT components. The entire IoT network can be affected by security issues of the communication protocols as well as the network attacks such as spoofing (disguising a communication from an unknown source as being from a trusted source) and denial of service (disrupting services of a server).    
· applications and software. Attackers may compromise the IoT systems by exploiting the vulnerabilities of the web applications and software to steal the credentials or send malicious firmware updates. 
In order to better integrate the security in all layers and aspects of an IoT solution from device to overall configuration, it has to be considered from the initial design phase. Some security guidelines to be considered while designing and developing an IoT solution are as follows (Chang & Li, 2019):    
· All collected and stored data such as sensor data and credentials should be mapped accordingly and accounted for. 
· The configuration of IoT devices should be done with security in mind. In other words, before connecting any smart sensor to the network, the settings should be secured. Some measures to secure the settings include using encryption, multifactor authentication, and a strong username and password.  
· To reduce the impacts of cybersecurity attacks and mitigate the risks, organizations should build their security strategy assuming that there is no perfect defense against evolving security threats.  
· The accessible IoT devices should be physically secured and tamper-proofed.  
The figure below summarizes the security attacks and the corresponding countermeasures at each layer of the IoT core functional stack (Najmi et al., 2021). 
IoT Attacks and Countermeasures
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Source: Reza Vahidnia (2022), based on Najmi et al. (2021)
Below, we discuss the attacks and countermeasures for each layer of the IoT core functional stack in more detail (Deogirikar & Vidhate, 2017).
Device Layer
The physical attacks in the hardware layer target IoT devices. These attacks include node tampering and physical damage, social engineering, jamming, malicious node injection, and sleep deprivation.
Node tampering
The attackers may physically alter the compromised node and obtain sensitive data such as encryption keys. Implementing authentication algorithms to detect tampered devices is useful to tackle such node tampering attacks. 
Social engineering
In social engineering attacks which are psychological attacks directly on humans using devices, rather than the devices themselves, the adversary communicates with the victim to manipulate them and obtain sensitive information such as a credit card number or convince the victim to perform a critical action (e.g., browse a particular website). The existing countermeasures to protect IoT systems against social engineering attacks are classified as training-based and automatic defenses. In training-based defenses, the users are educated to protect themselves based on the lessons learned from the previous attacks. In automatic techniques, phishing attempts are detected automatically by analyzing the communications and identifying the features such as misleading Uniform Resource Locators (URLs), password requests, and the existence of particular images (Harris, 2022).  
Physical damage
The attackers may physically damage the IoT devices or other components of the IoT system to cause a denial of service. Physically securing the IoT devices and making them tamper-proof is a solution to defend against such attacks. 
Jamming
The purpose of jamming attacks in wireless sensor networks (WSNs) is to disturb the wireless communication between nodes of the network. Proactive and deceptive jamming are two main types of jamming attacks. In a proactive jamming attack, which is the most prevalent form of jamming, the jamming signals are emitted irrespective of the traffic pattern in the communication channel. Due to a lack of channel awareness, this jamming attack is inefficient. In deceptive jamming, instead of random bits, regular legitimate packets of data are transmitted which makes it more difficult to be detected. In order to tackle the jamming attack various methods have been used including spread spectrum techniques such as direct sequence spread spectrum (DSSS) and frequency hopping spread spectrum (FHSS; Hymlin Rose & Jayasree, 2019). 
Malicious node injection
In this type of attack, a malicious node is placed between two more multiple nodes to modify the data passing through the nodes. One way to avoid this attack is to use a monitoring verification (MOVE) scheme which can verify the nodes and identify any malicious behavior.  
Sleep deprivation attack
The purpose of this attack is to increase the power consumption of the IoT nodes in order to shut them down. In the case of such attacks, the attacking node does not allow the target node to go under sleep mode. Defensive algorithms which monitor the local battery usage of the IoT devices can be used to mitigate the risk of sleep deprivation attacks.  
Network Layer
The following attacks focus on the IoT network and communication channels.
Traffic analysis attacks
The adversary intercepts and listens to the IoT messages to gain access to the network information. A common way to address such attacks is to make the traffic obscure by adding padding to packets, transmitting packets at a constant rate, and injecting dummy packets.
RFID spoofing
With the knowledge of the communication protocols and authentications, the attacker impersonates a valid radio-frequency identification (RFID) tag to gain its privileges. The adversary employs special devices with increased functionality that is able to emulate the RFID tag and spoof the RFID signals transmitted by the tags. In other words, in these attacks, wrong information which seems correct is given to the IoT system. 
RFID cloning
In a cloning attack, the adversary copies the information from a pre-existing RFID tag to another RFID tag and then inserts wrong information or controls the data passing through the cloned tag. One way to avoid RFID cloning is to use an RFID tag that supports encryption technology (RFID tags and readers manufactured based on ISO 14443 standard support encryption). In these secured tags, the RFID reader only authorizes RFID tags with the correct key.  
Sinkhole attack
In this active attack, the adversary performs his/her attacks using a compromised node in the network. In order to attract the IoT traffic and then alter the data, the compromised node sends false routing information to its neighbors letting them know that it has the minimum distance to the base station. One way to detect sinkhole attacks and identify the compromised node is to compare the minimum hop-count of the node with the computed average hop-count of the network. If the minimum hope-count is much smaller than the average value, then it seems that the network is vulnerable to sinkhole attacks. 
Malicious code injection
In this attack which is considered a top API security vulnerability by OWASP, an adversary physically injects malicious code into software or application through a user input field to get full control of the IoT network. Basic practices to avoid this type of attack include validation of user input with allow lists and encoding HTML outputs to translate malicious input into safe representatives. 
Sybil attack
In this attack, a single node operates many active fake identities at the same time within a peer-to-peer network to undermine the authority or power in a reputable system (such as a voting system) by gaining most of the influence in the network. The countermeasures to prevent sybil attacks include identity and personhood validation, social trust graph algorithms, and application-specific techniques.
Cloud Services Layer
Denial-of-service (DoS)
In this type of attack, an attacker floods the network with overwhelming traffic so that the cloud services and resources become unavailable to the intended users. Intrusion detection systems and firewalls that act as traffic-scanning barriers between nodes of networks can be used to mitigate the risk of DoS attacks.
Third-party relationship
The third-party relationship attack which is also called the supply chain attack occurs when a person infiltrates the IoT system through a partner or provider who has access to the IoT system and data.  
Malicious insider
A malicious insider is a person who has gained knowledge of a company's proprietary data and intentionally misuses it to negatively affect the integrity of the business. This security attack can be detected by monitoring the activity of the users, investigating the incidents, and access management. 
Application Layer
Malicious script
In malicious script or cross-site scripting (XSS) attacks, an adversary may gain access to the application by injecting malicious scripts. To prevent these types of attacks the application should validate all the input data to ensure that only allow listed data is entered and all variable output in a page is encoded before it is returned to the user.  
Viruses and worms
An attacker may damage the IoT system by using malicious codes such as viruses and worms (the worms replicate themselves without any human action). These malicious codes can spread through email attachments or by downloading files from the Internet. Worm detectors, anti-virus, firewalls, and intrusion detection systems are some tools to detect and remove these malicious codes virus. 
Cryptanalysis attack
In this type of attack, an adversary uses plaintext or ciphertext to obtain the encryption keys. In order to protect the IoT system against cryptanalysis attacks, the data should be appropriately encrypted so that even if it is obtained by a malicious attacker, it will be unreadable. In addition, strong and unique keys should be used for encryption and the keys should be stored in a secure location. 
Man-in-the-middle (MITM)
In this type of cybersecurity attack, an adversary intercepts the communication between two nodes to obtain sensitive data by eavesdropping. Using virtual private networks (VPN) and encrypting data communication are best practices to prevent a man-in-the-middle attack. 
Man-In-The-Middle Attack
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Source: Reza Vahidnia (2023)
Side channel attack
In this passive security attack, which is usually difficult to detect, an adversary uses the information of the side channel (e.g., information about power, the time required to perform the operation, faults frequency) that is emitted by encrypting devices to detect the encryption key.   
Self-Check Questions
1. Please explain the operation and purpose of a denial-of-service attack. Also, name a countermeasure to prevent the DoS attack. 
In DoS, an attacker floods the network with overwhelming traffic so that the cloud services and resources become unavailable to the intended users. Intrusion detection systems and firewalls that act as traffic-scanning barriers between nodes of networks can be used to mitigate the risk of DoS attacks.
2. Please explain the purpose of a sinkhole attack.
The purpose of this attack is to attract IoT traffic through a compromised node and then alter the data. 
  
3. Please select in which type of attack, an adversary uses plaintext or ciphertext to obtain the encryption keys. 
· Malicious insider
· Side channel attack
· Cryptanalysis attack
· Man-in-the-middle attack
4. Please list six IoT attacks in the device layer of the IoT core functional stack.
Node tampering
Social engineering
Physical damage
Jamming in WSN
Malicious node injection
Sleep deprivation attack
Summary
Compared to traditional IT networks, the security issues of IoT systems are more complex and hence it is more challenging to implement security measures in the IoT systems due to the complexity of IoT devices and networks, lack of requirements and standard checklists, and exposure of IoT sensors to the real world. 
In order to protect an IoT system against cybersecurity attacks, the first step is to identify and understand the vulnerabilities, threats, and risks that may occur at every layer of the IoT core functional stack. 
The cybersecurity attacks in the things layer include node tampering, physical damage, social engineering, jamming, malicious node injection, and sleep deprivation attacks that target IoT devices.  In the communication (connectivity) layer, the focus of the attackers is on the IoT network and communication channels. They try to spoof the data being exchanged between the IoT nodes and the cloud, analyze the traffic, or inject malicious codes to gain control of the network. Denial of service, third party relationships, and malicious insider are some IoT attacks related to the software backend and cloud services. In the application layer, the attacks mainly focus on accessing the application data such as the encryption keys.  
For all aforementioned four layers of the IoT core functional stack, we discussed the countermeasures to tackle the related cybersecurity attacks. 


 


Unit 3 – Security by Design

Study Goals

On completion of this unit, you will be able to …

… list and explain the seven stages of the software development life cycle.
… describe the benefits of implementing a secure software development life cycle.
… explain the differences between static and dynamic testing.
… identify the advantages and disadvantages of using static and dynamic testing.
… explain the concept of DevSecOps and its difference from DevOps . 





3. Security by Design
Introduction
In many historic IoT projects where time to market or other design considerations had a high priority for the developers, they would consider security as an add-on in advanced stages (e.g., prototyping) of the product development. Since IoT solutions cannot be simply retrofitted this approach was expensive and time-consuming. For example, the firmware of hard-to-reach and unsecure devices may not be easily upgraded to tackle security threats. Hence, the approach could result is dinastating security breaches. 
In the security by design approach, pre-planning for security is considered at the beginning of the project design and is a vital objective at all phases of the IoT product development to protect data and devices. In security by design methodology, a security risk analysis is performed to identify the vulnerabilities and impact of each security threat on the IoT system. This will enable the IoT solutions architects to find and implement suitable security countermeasures to address the identified threats.      
3.1 Project Management and the Secure Development Life Cycle
Software Development Life Cycle (SDLC) is a standardized step-by-step process used by developers to build and verify high-quality software products. SDLC gives the developers better visibility about the project and enables them to mitigate risks and eliminate errors. It also provides the developers with means to track the progress of the project and make sure the goals and requirements are all achieved. The security requirements of SDLC are well defined in ISA 62443-4-1 standard. This standard which applies to new and existing software and hardware development defines the process to ensure that security is built into the product design. It also addresses various testing areas such as Static Code Analysis (SOA), attack surface analysis, and black box known vulnerability (ISA 62443-4-1 Standards - SDLC Requirements, n.d.).
Several SDLC models such as waterfall and agile methodologies have been used by software developer. In general, SDLC consists of seven stages as illustrated in the figure below (Hammer, 2021). 
Software Development Life Cycle (SDLC)

Source: Reza Vahidnia (2022) based on Invalid source specified.
SDLC Steps
1. Requirements and Analysis
To identify the pain points that should be addressed by software developers, a Business Specification Document (BSD) is drafted by gathering the technical, market, and customer requirements.  
2. Project planning
Based on the BSD, the software development project whether it is a new product or an upgrade of existing software is planned (e.g., risks, opportunities, issues, etc.) and recorded in a Software Requirement Specification (SRS) document. 
3. Design
In Stage 3, single or multiple design ideas which will be the primary resource to build the project are introduced by developers and are documented in a Design Document Specification (DDS). 
4. Coding and implementation
Using programming languages (e.g., C++, Python, etc.) and tools such as compilers and debuggers, the codes are built in this stage. 
5. Testing
In this stage, the software is tested for errors and to ensure its quality. The tests could be done manually or automatically through testing tools. 
6. Deployment
The next step after testing is the software delivery to the customer where developers make the software available for the customers.   
7. Maintenance
The software bugs and issues raised by the customers are addressed at this stage. To reduce maintenance calls and efforts, usually the software is first released to a limited number of customers. After final adjustments, the final release is introduced to a larger group of customers.    
Secure SDLC
In early SDLC systems, security was thought of as a bottleneck to launching and introduce new products to the market by many software developers who needed to rework and fix their final codes to prevent security issues. Basically, in these systems, security-related activities would begin in the testing stage of the SDLC, and sometimes insecure software would be released because of time constraints. This approach would endanger the business as a security risk for the software means a risk for the company and business that is using the software. In other words, to secure the business, the software should be secured. 
Compromised software which leads to data breaches and security attacks may have devastating impact on businesses and organizations. Hence, securing the SDLC must have a high priority for the businesses and security measures must be in place in every stage of the SDLC. If security issues are not detected in the early stages of SDLC, it will be more expensive and time consuming to resolve these issues in the later development phases. 
The security vulnerabilities of the codes can be detected cheaper and faster if security is integrated into all stages of the existing SDLC. Using this secure SDLC approach which analyzes the system architecture in the design stage, reviews the codes during the build stage, and performs the tests before releasing the software also mitigates the risks of the business. The followings are necessary steps for organizations and businesses to implement a secure SDLC (Freeman, 2022):   
· Introduce the best secure coding practices and frameworks to the developers. 
· At the beginning of the project analyze the risk of the system architecture.
· In the plan and build phases consider security for the tests. 
· Train the developers to use code testing tools (e.g., SAST and DAST)
· Educate the developers to write secure code.
Companies should also create a Software Security Program (SSP)  through establishing achievable goals with defined metrics for success. 
Self-Check Questions
1. Please select which stage of SDLC is performed after the coding and implementation phase.  
· Testing 
· Deployment
· Maintenance
· Requirement gathering
3.2 Static Testing
Cybersecurity attackers continuously try new ways to exploit software vulnerabilities. Hence, software developers should protect their applications using multiple testing types such as functional testing to ensure that the security issues that have been thought of in advance are correctly addressed. However, functional testing does not identify the security flaws that result in data breaches. Moreover, IoT application developers may not have a strong security background to consider all security issues in advance and properly secure their codes or avoid security risks such as using insecure Application Programming Interfaces (APIs). 
Static Application Security Testing (SAST) is a scanning method or tool which helps developers check their application source or assembly codes before they are compiled to discover any security vulnerability (e.g., the top ten security vulnerabilities identified by OWASP) in early development phases. SAST is also known as white- or open-box testing because while other components are at rest the application source code is checked and analyzed from the inside out. Basically, SAST monitors the vulnerabilities of the application source code to identify any problematic coding pattern that violates the software development security best practices. In addition, using popular security industry standards such as OWASP Top ten and CWE/SANS 25 (most dangerous software errors), SAST can automate testing the application code for a range of vulnerabilities (what-is-sast, 2022).
Vulnerabilities
Cross-site scripting
In this cybersecurity vulnerability, the attacker shares a corrupted browser-side script with the legitimate user and tricks him/her to click on it in order for the bad actor to gain access to an application. SAST prevents this type of vulnerability by checking and stopping the malicious codes.  
SQL injections
To harm the databases, the attacker introduces a malicious code to the SQL query. SAST can immediately detect any malicious element injected into the codes. 
Buffer overflows
When an application keeps a huge amount of data in the buffer, and overflow error occurs which may corrupt the buffered codes. SAST mitigates this risk by checking that the codes are generated error-free and reviewed before they are run.
Input validation
In this vulnerability which can be easily detected and fixed by SAST, corrupted input is introduced in an application to see its impact. 
SAST also supports compliance with data protection laws such as the Payment Card Industry Data Security Standard (PCI DSS; Schmitt, 2022). 
SAST tools prevent the security issues by following these steps (Eyal Katz, 2021):
1. Information gathering: Analyzing the application tech stack, core security functionalities and build processes.
2. Preparation and compilation: Configuring the application source code and required dependencies.
3. Source code vulnerability scanning: Running automated code scan through integrated processes.
4. Analysis and verification: Manually triaging of the source code security flaws to discover exploitable security critical vulnerabilities after eliminating false positives.
5. Reporting: Providing a detailed report on critical vulnerabilities along with remediation guidelines. 
Static Application Security Testing
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SAST tools which scan the application codes at rest, enable the developers to test their application without executing functional components to avoid leaving security problems later development stages. These tools protect the codes against security issues such as transferring unencrypted data or storing username/passwords as plain text. Klocwork, Checkmarx, LGTM.COM, and Veracode are some of the most well-known SAST tools used by software developers (Schmitt, 2022). The quality of the codes can also be continuously inspected using some tools such as SonarQube which is an open-source platform that detects code bugs on various programming languages (sonarsource, n.d.).    
A suitable SAST tool is selected based on the following criteria ( Amrita Pathak, 2022):
· The types of vulnerabilities that the tool can detect.
· The programming language of the application
· The compatibility of the SAST tool with other development tools.
· The accuracy of the application in detecting security issues (e.g., the number of false positives).
SAST has some certain advantages and disadvantages as illustrated in the table below. 
	SAST Cons and Pros	Comment by Kiviniemi, Leena: Please recreate any editable tables in the translated document. They are not included in the graphics template. 

	Advantages
	Disadvantages

	· Errors can be detected in early development stages.
· The exact location of the error is pointed out.  
· It is a non-execution method.
· It does not need too much configuration for automation.

	· The level of false positive incidences could be high. 
· It may highlight the wrong section of the code.
· It is a language-dependent tool. 



Source: Reza Vahidnia (2022) based on (what-is-sast, 2022)
Self-Check Questions
1. Please explain the SAST and state at what software development phases SAST is used.  
Static Application Security Testing (SAST) is a scanning method or tool which helps developers check their application source or assembly codes before they are compiled to discover security vulnerabilities at the early development stages.    
2. Please select a disadvantage of SAST.
· It is a language-dependent tool. 
· Errors are detected in early development stages.
· The exact location of the error is pointed out.  
· It is a non-execution method.
3. Please list four vulnerabilities that SAST tools can detect. 
Cross-site scripting
SQL injections
Buffer overflows
Input validation
3.3  Dynamic Testing
Unlike SAST where the codes are scanned line by line prior to compiling the codes and when the application is at rest, in Dynamic Application Security Testing (DAST), the application is tested while the codes are running. DAST is a black-box (outside in) approach where the tester has no visibility or access into the source codes (DAST cannot point testers to certain lines of code when a vulnerability is detected) and only examines the application’s unexpected outcome in response to simulated external attacks. The results of the simulations enable the tester to identify the vulnerability of the application to real cybersecurity attacks. 
DAST can identify many external security issues such as the top ten OWASP vulnerabilities, cross-site scripting, SQL injection, and path traversal attacks. Due to its dynamic environment, DAST is also advantageous over SAST in finding runtime, authentication, and server configuration issues. Moreover, the security flaws that occur when a particular client logs in can be detected using DAST.   Path traversal
A security threat which tries to access data stored outside the root folder of the web. 

Note that DAST is different from penetration (pen) testing. While pen testing tries to exploit vulnerabilities of the application, servers, ports, routers, and firewalls using well-known hacking methods, DAST is mainly concerned with testing a running application using systematic methods. In order to implement the DAST and effectively administer it, the security professionals need to have a strong understanding and knowledge of the application as well as the web servers, databases, access control lists, and the traffic flow of the application (Murray, 2021). 
DAST is a strong tool to find configuration issues in databases and servers that impact the security of applications. In addition, DAST can detect encryption and authentication problems that allow unauthorized access. Such an ability does not exist in SAST. DAST is also capable to test the whole Information Technology (IT) infrastructure and network by examining the networks, APIs and web services that are connected to the application (Schmitt, 2022). Invicti and Probely+ are two well-known DAST tools.     
DAST can run on all applications as it is not dependant on certain technologies, platforms or languages. DAST has been tested and identified by OWASP to have lower false positive rates compared to other application security testing tools. Since DAST attacks and checks the application from outside in, it is considered a perfect tool to detect any configuration issue that is not easily found by other security tools. 
While DAST is a great tool to detect security vulnerabilities, it has its own limitations. One of the main disadvantages of DAST is its low scalability because it highly relies on security professionals to develop effective tests. In addition, DAST is not able to guide the application developers to the problematic part of the code as it has no visibility into the source code. So, it does not provide comprehensive security coverage on its own. Another drawback of DAST is its low speed as DAST scans can even take a few days to test an application. Also, DAST usually finds security vulnerabilities in late development phases, which is more expensive and time-consuming to fix. The advantages and disadvantages of DAST are summarized in the table below.
	DAST Cons and Pros

	Advantages
	Disadvantages

	· It is independent of technology.
· It has low false positives.
· It identifies configuration problems.

	· It is not highly scalable.
· It has no code visibility.
· It is slow and time-consuming.    
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A suitable DAST tool is typically selected by checking the following criteria Invalid source specified.: 
· The types of vulnerabilities the DAST tool can detect.
· The level of automation of the DAST tool to schedule and run the scans.
· The compatibility of the DAST tool with other existing tools. 
· The level of customization offered by the tool to configure for a particular test case. 
In order to consider a larger attack surface, DAST tools first collect as much information as possible about the application. Then, the tool actively scans the application and tests the vulnerabilities such as SQL injections by sending various attack vendors to the previously found endpoints. DAST tools also let the developers and security experts generate custom cybersecurity attack scenarios. Once a vulnerability is detected by the DAST tool, it helps to fix the issue by giving information about the vulnerability such as its type, severity, and URL (Amrita Pathak, 2022).    
The main difference between static and dynamic testing is the way they perform the security testing. While SAST tests the application at rest, DAST examines it when the codes are running. The picture below, illustrates the differences between these two application security testing approaches.
SAST vs. DAST ￼
Graphic in graphics template
Source: Reza Vahidnia (2022) based on sast-vs-dast (2022)
Self-Check Questions
1. Please explain why DAST cannot provide remediation advice. 
Since DAST has no visibility into the source code, it can locate the exact location or line of the code that leads to the security flaw.  
3.4 DevSecOps
In traditional software development, security measures and practices were usually afterthought (not built in from the early stages of the software lifecycle) and were considered and implemented in the advanced phases of the SDLC. Nonetheless, this approach does not work in modern development systems where there are shorter and more frequent iterations on applications and the security threats are more sophisticated.      
DevSecOps which unifies the development, security, and operations is a development approach where security initiatives are integrated into each phase of the software development lifecycle. In other words, DevSecOps implies considering infrastructure and application security from the start of the project.CI/CD Pipeline
a series of necessary steps delivering a new version of software.

DevSecOps which infuses security practices into the Continuous Integration and Continuous Delivery (CI/CD) pipeline results in delivering more secure and robust applications. This allows the software developer to quickly address many of the most challenging security issues (devsecops, 2022).
Benefits of DevSecOps
[bookmark: &lpos=content_topics_:_305]The DevSecOps approach brings many benefits for organizations including Invalid source specified. the following.
Enhanced application security
Using DevSecOps the security threats are mitigated at the early phases of the development lifecycle. Using the automated security tools, DevSecOps enables the developers to review, audit and check the application codes on the fly at every phase of the development lifecycle without compromising the speed. This way, the developers make sure that the application does not fail any security criterion and if there is any failure, the security experts and software developers can propose solutions to fix the problem at the code level.     
Cross-team ownership
Unlike traditional development methods where various teams would work in separate silos, in DevSecOps, the development, security and operational teams effectively collaborate with each other from the early stages of the lifecycle development.
Streamline application delivery
In DevSecOps approach, security is enhanced using automated security measures while the application is being developed to avoid delays in product delivery. 
Limit security vulnerabilities
DevSecOps creates a streamlined agile development process where the security teams not only detect vulnerabilities to mitigate risks but also provide the development team with useful insight to quickly remediate the discovered security issues.     
[bookmark: &lpos=content_topics_:_307]DevSecOps also brings many benefits for various industry segments and verticals. For example, the risk of exploiting vulnerabilities of the government, health, or finance applications to gain access to sensitive information will be significantly reduced using DevSecOps.      
DevSecOps Lifecycle
DevSecOps has replaced the traditional software development approach where the delivery was a Waterfall process with automated, smaller, and more frequent deliveries with many feedback loops for fast and continuous improvement.  The figure below illustrates the DevSecOps lifecycle where security is embedded in each phase of it. 
[bookmark: &lpos=content_topics_:_309]DevSecOps Software Lifecycle
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Source: Reza Vahidnia (2022) based on devsecops (2022)
In the development stage of DevSecOps, first the threat models are defined, various approaches to mitigate the risks for data breaches are examined, and local and national security policies are explored. Next, the open-source libraries are inspected, and a code review is embedded in development processes to make sure that the security requirements outlined in the planning phase are met. Once the security requirements and their acceptance criteria are defined and the build plan is in place, SAST is performed to fix the vulnerabilities. Once the codes are ready to be run, DAST and penetration testing are performed on the running codes to test the application in a dynamic environment by simulating the external attacks.  Patch
is software that addresses security vulnerabilities by correcting coding errors.

In the operations phase, the security considerations include educating the users about security requirements, monitoring vulnerabilities and controlling the users access, and security patch management.
DevSecOps Pillars
Successful implementation of DevSecOps is supported by three pillars including, people, process, and technology:
· People: Implementing an effective DevSecOps environment is not possible without the support of senior management of the organization. 
· Process: Development of different software requires a unique management process which has many components including the workflow standardization documents. These processes are dependant on many factors including the complexity, architecture, and maturity level of the system. 
· Technology: DevSecOps processes are execute using various technologies such as automation and configuration management, security as code, automated compliance scans, and host hardening.

DevSecOps Pillars

Source: Reza Vahidnia (2022)
DevOps Versus DevSecOps
DevOps which combines software development (Dev) and IT operations (Ops) establishes a collaboration between programmers and system administrators in order to make the SDLC shorter and provide continuous delivery with high software quality. In DevSecOps which is an extension of DevOps, security is emphasized at each phase of the SDLC. 
DevOps Versus DevSecOps
Runtime Application Self-Protection (RASP)
a security mechanism used at runtime to identify and prevent attacks having information from inside the running codes.

Source: Reza Vahidnia (2022) based on Invalid source specified. 
In order to transition from DevOps to DevSecOps certain technologies such as SAST (detect security vulnerabilities at the coding stage), DAST (black-box test to identify vulnerabilities while the code is running in the test stage), Runtime Application Self-Protection (RASP), and Interactive Application Security Testing (IAST) (analyses the application to find certain events that may result in a vulnerability), Software Composition Analysis (SCA) (detects vulnerabilities in open-source components) are required to automate security at different stages of the SDLC. 
Self-Check Questions
1. Please explain how DevSecOps results in delivering more secure and robust applications.
DevSecOps which unifies the development, security, and operations is a development approach where security initiatives are integrated into each phase of the software development lifecycle. DevSecOps infuses security practices into the (CI/CD) pipeline and results in delivering more secure and robust applications. This allows the software developer to quickly address many of the most challenging security issues.
2. Please select in which phase of DevSecOps, SAST is performed. 
· Deploy
· Test
· Build
· Monitor
Summary
In security by design approach, security is considered as a vital objective in all stages of the software development life cycle. This approach results in detecting security vulnerabilities of the codes in the early stages of the development. As a result, security issues are addressed cheaper and easier compared to traditional software development methods where security would be thought of as a bottleneck and the security issues were addressed in late development stages.    
DevSecOps unifies the development, security, and operations and integrates security initiatives into each phase of the software development life cycle. It infuses security practices into the CI/CD pipeline which results in delivering more secure and robust applications. This allows the software developer to quickly address many of the most challenging security issues. SAST and DAST are two powerful tools used in DevSecOps to check the codes for any security risks and fix them in the early stages of development. While SAST tests the codes at rest before compilation, DAST checks the running code by simulating external threats to the application.







Unit 4 – Securing Internet of Things Devices

Study Goals

On completion of this unit, you will be able to …

… identify the security risks threatening the IoT devices. 
… list the security issues and risks for each attack layer of IoT devices.
… explain different security techniques used to protect the IoT devices. 
… explain how packet encryption can secure the data transfer between IoT devices. 




4. Securing Internet of Things Devices
Introduction
The massive number of IoT devices made by various manufacturers, sold by different vendors, and used in various verticals and industry segments create a huge attack surface for bad actors, hackers, and competitors. Security breaches to IoT devices threaten the safety of individuals, and damage businesses, customers’ confidence, and the reputation of companies. 
Regulators may also ask companies to pay fines if security beaches violate their regulations. For example, violating the regulations of the Health Insurance Portability and Accountability Act (HIPAA) - a US federal law to protect sensitive patient health data from being disclosed without their consent – will lead companies to pay fines up to $50,000 (IoT Devices Security, 2017). Or as another example, any failure to comply with the Payment Card Industry Data Security Standard (PCI DSS) leads the credit card companies to stop business. Without the PCI approvals a company must not process card payments.   
Most traditional security mechanisms that are implemented on Information Technology (IT) devices (e.g., laptops and smartphones) cannot be applied to simple and inexpensive IoT devices. IoT devices need different security approaches to address the cyber security attacks as their security risks are different than traditional IT networks.
4.1 Security Risks
[bookmark: _Hlk121692047]IoT devices are tempting and sometimes easy-to-reach targets for malicious users and attackers because the security techniques and mechanisms used for personal computers and smartphones cannot necessarily be applied to the IoT devices because of the following reasons (IoT Devices Security, 2017):    
1. Limited resources: Most inexpensive IoT sensors lack the required memory, battery and processing power to implement traditional security mechanisms. For example, low-memory IoT devices do not allow patch mechanisms to fix Common Vulnerabilities and Exposures (CVEs).   
2. Data value: Some organizations may not take IoT security seriously as they think their data has little value outside their company. However, just hacking their IoT devices by competitors even if they do not really use the obtained data can ruin the reputation of the company. 
3. Available tools: There are many tools and resources easily available for hacking IoT devices. Metasploit and Maltego are two of the top IoT hacking tools. The former which is an open-source tool used for penetration testing can be used to remotely secure IoT devices after gaining access and customize the software free of charge. The later which is also an open-source and flexible tool is used to collect data for footprint testing and intelligence-gathering, connection analysis and data mining purposes.      
4. Wireless connections: Most IoT devices use wireless connections to transfer their data to the cloud. Their firmware can also be remotely upgraded and configured over the air. Therefore, hackers do not necessary need physical access to the ports of the IoT devices.  
5. Simple interfaces: The simple security alarms of inexpensive IoT devices which can be a flashing Light Emitted Diode (LED) or a beeping buzzer can be overlooked as they can easily be mixed with other control function alarms.Transport Layer Security (TLS)
is a cryptographic protocol used to provide a secured communication for the Internet connections on application level.. 

6. Hardwired ports: These ports provide attackers with open doors to compromise the IoT devices.
Unlike personal computers and smartphones, IoT devices can’t simply benefit from implementing a strong password over a Transport Layer Security (TLS) connection. Moreover, although some security attacks such as Distributed Denial of Service (DDoS) target the servers and not necessarily the IoT devices directly, they still create problems for the IoT devices by draining their battery and consequently increasing the maintenance costs of the companies. 
Lack of security by design and poor configuration of IoT devices for the sake of customer convenience are two important factors that enable hackers to compromise the devices. The former results in more vulnerabilities and the latter can lead to weak security credentials. 
There are basically four types of security risks associated with IoT devices. These risks are shown in the picture below (IoT Devices Security, 2017).
Security Risks Threatening IoT Devices
[image: ]
Source: Reza Vahidnia (2022) based on IoT Devices Security (2017)
Security Risk Types
Confidentiality 
A malicious actor may gain access to the data in the actual IoT device and view or modify it or steal/clone the device firmware. To keep sensitive IoT data confidential, advanced data protection mechanisms should be implemented on the IoT devices. 
The TRENDnet Webcam Hack is an example of confidentiality threat where TRENDnet which is an IP camera manufacturer had stored the customers’ credentials in plain text and sent the log in data without any encryption over the Internet. Also, the bug in the software allowed hackers to access the video and audio data of the cameras just by having the IP addresses (Dian, 2022). This shows that to prevent security breaches while the IoT device manufacturers must implement security measures in their devices, the users should properly configure the security parameters of the device based on their application.   
Data integrity
When a bad actor introduces unauthorized data or modifies the IoT data to take control of the devices, data integrity is violated. For instance, a hacker may modify the IoT data of a smart lock in order to be able to unlock it whenever they want.       
Theft of service 
The bad actor can use vulnerabilities such as authentication weaknesses or failures to allow unauthorized devices get access to IoT data or services. The threat actor can unlock and upgrade feature without authorization. 
Availability
An availability threat can occur when the attacker disrupts the operation of an IoT system or device. The attacker may shut down or lower the speed or capacity of the IoT device by flooding the network with hostile traffic. In this type of attack which is called Denial-of-Service (DoS), IoT devices are compromised by the attacker and then these devices are instructed to saturate the target network (Dian, 2022).
Another type of threat against availability is called Denial of Sleep Attack (DoSA) where the attacker uses a fake device to send constant messages to legitimate IoT devices to prevent them from going to sleep mode between transmission intervals. The purpose of DoSA is to increase the power consumption of the IoT devices within the range of the fake device and reduce their battery life and eventually make them unavailable.     
Attack Layers of an IoT Device
[bookmark: _Hlk121692337]From a security perspective, An IoT device consists of several layers that can be attacked by a bad actor. These attack layers include hardware, firmware, operating system and application, web interface, protocol, and policy and each attack layer has its own security issues and associated risks. 
Possible Graphic
HardwareInter-Integrated Circuit (I2C)
a protocol used to enable multiple sensors communicate with a controller

In the physical motherboard layer, the attacker can look for hardware debug ports such as Joint Test Action Group (JTAG) or communication ports, e.g., Inter-Integrated Circuit (I2C).
Firmware
In this security layer, the hackers try to find hidden backdoors, hard-coded passwords, and other security vulnerabilities in the firmware. They try to predict these passwords to access the system. Credential issues, backdoor issues, unpatched firmware, buffer overflow issues, and privilege escalation are some the security issues of the firmware attack layer.     
Operating System and Application
In this layer, the hackers search for entry points in the form of operating system and application bugs. An example of such operating systems is FreeRTOS which is a real-time operating system kernel for embedded devices. Note that some IoT systems may not necessarily have an operating system and instead all functionalities are implemented directly on the microcontroller unit. In IoT systems with operating systems buffer overflows (stack, heap, and integer) can enable the attacker to control the system.
Web Interface
Hackers can search for web bugs in the web interface of the IoT device and obtain sensitive data such as internal IP address and configuration of the IoT devices. SQL injection, directory traversal, buffer overflow issues, cross-site scripting (XSS), cross-site request forgery (CSRF), use of default or sample pages, and privilege escalation are some of the security issues of this attack layer. 
ProtocolZigBee
a low-power communication technology suitable for smart home applications.

Security attackers can search for vulnerabilities in communication protocols, such as low range access technologies (e.g., ZigBee) and long range protocols including cellular IoT technologies (e.g., NB-IoT and LTE-M) and non-cellular low-power wide-area (LPWA) technologies (e.g., LoRAWAN and SigFox) to disable the device function by saturating the connectivity bandwidth, bypass authentication by replaying stolen data, initiate hijacking sessions to send forged information, and steal data through man-in-the-middle attacks.  
Policies
Bad actors can attack the policies that contain sensitive data or hold the settings which enables them to expose the device outside the local network.
Smart Home Use Case
As a sample use case let us consider a smart home to examine the security issues for various smart devices and see the risks of hacking these devices. The table below summarizes a list of IoT devices in a smart home and the actions an attacker can take if these devices are compromised. 
Smart Home Devices and Possible Security Risks
	

	Smart device
	Security risk 

	Voice-activated
home automation
device
	· Cause inconvenience by playing malicious voice commands at unwanted times.
· Order unwanted goods through fake voice commands
· Steal voice data as credentials to use in other voice command systems

	Smart refrigerator
	· Automatically order not necessary grocery
· Modify the set temperature to ruin food
· Change the expiration dates to pretend that the food is fresh

	Smart lock
	· Intentionally unlock for intruders
· Lock out legitimate residents
· Modify the lock password
· Turn on the alarm without any intrusion or break-in

	Smart bulb
	· Turn the light on or off at unwanted times
· Overload the power system by turning all of the lights on
· Flash lights to bother residents

	Smart coffee machine
	· Disrupt the brewing process
· Stop the machine’s function completely
· Brew coffee continuously even when there are no more coffee beans

	Home gateway
	· Download malware by connecting to a malicious or fake URL
· Access to credentials or personally identifiable information
· Gain control of the connected devices to the gateway
· Redirect connections toward hidden malicious behaviors by blocking or modifying them.


Source: Reza Vahidnia (2022) based on Ohang (2019) Universal Plug and Play (UPnP)
a protocol that enables IoT devices to automatically discover other devices and connect to them

Some of the security risks in the table above may seem harmless at the first look. Nonetheless, when the security of even a single IoT device is overlooked and it is compromised it can lead to a combination of serious security threats when it is escalated by the hackers. 
For instance, one may think that an insecure smart coffee machine may not impose a significant security risk to the entire smart home when it is compromised. However, the smart coffee machine’s Universal Plug and Play (UPnP) can automatically connect to the Internet through the smart home router. Now, the bad actors can easily compromise the smart coffee machine and use it to familiarize themselves with the smart home layout and then, compromise other smart devices connected to the home network. Consequently, the hackers can mislead residents by sending wrong information through smart devices, monitor the residents through the compromised IP cameras and voice-activated home automation devices, trigger false alarms, unlock the smart locks for unauthorized persons to enter the home while switching off the smart bulbs and alerting system. Moreover, the hackers can gain access to the smart watches of the residents to spy on them and monitor their activities and check their real-time locations at any time.  
Self-Check Questions
1. Please explain the security risks in the protocol layer of an IoT device.
Security attackers can search for vulnerabilities in communication protocols, such as Wi-Fi to disable the device function by saturating the connectivity bandwidth, bypass authentication by replaying stolen data, initiate hijacking sessions to send forged information, and steal data through man-in-the-middle attacks. 
2. Please select in which attack layer of an IoT device the hackers can disable the device function by flooding the connection bandwidth.
· Protocol Layer 
· Hardware Layer
· Web Interface Layer  
· Firmware Layer
3. Please list five security issues of the firmware attack layer of an IoT device.  
Credential issues
Backdoor issues
Unpatched firmware
Buffer overflow issues
Privilege escalation
4. One type of security risk disrupting IoT devices is availability. Please explain how DoSA is a threat against availability.  
In Denial of Sleep Attack (DoSA) the attacker uses a fake device to send constant messages to legitimate IoT devices to prevent them from going to sleep mode between transmission intervals. The purpose of DoSA is to increase the power consumption of the IoT devices within the range of the fake device and reduce their battery life and eventually make them unavailable.  
4.2 Design Objectives
[bookmark: _Hlk121692487]Every day, the cybersecurity attackers try new and more innovative methods to attack IoT system. Even the most advanced IoT devices with sophisticated security measures are vulnerable to security threat and can be hacked. It means that no matter how much money, time and effort is given to secure an IoT device, it is still not perfectly protected against experienced bad actors. Therefore, it is crucial to make compromising IoT devices as uneconomic as possible for the attackers. In other words, an attacker may stop attacking an IoT system if they feel the cost and effort, they put to hack a system is not worth it. The IoTSF Secure Design Best Practice Guidelines (BPGs) provide essential advice to help secure IoT products and systems including physical devices, operating systems, applications, software updates, and network connections. For example, the followings are a list of guidelines to physically protect IoT devices (Secure Design: Best Practices Guide, 2019): 
· Remove or disable the test and administration interfaces. 
· Disable or lock the test access points on production units. 
· Make sure that the necessary administration ports have effective access controls such as strong credential management, restricted ports, and secure protocols. 
· Use epoxy chips for circuit boards, resin encapsulation, and hide data and address lines under these components to make the device circuitry physically inaccessible to tampering.  
· Use secure protective casing for exposed devices. 
· Make the devices tamper evident. 
· Use active masking or shielding to protect against side-channel attacks.
Security attacks can be categorized as follows based on their cost, equipment used, and type of attacker.         
Categories of Device Security Attacks

 Source: Reza Vahidnia (2022) based on IoT Devices Security (2017)
[bookmark: _Hlk121692498]The amount of time, effort and investment in security is usually determined by the economic costs and benefits of securing the device which in turn depends on the value of the device and its data. Therefore, there is always a trade-off between security level and its economic costs and benefits. In other words, the effort for an attack has to be in conjunction with the gain, which the attacker has. The figure below illustrates how the security attacks and efforts can be classified by the cost and effort involved Invalid source specified..  
Cost/Effort to Attack vs. Secure
Graphic being cleared
Source: Reza Vahidnia (2022) 
[bookmark: _Hlk121692521]There are numerous security measures in hand for IoT experts that they can use to overcome security challenges and protect the IoT devices against attackers. The followings are some of the top security techniques that should be considered by IoT developers (IoT Devices Security, 2017).
Common Security Techniques
Packet encryption 
Packet encryption which converts the plaintext IoT data into secret codes known as ciphertext is the primary tool to protect confidentiality of data from unauthorized access or malicious modification while it is in transit between the IoT devices and the cloud. The encryption and decryption processes are performed on IoT devices using algorithms called cipher which use a set of numbers (keys) to encrypt and decrypt the data. In symmetric key ciphers, both the encryption and decryption algorithms use the same key. On the other hand, asymmetric key ciphers use a public key for encryption and a private key for decryption. 
The encryption algorithms can be simple character-based ciphers just to change each character in the plaintext to another character in the ciphertext or advanced such as Data Encryption Standard (DES), Triple DES, and Advanced Encryption Standard (AES) where multiple complex rounds are performed to encrypt the messages. 
Cryptography
 [image: ]
Source: Reza Vahidnia (2022) based on encryption-and-authentication-in-the-iot (2022)
Message replay protection 
Attackers may record the encrypted messages (cipher text) used to change state of an actuator and send it later to perform the original action anytime they want. For example, the encrypted “open” message sent by a smartphone can be resubmitted by the attacker to unlock the smart lock. 
The purpose of message replay protection approach is to avoid receiving recorded duplicate messages. In this protection method, the encrypted packets are enhanced using data fields (e.g., date stamp) that change according to a pattern that is known to the recipient. The recipient will only accept messages once and in a sequence.
Message Replay 
[image: ]
Source: Reza Vahidnia (2022)
Message authentication code 
In this low colow-complexityd, a short signature is created by applying a cipher or hash algorithm (a function that converts a data string into a numeric string with fixed length) to a data packet. This signature will accompany the data packet and is used by the recipient with the same cipher or hash algorithm to confirm that the data has not been changed.   
Message Authentication Code
[image: ]
Source: Reza Vahidnia (2022)
The Message authentication protects IoT devices against tampering and provides a secure channel for some IoT devices with non-confidential data (e.g., temperature sensors) to send their data in plain text. 
Debug port protection 
[bookmark: _Hlk121692612]Hardware ports such as JTAG and I2C that are used for configuration, firmware debugging and communication with other devices are tempting targets for hackers. IoT device manufacturers can protect these ports by setting a unique password for each device and internally disabling the ports in IoT devices that are going to be deployed in the field. 
Secure bootloader 
The IoT device manufacturers should configure the devices in a way that they check the firmware image during startup to make sure that authorized firmware is running on the device.  To better protect the firmware, its image can also be encrypted. Also, an attacker can modify software IP that is not integrity-protected. Sealing the software IP with a digital signature is an efficient protection against modifications by attackers (Spitz, 2020).  
Pre-shared keys 
To better protect the encrypted data communication between IoT devices, before transferring data between IoT devices, the encryption keys are communicated through an independent secure channel and then applied manually to the IoT devices.   
Secure shell 
The Secure Shell (SSH) is a protocol used to protect debugging and configuration ports through encrypting console connections such as Linux shell access which prevents any unauthorized viewing or operation.
Public key exchange 
In some cases, it is not a good idea to use the pre-shared keys because either the key cannot be configured by the manufacturer, or field experts are not available, or there exists no key distribution system. In such scenarios, Public Key Exchange (PKE) is used where the public key is available to everyone in the network. The transmitting IoT device uses the receiving IoT device’s public key to encrypt the data and then the recipient decrypts the received message using its own private key. 
Using PKE minimizes the manual configurations for setting up IoT networks because the sender and receiver do not need to know their keys prior to establishing a connection. PKE is usually used in Linux-based systems where the required resources already exist.  
Transport layer security 
Transport Layer Security (TLS) is a standard used on larger and more powerful IoT devices that supports Transmission Control Protocol (TCP) and secures the network data exchange by providing a standard framework for PKE and encryption. 
Wi-Fi Protected Access 2 (WPA2) 
WPA2 is a suite of widely deployed security standards developed by Wi-Fi Alliance and used to secure the Wi-Fi communication channel in larger and more powerful IoT devices. Compared to Wired Equivalent Privacy (WEP) which is the original Wi-Fi security standard, WPA2 provides more sophisticated data encryption and improved user authentication.
Self-Check Questions
1. Please explain how message authentication code can help to increase the security of IoT devices. 
A short signature is created by applying a cipher or hash algorithm to a data packet. This signature will accompany the data packet and is used by the recipient with the same cipher or hash algorithm to confirm that the data has not been changed.
2. Please explain how the secure bootloader is used to secure the IoT devices. 
The IoT device manufacturers should configure the devices in a way that they check the firmware image during startup to make sure that an authorized firmware is running on the device.  In order to better protect the firmware, its image can also be encrypted.
Summary
IoT devices consist of several attack layers including hardware, firmware, operating system and application, web interface, protocol, and policy. Each attack layer has its own security issues and associated risks that can be threatened by hackers. The security risks of IoT devices are classified as those risks that threaten the confidentiality, availability, data integrity, and theft of services. The security techniques and mechanisms used for personal computers and smartphones cannot be easily applied to IoT devices because of their limited resources and simple interfaces. 
There are numerous security measures for IoT experts to use to overcome security challenges and protect IoT devices against attackers. Packet encryption, message replay protection, message authentication code, debug port protection, secure bootloader, pre-shared keys, secure shell, public key exchange, TLS, and WPA2 are some of the top techniques used to protect IoT devices against security attacks. 




 






Unit 5 – Operational Security

Study Goals

On completion of this unit, you will be able to …

… explain the role and benefits of information and cyber security management systems.
… identify the network security solutions.
… list the device configuration best practices to secure the IoT systems.
… describe the authentication process in TLS handshake.

 




5. Operational Security
Introduction
Operational security (OPSEC) or procedural security is a risk management process which aims to protect sensitive data by viewing and testing the system operations from an adversary’s standpoint. The followings are the five steps and elements used in OPSEC which encourage the managers to review their operations and discover where their data could be potentially breached:
· Identifying sensitive data that needs to be protected. 
· Identifying possible internal and external threats for each category of sensitive data (security monitoring).  
· Assessing security holes and vulnerabilities that may be exploited to access the sensitive data.
· Assessing the risk and ranking the vulnerabilities based on the likelihood of an attack happening and the amount of effort and time needed to recover. 
· Creating and implementing a plan to mitigate risks and eliminate threats
Using the above five steps the managers would be able to discover vulnerabilities and implement the proper countermeasures to protect sensitive information. In order to implement a robust and comprehensive OPSEC system, all network changes should be logged and controlled, access to network devices should be restricted to authorized users (principle of least privilege), and the human intervention should be reduced by automating the tasks.  
5.1 Information and Cyber Security Management System
[bookmark: _Hlk127927017]Information and cyber security management system (ICSMS) is used to protect a company or organization’s data confidentiality, integrity and availability against potential security threats. 
· Data confidentiality is protected by restricting access to data to only authorized users. Any information breach is a breach of confidentiality.
· Data integrity is protected by ensuring that data is accurate and complete. A breach of data integrity by an attacker corrupts the sensitive information. 
· Data availability means that the information must be available to authorized users. The availability of data can be threatened by Distributed Denial of Service (DDoS) attacks. 
ICSMS identifies the potential risks to an organization, and assesses their likelihood and potential effect. It also develops and implements remediation strategies to mitigate the risk using the available resources.
ICSMS Standards and Compliance
The ICSMS program of an organization may be driven by various factors including the organization’s internal policies or the external data protection regulations. Each of these internal and external factors have their own standards and compliance such as ISO 27001 which is an international standard describing security best practices, mandates the implementation of an information security management system. If an organization wants to be certified against ISO 27001, it needs to implement its requirements. 
Some of the external data protection regulations include (What is information security management, 2022): 
· Payment Card Industry Data Security Standard (PCI DSS) which was developed by the financial sector and aims to protect all data involved in a card transaction (e.g., the transaction value). Note that PCI DSS is not related to data privacy, but card payment security. 
· General Data Protection Regulation (GDPR) which is meant to protect the personally identifiable information (PII) of European Union citizens with strong personal privacy and data security requirements.
· Health Insurance Portability and Accessibility Act (HIPAA) which is a US regulation for the healthcare industry to mandate security controls for protected health information (PHI).
The aforementioned data privacy regulations explicitly or implicitly need the information security management program to be implemented. The implementation of the ICSMS creates a framework for assessing data security risks and processes to mitigate those risks. It also makes data security more efficient by optimizing the organization’s security architecture and eliminating unnecessary solutions. ICSMS can also improve the reputation of an organization and its relationship with partners and customers. 
Self-Check Questions
1. Please explain the benefits of implementing ICSMS for organizations. 
The implementation of the ICSMS creates a framework for assessing data security risks and processes to mitigate those risks. It also makes data security more efficient by optimizing the organization’s security architecture and eliminating unnecessary solutions. ICSMS can also improve the reputation of an organization and its relationship with partners and customers. 
2. Please select the term that means protecting data by restricting access to data to only authorized users. 
· Data integrity 
· Data confidentiality
· Data availability
· Data compliance 
5.2 Network Security
[bookmark: _Hlk127927039]The collected data from IoT sensors needs to be protected against cybersecurity attacks while it is in transit to the cloud application. A well-secured network safeguards businesses and individuals and prevents any data loss or breach. There are many network security solutions to ensure that the data is not attacked or accessed by unauthorized users. Some of these solutions are detailed below.
Firewall Virtual Private Network
private network connection used to protect data in public networks

Firewalls define security rules to control the outgoing and incoming data of the network. Firewalls can block malware and application-layer security attacks. IoT systems benefit from firewalls to protect their devices from exploitation. There are two scenarios to implement IoT firewalls. The network firewalls can be deployed as part of the network gateways by using virtual private networks (VPNs) to encrypt the data between the IoT gateways and the servers. This approach is suitable for simple IoT devices that lack built-in firewalls. Alternatively, the IoT firewalls can be embedded into the operating system of the IoT devices in order to act as a VPN endpoint by filtering the data. 
[bookmark: _Hlk127927052]Network Segmentation
Using network segmentation, a larger network is separated into multiple logical or physical subnets based on the common functions and roles of the devices and assets. Network segmentation can increase the performance and security of the network. This approach is especially important to separate IT and IoT systems to prevent compromised devices infect the entire system. Also, using network segmentation, IoT devices from communicating with each other so that the IoT data and communication with the serves can be better controlled and managed Invalid source specified.. 
Network Segmentation
[image: ]
Source: Reza Vahidnia (2023), based on home-network-segmentation-a-must-in-the-iot-er (2018)
A newer approach to secure the network is micro-segmentation where the data center is logically split into several security segments. Then, distinct security policies are defined for each segment to enable security architect to deploy flexible security controls without the need for installing multiple firewalls (micro-segmentation, 2023).  
[bookmark: _Hlk127927070]Access Control
Access control policies can prevent unauthorized access to the applications by determining which users and devices have access to what resources and data based on their roles.  
Remote Access VPN
Remote access VPN enables devices and users in different remote locations to access the organization’s private network securely from anywhere by building a private tunnel between the device/user and the company’s private network and encrypting the data end-to-end. Although remote access VPN has great benefits for the organizations, there might be some risks and vulnerabilities associated with it. Some of these risks include (remote-access-vpn, 2023)
· users with too many permissions who can access unapproved resources on the network. 
· insecure endpoints that can introduce malware to the network.
· out of office users without access to the full security stack. 
· single point of failure which may cause business interruption due to.  
· hacking the VPN may endanger the entire organization. 
· malicious users can remotely perform an insider attack without the network administrator is able to have visibility on what is going on within the VPN connection.  
Zero Trust Network Access (ZTNA)
ZTNA which is also called software-defined perimeter (SDP) allows users to only have access to the resources that they need to perform their duties (unlike VPN that grants access to the entire network). Once a user is authenticated, ZTNA provides the user with a secure and encrypted tunnel so that the user does not have visibility into any other application or service that they are not permitted to access. ZTNA can also set security controls based on the location or specifications of the device to prevent compromised devices from accessing the network resources. 
Data Loss Prevention (DLP)
Data loss prevention (also referred to as data leak prevention) software aims to prevent unauthorized access by detecting potential data breaches and continuously monitoring the sensitive data while in use, in transit and at rest. 
Intrusion Prevention Systems (IPS)
IPS technologies detect malicious activities trying to exploit a vulnerability and block network security attacks such as Denial of Service (DoS) or brute force attacks. Brute force attack
guessing the password by submitting too many possible passphrases


Sandboxing
Using sandboxing cybersecurity practice tests the codes and files that are running in an isolated and safe environment which mimics the end-user operating environments to prevent security threats from being propagated to the entire network.  
Hyperscale Network Security
Hyperscale network security ensures the seamless expansion of the network security architecture by performing several measures such as treating an array of firewalls as a single unit and enabling on-premises systems to achieve similar levels of resiliency without the security concerns of the public cloud. 
Self-Check Questions
1. Please explain how network segmentation can increase the network security. 
Using network segmentation, a larger network is separated into multiple logical or physical subnets based on the common functions and roles of the devices and assets and compromised devices from infecting the entire system. 
2. Please select which network security solution defines security rules to control the outgoing and incoming data of the network.
· Data loss prevention  
· Intrusion prevention systems
· Hyperscale network security
· Firewall 
5.3 Device Configuration
IoT device managers should follow best practices and guidelines to make sure that the devices are configured in a way that minimizes the security threats. The following are some the best practice for device configuration to avoid a compromised IoT device (iotdevices, 2023). 
Access
IoT devices should be configured in such a way that they restrict any unauthorized access. Changing password frequently and choosing complex passwords is one of the options. Making sure that no unencrypted channel such as HTTP has access to the management interface of the device is another way to secure the IoT devices. HTTPs can be used instead of HTTP to access the management interfaces.
Any unnecessary services on the devices should be disabled. For those IoT devices that use Raspberry Pi as their compute engine, the sshd configuration should be modified so that only certain users have access to SSH. Also, it is recommended that a key-based authentication is used instead of username password login to the device.    
Software updates
The firmware of the IoT devices should be updated with the latest versions and security patches provided by the vendor. Note that sometimes security patches could result in a change of the password.  
Services
All unnecessary services like email, FTP, ssh, multicast IPv4, and telnet should be disabled on the IoT devices. Once the data is received and acknowledged by the cloud application, the data could be deleted on the IoT device. The deletion should be confirmed to make sure that no data is remained on the device.  
Network
When it is possible the IoT devices should use a non-publicly-routable IP address. Also, only certain IP addresses should be able to access the IoT device management services. All other IP addresses should be blocked and restricted using a firewall.  
Logging
The device access and configuration changes of the IoT devices should be logged and monitored to detect any unusual behavior. 
Redundancy and backups
The configuration of the IoT devices should be backed up regularly. For this reason, an external system may be used to keep track of the configuration changes. 
Self-Check Questions
1. To be added
5.4 Authentication and AuthorizationTransport Layer Security (TLS)
a widely used cryptographic protocol for providing secure communications in computer networks.

[bookmark: _Hlk127927225]Authorization or access control refers to the process of determining whether a user or device is allowed, denied or revoked access to the resources. In order for a device or user to be authorized to access resources, it first needs to be properly authenticated or identified to the system. If the IoT device and the server are not identified properly it means that you cannot trust the data.
In a client-server communication scheme, cryptographic handshake such as Transport Layer Security (TLS) protocol is used to authenticate a connection between the IoT device and the server. 
The figure below illustrates the required steps for authentication in the TLS handshake process.
Mutual Client-Server Authentication in TLS Handshake
[image: ]
Source: Reza Vahidnia (2023), based on Grover (2022)
In step 1, the IoT device (client) establishes a connection to the server. Next, in Step 2, the server presents its identity to the client by showing a certificate signed by a Certificate Authority (CA) who is trusted by the client and is responsible to confirm and validate the identity of the server. In Step 3, the IoT device uses the CA certificate to let the server know that it has a valid and legitimate certificate. Note that the security of the CA is critical in the TLS protocol and if the CA is compromised then the entire communication may be hacked. Finally, in Step 4, a secured encrypted channel is established between the client and the server for their private communication.
The figure below illustrates how the client and server request certificates from the certificate authority.  
Requesting Certificates From a CA
[image: ]
Source: Reza Vahidnia (2023), based on Grover (2022)
In principle, a CA is the entity assigning a unique identity to an IoT device in form of a digital certificate. This process typically happens in a secure environment during manufacturing and is called provisioning. It is an inherent part of the supply chain security of IoT devices. If the CA key is revealed anyone who has the key can onboard devices. This is why the provisioning process has to be kept secret and therefore, the certificate authorities provide IoT device certificate as a service for original equipment manufacturers (OEMs). In this model, the OEMs outsource their secure management of their CA keys where a third party manages revocation and renewal of certificates (IoTSF, 2021)..   
The provisioning process can be done in two ways. In the first approach, a unique serial number is extracted and stored in the database of the server to verify the identity of the IoT device. In the second method, which is simpler for the device manufacturers, a signed certificate (authentication ID) is injected into the device when being manufactured or later in in the field by a trusted user. However, the second approach lacks identity tracking for the shipped devices and hinders control of customer’s devices after they are provisioned. The other disadvantage of the second method is that the server treats the IoT devices indifferently to their owners. This means that an involuntary change of ownership such as theft could lead to a now-untrusted device on the network. 
Self-Check Questions
1. Please explain the two ways used to provision IoT devices
In the first approach, a unique serial number is extracted and stored in the database of the server to verify the identity of the IoT device. In the second method, a signed certificate (authentication ID) is injected into the device when being manufactured or later in in the field by a trusted user. 
2. Please explain what we mean by provisioning an IoT device.
The process of giving a unique identification to the IoT devices when they are being manufactured is called provisioning the IoT devices.  
Summary
The main goal of information and cyber security management system (ICSMS) is to protect the organization’s data confidentiality, integrity and availability against potential security threats. Moreover, the organizations need to protect the collected data from IoT sensors against cybersecurity attacks while it is in transit to the cloud application. 
There are many network security solutions to ensure that the data is not attacked or accessed by unauthorized users. Some of these solutions include firewall, network segmentation, access control, remote access VPN, zero trust network access (ZTNA), data loss prevention (DLP), intrusion prevention systems (IPS), sandboxing and hyperscale network security.
From a device perspective, IoT managers should follow best practices and guidelines to make sure that the devices are configured in a way that minimizes the security threats. Otherwise, a compromised IoT device may put the entire IoT system in danger of being attacked by malicious users.
Authorization or access control determines whether a user or device is allowed, denied or revoked access to the resources. In order for a device or user to be authorized to access resources, it first needs to be properly authenticated or identified to the system. If the IoT device and the server are not identified properly it means that you cannot trust the data. In a client-server communication scheme, cryptographic handshake such as Transport Layer Security (TLS) protocol is used to authenticate a connection between the IoT device and the server. 
Unit 6 – Cloud Security

Study Goals

On completion of this unit, you will be able to …

… describe the three different cloud service models.
… explain the fog computing layer model as well as its challenges, advantages, and disadvantages.
… list and explain the most critical security cloud-based security threats.
… identify the most common cloud-based security services.








6. Cloud Security
Introduction
A combination of servers with databases and software running on them is referred to as the cloud. These servers are connected to the Internet and located in data centers all over the world. Using cloud services reduces some IT costs for enterprises and small businesses and enables the companies and individuals to access their file from any device ad anywhere and run their applications on those servers without being worried about managing their own physical servers.
As it is shown in the figure below, there are three different service models offered by cloud service providers (what-is-the-cloud, 2023). These models include
· Software as a Service (SaaS): In this model, the cloud service provider maintains the applications and allows users to access the applications hosted on the cloud. Hence, users do not need to install the applications on their own devices. Salesforce is an example of SaaS.  
· Platform as a Service (PaaS): In this model, the vendors offer the necessary development tools such as infrastructure, and operating systems to allow users build their applications. Microsoft Azure is an example of PaaS.  
· Infrastructure as a Service (IaaS): In this model, users rent the servers and storage on the cloud to build their applications using their own development tools. Google Compute Engine and OpenStack are two examples of IaaS.
Cloud Service Models
 [image: ]
Source: Reza Vahidnia (2023), based on what-is-the-cloud (2023)
In the world of IoT, the cloud can help store and analyze the data collected from various sensors in different geographical areas. Besides, its great benefits, any security breach to the cloud may compromise the entire IoT ecosystem using the cloud services including the devices, databases, and applications. Therefore, it is extremely important to understand cloud vulnerabilities and implement the necessary security mechanisms to protect IoT solutions.         
6.1 Concept of the Fog
In IoT applications, it is not always necessary or possible to send all the sensor data to the cloud for further processing and storage. Time-sensitive applications do not tolerate high latency for the data to travel to the cloud and wait for a decision or command coming from the cloud. Instead, in such scenarios, data is processed in the resources and infrastructure located between the data endpoint (i.e., the IoT sensor) and the cloud. This decentralized form of computing is referred to as fog computing where data is processed at networking nodes such as switches and routers. 
Fog computing also saves bandwidth by not transmitting all the raw data to the cloud and increases the security and privacy of sensitive data that does not need to leave a particular organization or location. The figure below illustrates the concept of cloud, fog and edge computing. Note that while fog computing processes the data between IoT endpoint and the cloud, in edge computing, the data is processed close to IoT endpoints. 
Cloud, Fog, and Edge Computing
[image: ]
Source: Reza Vahidnia (2023)    
Similar to cloud computing, a fog computing system is also composed of several components including the infrastructure, platform, IaaS, PaaS, and SaaS, respectively. The figure below illustrates the technical layer architecture of a fog platform. Note that in this architecture, any device with networking, storage, and computing capability can become a fog node. Fog nodes can communicate with each other in a peer-to-peer manner, or they can form a cluster.  
Fog Computing Layer Model



Source: Reza Vahidnia (2023) based on Atlam (2018)
Physical and Virtualization Layer
This layer includes various physical and virtual nodes and sensor networks that send their data to the upper layers.  
Monitoring Layer
This layer monitors the energy consumption and all tasks performed by different nodes. It also monitors the status and performance of the services and applications deployed on the infrastructure. 
Pre-Processing Layer 
This layer extracts meaningful data by analyzing, filtering and trimming the data collected from the IoT devices.
Temporary Storage Layer
 This layer is responsible to store the pre-processed data temporarily before the data is transmitted to the cloud. Once data is transmitted to the cloud it can be removed from the storage in this layer. 
Security Layer
 This layer is where data is protected against tampering by applying integrity measures. Also, the encryption/decryption of data is applied in this layer. 
Transport Layer 
The selected pre-processed data is uploaded to the cloud through this layer. 
While fog computing reduces the response time of IoT systems, saves the network bandwidth, and provides better privacy as industries and businesses can analyze their data locally, it has its own disadvantages. Adding another layer of computation between the cloud and the IoT devices increases the power consumption and complexity of the system as managing the data and scheduling tasks between the cloud and the fog layer is typically difficult. Moreover, storing and computing the data in the fog layer requires encryption and decryption which further increases the power consumption and complexity of fog computing. The advantages and disadvantages of fog computing are summarized in the following table:
	Pos and cons of fog computing

	Pros
	Cons

	✔ It increases the security and privacy of data because data does not leave the internal network.
	✘ It requires additional security to tackle some attacks such as man-in-the-middle

	✔ It saves costs as less data is uploaded into the network. 
	✘ It does not have enough protection against failure or misuse

	✔ It saves bandwidth as there is less traffic going into the network. 
	✘ It increases the maintenance requirements because storage resources are distributed. 

	 ✔ It reduces the network delay (latency) and increases the response time. 
	✘ It increases the hardware costs because additional processing resources are needed.

	✔ IoT endpoints can be available even offline. 
	


Source: Reza Vahidnia (2023) based on fog-computing (2022)
Fog computing is not necessarily recommended for all IoT use cases and it could be useful in the following scenarios: 
· In applications such as surveillance cameras where not all the raw data is required to be stored or analyzed in the cloud. 
· In mission-critical applications such as vehicle-to-vehicle communication where low latency is crucial and a decision needs to be made immediately. 
· When a large number of various services should be provided at different locations over a large geographical area.
· When IoT devices are subjected to rigorous computations and processing. T
Challenges of Fog With the IoT
Successful deployment of any fog computing solution comes with many challenges among which we can mention the following (Atlam, 2018):
· Scalability: Fog resources need to be capable to respond to a massive number of IoT devices. 
· Complexity: Various IoT devices come from different manufacturers and support different protocols and standards which makes it difficult to choose the optimal fog components. 
· Dynamicity: The dynamic change of the workflow behavior of the IoT devices requires the fog nodes to automatically reconfigure their topological structure and assigned resources.   
· Security: Fog computing is typically vulnerable and less secure than cloud computing. The mobility, heterogeneity, and large-scale geo-distribution of the fog environment do not allow to apply the existing cloud security and privacy mechanisms. In cloud computing, service providers typically possess the data centers. On the other hand, in fog computing, various resources are owned by different entities which makes it more difficult to implement the security mechanisms. 
· Resource management: Fog nodes should be efficiently managed because these network devices with some additional processing and storage power are usually less capable than traditional servers or the cloud. 
· Energy consumption: Reducing the power consumption in distributed fog environment could be a challenging task. 
Self-Check Questions
1. Please explain the role of the monitoring layer in the fog computing layer model architecture. 
This layer monitors the energy consumption and all tasks performed by different nodes. It also monitors the status and performance of the services and applications deployed on the infrastructure. 
2. Please select the scenario in which fog computing is preferred over cloud computing.
· Mission critical applications where an immediate decision making is necessary.
· High latency applications such as smart meters
· Low bandwidth applications such as temperature measurements   
· Firmware upgrade of the IoT devices
3. Please explain why fog computing is more vulnerable and less secure than cloud computing. 
The mobility, heterogeneity and large-scale geo-distribution of the fog environment does not allow to apply the existing cloud security and privacy mechanisms.
6.2 Threats to Cloud Internet of Things Services
Different components of an IoT solution may be exploited by attackers. The security threats can target the IoT device (e.g., node tampering, social engineering, sleep deprivation, and etc.) or the communication channels that connect different IoT components (e.g., sinkhole attack, sybil attack, traffic analysis attack, and etc.). Cybercriminals may compromise the IoT systems by exploiting the vulnerabilities of the web applications and software to steal the credentials or send malicious firmware updates. In the cloud services layer, the bad actors may compromise the cloud services to perform malicious activities (e.g., denial-of-service, malicious insider, etc.).  
When using cloud services, the IoT application developers and users do not have full control over their applications and data. This lack of control adds to the overhead of security and privacy risks that come with using cloud services. The most critical security threats that adversely affect cloud-based services for IoT applications are as follows (Saini et al., 2022):
Data BreachesSQL injection
malicious SQL codes are used to manipulate the backend database in order to access data

Data breaches occur when a hacker or malicious user illegally gets access to the data stored or being processed in the cloud. Structured Query Language (SQL) injection is considered as the most well-known attack to gain access to the data. Since some applications may share one database, a vulnerability in one the applications may expose the data of all applications to the hacker. 
Data Loss
In this type of threat an attacker or malicious software intentionally destroys the data. Natural disasters such as fire, earthquake or flood may also lead to failure of the cloud service provider’s (CSP) infrastructure and therefore cause data loss. Therefore, to mitigate the risk of data loss, CSPs should backup of their data on a regular basis.
Protecting the cloud data is a shared responsibility between the CSP and the customers. The cloud users could also be responsible for loosing their data. For example, if a cloud customer loses their private or public keys used for data encryption, then they will not be able to decrypt and use their uploaded and stored data on the cloud.   Application Programming Interface (API) 
a software intermediary that facilitates the communication between two applications

Insecure Interfaces and APIs
The customers use Application Programming Interfaces (APIs) to interact with and manage the cloud services. Insecure and incorrect implementation of the authentication and control access of these APIs (e.g., exposing data without confidentiality protection) makes it possible for the hackers to attack the cloud services. The metadata of API makes it easier for the cybercriminals to discover the security vulnerabilities by providing a whole attack surface for API (Korzeniowski, 2018). The following considerations should be considered by the cloud service providers to secure the APIs (Korzeniowski, 2018):
· API keys must be used by all APIs to secure the APIs. 
· Add-on software must be monitored carefully because hackers may take advantage of using open interfaces.  
· API keys should not be published on any code repository. 
· The risks associated to using APIs should be recognized. 
Denial of Service (DoS)
In this type of attack, the hackers try to slow down or stop the cloud services by consuming a huge amount of cloud resources such as storage, bandwidth and memory. If these attacks are executed from various sources, then it is called distributed denial of service (DDoS). 
Insufficient Design, Planning, and Misconfiguration
The organizations should be completely familiar with cloud environment and its associated risks before they push the non-appropriate applications into the cloud. Uploading internal cryptography, network monitoring, or incident response information into the cloud may cause some issues.
Physical Security Threats
The cloud data centers are made up of the hardware resources such as storage, computing, and networking capabilities and infrastructure which need to be protected against physical security threats such as fire, flood, and natural disasters.
Self-Check Questions
1. With an example, please explain why cloud customers are also responsible for protecting the cloud data.
Cloud users could also be responsible for losing their data. For example, if a cloud customer loses their private or public keys used for data encryption, then they will not be able to decrypt and use their uploaded and stored data on the cloud.    
6.3 Cloud-Based Security Services
Cloud-based security services improve the compliance and mitigate the risk of cloud environments that re usually exposed to many different security threats. There is no single solution that can address the wide range of complex security issues. Therefore, different security services have been designed so that each service tackles a particular area. Typically, these security services are managed by third parties. Offloading the security services to third parties and managed cloud security service providers has many advantages as follows (Bonuccelli, 2022):
· Security threats are detected and dealt with by security experts
· Organizations are guided to better achieve regulatory compliance
· The organizations’ IT personnel can focus on supporting other staff and do not need to handle security incidents.   
Types of Cloud-Based Security Services
The followings are some the most common cloud-based security services (Bonuccelli, 2022)::
Data loss prevention 
Data loss (leak) prevention (DLP) is a set of tools and technologies used to protect sensitive data such as credit card and health information against unauthorized access. DLP tools prevents employees from sending sensitive and confidential business information outside the company’s network by monitoring the transmitted data using advanced algorithms, blocks emails with malicious attachments, or suspicious links, and applies rules to comply with company’s policies. 
DLP also protects data when it is in use by authorized users in endpoint and applications, in transit across a network by encrypting the information, or at rest when stored in the cloud, databases and endpoints through encryption, access control and data retention policies (Spanning Cloud Apps, 2022). 
The followings are some best practices for DLP (Spanning Cloud Apps, 2022):
· Determine Objectives: The purpose of applying DLP should be clearly defined to determine the types of solutions to be implemented in the DLP strategy. For example, better visibility of information, protecting intellectual property, or meeting regulatory requirements are some objectives that need different DLP strategies. 
· Identify and Classify Data:  The critical business data such as financial records should be identified and classified based on their importance level. 
· Define Data Security Policies: In order for the DLP to be able to analyze and block sensitive data from being transmitted to unauthorized users, a comprehensive set of security rules and policies should be developed and established across the organization. 
· Manage Access: User roles and authority levels should be defined to restrict access to sensitive information. 
Identity and Access Management (IAM)
IAM enforces permission and access policies and defines the access level of different users to cloud services. Basically, IAM determines who can access the cloud resources, which resources are allowed to access, what actions are allowed and denied, and when cloud resources can be accessed. For instance, a non-admin user should no have access to create or delete instances. 
The IAM policies can either be identity-based or resource-based. The identity-based policies specify the permissions to an identity such as a user, group or role. The resource-based policies determine who has access to the resource and what actions he/she can perform on that resource.    
Types of IAM

Source: Reza Vahidnia (2023) based on Access policies (2023).
Web security
Web security solutions enable the network administrators to secure the connections between the IoT devices and the Internet and protect them against cyber attacks.
Intrusion detection
Pattern recognition algorithms are used to identify threats and monitor suspicious activities in the inbound and outbound traffic and detect any intrusion before they occur.  
Self-Check Questions
1. Please explain the two types of identity and access management service to secure the cloud.
The identity-based policies specify the permissions to an identity such as a user, group or role. The resource-based policies determine who has access to the resource and what actions he/she can perform on that resource.
2. Please list three benefits that explain why the security services are managed by third parties. 
Security threats are detected and dealt with by security experts.
Organizations are guided to better achieve regulatory compliance.
The organizations’ IT personnel can focus on supporting other staff and do not need to handle security incidents.
6.4 Securing the Cloud Solution
Security is considered as the biggest concern in adoption of cloud computing in many organizations. Several measures can be implemented in order to secure a cloud solution. Some of these measures include (cloud-security 10 ways, 2022):  
1. Extremely sensitive data should be stored on secure local storage rather than the cloud. If the confidential data on the cloud is compromised the entire business or organization could be in danger.
2. A natural disaster or accidental corruption may cause to lose all the data stored on the cloud. Therefore, it is highly recommended to create local backups of all the cloud data to have a replacement copy. 
3. Using the same and easy-to-remember password across multiple accounts and platform increases the chances of hacking and theft of the cloud data. To avoid hacking the data strong and unique passwords should be used for each cloud account. The cloud service providers should require the users to change their passwords on a regular basis.  
Employing Multi-Factor Authentication (MFA) in addition to normal passwords requires employees and account users to use their phones or email accounts as another source of trust and input the code sent to their phone and computer. MFA significantly stops the automated hacking attempts and improves on password concerns. 
FIDO is an example of an authentication standard which based on public key cryptography. It provides a better user experience than the existing One Time Password (OTP) solutions. FIDO allows users to sign in with their passkeys which are phishing resistant credentials to access multiple websites and applications. The passkeys can be synced across multiple devices or bound to a platform (What is FIDO, 2022).
Most MFA methodologies are based on one of these three types of additional information:NFC 
A type of wireless technology used for devices withing a few cm distance to communicate

· Knowledge: Things you know, such as a PIN or password
· Possession: Things you have, such as a Near-field Communication (NFC) card, badge or smartphone.
· Inherence: Things you are, such as a biometric like fingerprints or face recognition.
Multi-Factor Authentication
[image: ]
Source: Reza Vahidnia (2023)
1. Applying rigid access controls based on actual needs and not on position, limits access to only those users who need it.  
2. Encrypting data before uploading it to the cloud prevents it from being accessed by an unauthorized user. Only users with the appropriate decryption key will be able to read the data. 
3. Utilizing anti-malware tools can be extremely helpful to avoid compromising the devices connected to the cloud.  
4. Perioding testing the security of the cloud services can prove whether the security of the cloud is performing as promised or has declined over time.   
5. Despite having strong security mechanisms, a cloud system can still be hacked due to human negligence. Educating users on cloud security to make sure that they are properly trained to recognize security attacks such as phishing can help secure the cloud solutions.  
6. Not all cloud service providers have strong security measures in place. Selecting the right cloud provider with advanced cloud security such as sophisticated credential management and file-level encryption tools is essential in securing many cloud solutions.   
Self-Check Questions
1. Please explain why it is recommended to create local backups of all the cloud data. 
A natural disaster or accidental corruption may cause to lose all the data stored on the cloud.  
2. Please select which one is the purpose of applying rigid access controls. 
· To limit access to only those users who need it
· To save the bandwidth
· To increase the performance of the cloud services
· To lower the cloud maintenance costs  
Summary
IoT solutions can benefit from fog computing to reduce the bandwidth and latency of the system. IoT solutions can also use cloud services in the form of SaaS, PaaS, or IaaS to reduce the operational costs and access the data captured from various sensors located in different geographical areas. However, besides all great benefits of cloud services, any security breach may compromise the entire IoT ecosystem. Hence, before designing any cloud-based solution, the cloud vulnerabilities and the necessary security mechanisms should be taken into account to protect the IoT data.
The most critical security threats that can adversely affect cloud-based services for IoT applications are data breaches, data loss, insecure interfaces and APIs, denial of service (DoS), and physical security threats. To address these security threats, different cloud-based security services have been developed. The most important cloud-based security service is data loss prevention which is a set of tools and technologies used to protect confidential data against unauthorized access. Identity and access management (IAM), email security, web security, and intrusion detection are some other cloud-based security services.  
Moreover, in order to secure a cloud solution, several measures such storing sensitive data on secure local storage, creating local backups, choosing strong passwords, and employing multi-factor authentication can be implemented.  



Unit 7 – Big Data / Artificial Intelligence

Study Goals

On completion of this unit, you will be able to …

… describe big data and artificial intelligence.
… explain the differences between supervised and unsupervised machine learning algorithms.
… distinguish the difference between regression and classification.
… explain the application of machine learning in IoT security.
… identify the important types of supervised and unsupervised learning algorithms.





7. Big Data and Artificial Intelligence
Introduction
Massive number of IoT devices generate huge amount of data in different structures and formats that cannot be handled using traditional data storage and analytics tool. Furthermore, analyzing this huge amount of data to detect patterns and generate useful insight is not an easy task and cannot be done manually. This is why to deal with IoT data we need to become familiar with two important concepts called Big Data and Artificial Intelligence (AI).
Big data and artificial intelligence are usually used in conduction with each other but fulfill different tasks. While big data refers to the information, artificial intelligence is the treatment of that data. 
Big DataMapReduce
a programming model used to process big data by filtering and sorting (map stage) and summarizing data (reduce stage). 

Large and complex data sets coming from variety of sources that cannot be managed and handled (i.e., capture, store, analyze, and visualize) using traditional data management and analytics tools are referred too as big data. Storing and processing big data requires special data processing tools such as Apache Hadoop which typically use distributed computing on several machines and servers. Apache Hadoop is a set of open-source software utilities for the distributed storage and processing of large amounts of data using the MapReduce algorithm.
Big data is usually described by five characteristics known as 5Vs.   
Big Data 5Vs

Source: Reza Vahidnia (2023)
Volume
Volume indicates the huge size of the data generated by various data points and sources which may even exceed terabyte levels. 
Velocity
Velocity describes the rate at which data are produced and processed. Providing real-time response to the events needs very high-speed data analytics tools.  
Variety
Variety indicates the multiple types of the data. Traditionally, data processing tools were able to only process the structured data (two dimensional tables). However, big data types are more diverse and may be structured (i.e., they have a defined length and format), unstructured (i.e., they cannot be stored in the conventional row and column structure of the relational databases), or semi-structured (i.e., they are semiorganized).
Value
Value indicates what portion of the data among a huge amount of big data can garner useful insight. Data mining tools are needed to extract the useful data among a big ocean of data. 
Veracity
Veracity indicates the uncertainty, correctness, and trustworthiness of the data.
Artificial Intelligence
Artificial intelligence (AI) refers to a field of science which involves making computing machines that are capable of learning, reasoning, acting in such a way that normally requires human intelligence or that involves big data that is beyond human capability to analyze (Google, 2021). AI is an interdisciplinary field including other sciences such as data science, computer science, electrical and computer engineering, neuroscience, linguistics, machine vision, natural language processing and even philosophy and psychology. Deep learning
a subset of machine learning which acts like humans in gaining particular types of knowledge.

AI is considered as a set of technologies including machine learning (ML) and deep learning to analyze the data, predict the events, categorize the objects, process natural language, and intelligently retrieve data and many more applications. Using AI, self-learning computer systems are capable to perform a variety of advanced and complex functions such as understanding spoken and written language, analyzing data, reasoning and make recommendations and decisions more efficiently than human methods. 
Individuals and businesses can benefit from AI to automate processes and provide insights into large datasets. The AI use cases range from autonomous drones to personal assistant systems. We use AI systems in our daily life. Personal assistant systems such as Siri, Alexa and Bixby all use AI. Another example of AI in our daily life is when a product of video of our interest is recommended to us when we visit websites. 
Benefits of AI

Source: Reza Vahidnia (2023) based on Google (2021).
In recent years, cybercriminals have begun to exploit AI to carry out security attacks. On the other hand, cybersecurity experts use AI to dynamically protect IoT systems from security threats. For example, they can detect intrusions by analyzing the traffic patterns and searching for malicious activities (Kuzlu et al., 2021).
Currently, using AI to tackle small security threats is fairly expensive and resource intensive. Therefore, it is more feasible and beneficial for enterprises with large networks or massive applications such as smart city to utilize AI to protect their IoT systems. In near future, AI cybersecurity measures will be used to protect smaller use cases such as smart homes or self-driving vehicles to rapidly detect security threats Kuzlu et al., 2021..
Some of the AI-based cybersecurity attacks and countermeasures are as follows Kuzlu et al., 2021:
Vulnerability detection 
Both cybercriminals and cybersecurity experts can utilize AI to automatically discover vulnerabilities in an IoT system but for different purposes. Cybersecurity attackers use AI to detect vulnerabilities and exploit them faster than developers can fix them. On the other hand, developers and cybersecurity experts use AI to search for vulnerabilities and patch them.     
Input attacks 
An input attack is when an attacker changes the pattern of input data (e.g., by adding noise to a picture to misdirect the AI algorithm) so that the AI system is confused and generates incorrect output. 
Data poisoning/false data injection 
Data poisoning attacks are pretty much similar to input attacks with the difference in their goals. The main purpose of data poisoning attacks is to deter the training process of the AI by changing the input data over a long period of time so that the AI fails to predict the output to particular inputs.  For example, in a military use case, by injecting false data into the AI system while being trained, the system may not be capable to detect the drones of the enemy. Data poisoning and false data injection can also shut down the capabilities of an AI system for predictive maintenance applications. Attackers may use the following three types of poisoning methods to attack an AI system:Federated learning
An AI training method that protects data privacy of individuals at the same time.


· Dataset poisoning: Corrupt the training dataset by including incorrect or mislabeled information.
· Algorithm poisoning: In these attacks that are prominent in federated learning the final model is poisoned because the algorithm uses the attackers manipulated data as one of the users. 
· Model poisoning: In this type of attack, the cybercriminal replaces the legitimate AI model or data with a poisoned one in the system which stores the models and data. 
Types of artificial intelligence
Depending on development stages, AI can be organized in different ways. The most well-known AI development stages are as follows (Kumar, 2018):
· Reactive machines: This limited type of AI which does not have memory nor can learn from new data sets only reacts based on its programmed rules. IBM’s Deep Blue is an example of reactive machine which was able to defeat chess champion Garry Kasparov in 1997 (Google, 2021).
· Limited memory: This AI development stage uses artificial neural networks or other training models to improve itself. An example of limited memory AI is deep learning which is a subset of machine learning.   
· Theory of mind: This type of AI aims to emulate the human mind by providing human-like decision-making capabilities. Theory of mind AI has not been realized yet, but extensive research is ongoing to make it a possibility. It will then be able to react in social situations same as a human. For example, this type of AI will be able to recognize and remember emotions.      
· Self aware: In this further advanced type of AI which has not been realized yet, machines will be aware of their existence and will have the emotional and intellectual capabilities of a human.    
[bookmark: _Hlk126795461]To realize AI, machines need to be trained in order to improve over time and make better decisions. A subset of AI that uses algorithms to train data and obtain results is machine learning. Generally, there are three different models used in machine learning. These three models include supervised learning, unsupervised learning, and reinforced learning. 
Machine learning algorithms have many applications in securing IoT applications. The existing security mechanisms such as encryption, access control, and authentication may not be sufficient to address the complex security threats to IoT devices and networks. This is where machine learning algorithms can help to better secure such systems. In the next subsections, the supervised and unsupervised machine learning algorithms will be explained in more details and some applications of such techniques in IoT security will be discussed. 
7.1 Supervised Learning   
[bookmark: _Hlk126795478]In supervised machine learning, labelled training data (tagged data with known output) which acts as the supervisor is used to train machines in order to correctly predict the output of a system. As the name indicates, the concept of supervised learning is the same as a classroom where students (machine) are taught (trained) by a teacher (labelled data) given the correct answers (output) and then the students will be able to answer to the exam questions (predict the output to other data). 
[bookmark: _Hlk126795490]The main purpose of supervised machine learning is to discover a mapping function which can state the relationship between the input variable X with the output variable (Y). Supervised learning is extensively used to detect fraud, filter spam, and classify images.  
Once the machines are trained with the tagged datasets a model is obtained which related the input and output variables. This model is then tested using test data which is a subset of the training dataset. Finally, the validated model is used to predict the output of the system to any other data. The figure below illustrates the operation of the supervised learning.
Supervised Learning Operation
[image: ]
Source: Reza Vahidnia (2023) based on Supervised machine learning (2021) 
Suppose there is a dataset of pictures of different animals including rabbit, cow, and dog. The first step in supervised learning is to train the model for each animal’s picture. Once training the model is finished, a test dataset is used to identify the pictures and verify the validity of the model. After validation process, the machine is ready to identify new pictures and identify whether it is a picture of a cow, dog or rabbit. 
The followings are the steps required for supervised machine learning:
1. Determining the type of the training dataset
2. Collecting the labeled training data
3. Splitting the data into three datasets: training, test, and validation dataset
4. Defining the input features of the training dataset in order to enable the model to predict the output.
5. Choosing an appropriate algorithm like decision tree or support vector machine for the model.  
6. Executing algorithms on the training dataset to validate the results.
7. Evaluating the model’s accuracy using the test dataset. 
The table below summarizes the advantages and disadvantages of supervised learning.
	Advantages and disadvantages of supervised learning

	Advantages
	Disadvantages

	✔ Output can be detected based on prior experience
	✘ It is not suitable for handling the complex tasks

	✔ An exact idea about the classes of objects exists. 
	✘ It cannot predict the correct output if the test and training datasets are different. 

	✔ Various real-world problems such as fraud detection and spam filtering can be solved using supervised learning.  
	✘ Lots of computation time and resources is required for training. 

	
	✘ Enough knowledge about the classes of objects is required.


Source: Reza Vahidnia (2023) based on Supervised machine learning (2021) 
Supervised Learning Algorithms
[bookmark: _Hlk126795510]The figure below depicts various supervised learning algorithms under the two main categories including regression and classification. 
Types of Supervised Learning Algorithms

Source: Reza Vahidnia (2023) based on Supervised machine learning (2021) 
[bookmark: _Hlk126795525]While both regression and classification algorithms are used for prediction using labeled datasets, the main difference between them is that regression algorithm is used to predict the continuous values such as weather temperature, price, etc. On the other hand, classification algorithms are used to classify and predict discrete values such as true or false, male or female, etc.   
Regression Versus Classification
[image: ]
Source: Reza Vahidnia (2023)
Regression
When there is a relationship between the input and output variables the regression algorithms are used to predict continuous variables such as market trend or weather forecast. The purpose of regression is to find the best fit line which can predict the output such as housing prices more accurately. Some of the most important regression algorithms are as follows:  
Linear regression
Linear regression which shows the linear relationship between a dependant variable and one (simple) or more (multiple) independent variables with a sloped straight line is one of the simplest and most popular regression algorithms typically used for predicting continuous variables such as sales, age or price. 
Regression trees
Regression trees are types of decision trees where target variables can be continuous variables instead of class labels in leaves (procedures regression trees, 2022). Using regression trees help to identify events that might occur with their potential outcome. They also help to choose the best decision and explain why that decision has been made.  
Nonlinear regression
Unlike linear regression where the input and output variables are related to each other with a straight line, in nonlinear regression, the relationship between the input and output data is expressed with a nonlinear mathematical function. The metric used to describe the best fit curve is the sum of the error (difference between the output observations and the fitting curve) squares which needs to be as small as possible. 
Bayesian linear regression
In linear regression, the exact values for the weights and biases would be chosen to minimize the mean square error function. In Bayesian linear regression, instead of exact values for the weights and biases, their probabilities will be used in the model so that uncertainty in the parameters would be taken into account.  
Bayesian algorithms can use previous traffic information to evaluate the probability of an attack on the network traffic. This capability enables the Bayesian algorithms to detect DoS attacks, network intrusion, and anomaly detection (Al-Garadi et al., 2020).
Polynomial regression
In polynomial regression which is basically a linear model with some modifications to improve the accuracy of the model, the relationship between the dependent variable y and the independent variable x is modeled using a nth degree polynomial. The difference between the linear and polynomial models are illustrated in the figure below:
Linear Regression Versus Polynomial Regression
[image: ]
Source: Reza Vahidnia (2023)
Classification
The purpose of classification algorithms is to use training dataset to find a mapping function which helps to map input variables to discrete output variables and classify the data into various classes based on different parameters. For exam, classification algorithms can be used to identify spam emails and move them to a separate folder. Some of the most well-known machine learning classification algorithms are as follows:   
Decision trees
Decision trees are tree-structured classifiers with graphical representation in order to obtain all the possible solutions to a certain problem based on given conditions. Decision trees have two types of nodes including decision nodes with multiple branches that represent the decision rules and the leaf nodes that represent the outcome of the decisions. The decisions are made based on the features of the dataset. Similar to a tree, the decision trees start with the root node (asking a question) and then based on the answers to the questions expand on branches. Distributed denial of service (DDoS)
a security attack to disrupt the operation of a server.

Decision tree algorithms have many security applications such as such as intrusion detection and distributed denial of service (DDoS). The algorithm can analyze network traffic to detect suspicious traffic sources and therefore discover DDoS behavior (Al-Garadi et al., 2020).
Decision Trees
[image: ]
Source: Reza Vahidnia (2023)
Random forest (RF)
Random forest is an easy and flexible machine learning algorithm which obtains results by combining the output of multiple decision trees. In RF, several decision trees are constructed randomly and combined to yield a more robust and improved prediction model. The decision trees are trained to vote for a class and the most voted class is selected as the final classification output.
RF algorithms have applications in network intrusion detection, anomaly detection, and DDoS detection in IoT systems where the RF is trained using features obtained from network traffic. RF can also help to recognize unauthorized IoT devices (Al-Garadi et al., 2020).
Logistic regression
Logistic regression is used to predict a categorical dependent variable using a given set of independent parameters. Logistic regression is similar to linear regression with the difference that instead of fitting a straight line, a “S” shaped logistic function (Sigmoid function) is fitted to predict the two maximum values (i.e., 0 or 1). This “S” curve shows the likelihood of a YES or NO, TRUE or False, 1 or 0.
Support vector machines (SVM)
The main purpose of the SVM algorithm is to generate the best line or decision boundary called hyperplane which can segregate an n-dimensional space into various classes so that in the future, new data can be easily placed in the correct category. Hyperplanes are created by choosing the extreme vectors called support vectors. SVM algorithm can be used for image and text classification as well as face detection.
 SVM Algorithm
[image: ]
Source: Reza Vahidnia (2023) based on machine learning support vector machine algorithm (2021)
SVM algorithms are widely used in IoT security applications such as intrusion detection and malware detection as these memory efficient algorithms are great options for resource-limited IoT devices. SVM has also been shown to be an effective algorithm to secure smart grids against cybersecurity attacks. SVM has also been used to exploit IoT device security by breaking cryptographic devices (Al-Garadi et al., 2020). 
Self-Check Questions
1. Please select the machine learning algorithm that generates the best line or decision boundary that can segregate an n-dimensional space into various classes.
· Support vector machine
· Decision trees
· Logistic regression
· Random forest
2. Please select the regression algorithm in which the probabilities of values for the weights and biases are used to take uncertainty into account.
· Linear regression 
· Bayesian linear regression
· Nonlinear regression
· Polynomial regression
7.2 Unsupervised Learning   
[bookmark: _Hlk126795560]In cases where there is no labeled data to train the model the supervised learning is not useful. In such scenarios, unsupervised machine learning algorithms are used to discover the underlying patterns and insights from the given datasets. Basically, unsupervised learning models are trained using unlabeled dataset without any supervision. 
For example, when there is no labelled data to classify the triangles and squares pictures, the unsupervised algorithm will extract the features of the images on its own by clustering the image dataset into the groups according to similarities between them. Compared to supervised learning, unsupervised learning is mainly used for more complex tasks. However, its results may be less accurate because the input data is not labeled. 
The following picture illustrates the operation of the unsupervised learning.
Unsupervised Learning
[image: ]
Source: Reza Vahidnia (2023) based on unsupervised machine learning (2021)
In unsupervised learning, first the unlabeled data is interpreted in order to discover the hidden patterns. Then, suitable algorithms are applied to divide the data into clusters based on the similarities and differences between the data objects. 
Unsupervised Learning Algorithms
[bookmark: _Hlk126795569]The unsupervised learning algorithms can be classified into the following two types:
Clustering 
In this method of grouping, the commonalities between the data objects are analyzed and those with the most similarities are grouped into certain clusters.
Association
This method is used to discover relationships between variables and items that occur together in large databases. Market basket analysis is a typical example of association method where the algorithm can find that people purchasing the X item (e.g., a laptop) tend to buy the Y item (e.g., a hard disk drive). 
Association techniques are able to predict the type of cybersecurity attack by discovering any association between the traffic variables. Hence, such methods are used to find intrusion. Nonetheless, compared to other machine learning algorithms, the association techniques are not widely used to detect security threats in IoT systems because the cybercriminals’ behavior may be similar to a legitimate user. Hence, association techniques are used along with other threat discovery techniques to detect security threats in IoT environments ((Al-Garadi et al., 2020). 
The following are some of the most well-know unsupervised learning algorithms:
K-means clustering
K-Means clustering algorithm divides the unlabeled dataset into K different clusters (the value of K is predefined) in such a way that datasets with similar features belong to one cluster. The classification ensures that the sum of distances between datapoints and their clusters is minimized. Some of the applications of K-means clustering is to detect intrusion into wireless sensor network (WSNs) and discover sybil attackers ((Al-Garadi et al., 2020). 
Anomaly detection
The purpose of anomaly detection (also called outlier detection) algorithms is to detect the rare and suspicious data points, items, or events such as bank frauds or malfunctioning equipment that are different from other data points or observations. Anomaly detection algorithms are widely used to detect security breaches into IT and IoT applications and discover strange activities in large data sets. 
Principle Component Analysis (PCA)
PCA is a predictive modeling tool and feature extraction technique which captures the most important variables and drops the least important ones in a dataset. PCA orthogonally transforms the correlated features observations into a set of linearly uncorrelated features called Principal Components. Movie recommendation system, image processing, and power allocation optimization in communication channels are some the applications of PCA. optimizing the power allocation in various communication channels. PCA is also used for feature selection in order to detect intrusion of the IoT systems in real time.  
Self-Check Questions
1. Please list three applications of the unsupervised PCA algorithm.
Movie recommendation systems
Image processing
Intrusion detection in IoT systems 
2. Please select which algorithm is used to differentiate sybil attackers from normal sensors by clustering the channel vectors.
· K-means clustering
· Outlier detection
· Principle component analysis (PCA)
· Forest tree
 
Summary
Machine learning is a subset of artificial intelligence that uses algorithms to train data and obtain results. Machine learning algorithms have many applications in securing IoT applications where the existing security mechanisms such as encryption, access control, and authentication are insufficient. 
There are three different models used in machine learning. These three models include supervised learning, unsupervised learning, and reinforced learning. 
In supervised machine learning, labelled training data which acts as the supervisor is used to train machines in order to correctly predict the output of a system. The main purpose of supervised machine learning is to discover a mapping function which can state the relationship between the input variables with the output variables. 
Supervised learning algorithms are categorized into regression and classification. While both regression and classification algorithms are used for prediction using labeled datasets, the main difference between them is that regression algorithm is used to predict the continuous values whereas classification algorithms are used to classify and predict discrete values.  
In cases where there is no labeled data to train the model the supervised learning is not useful. In such scenarios, unsupervised machine learning algorithms are used to discover the hidden patterns and insights from the given datasets. The unsupervised learning algorithms can be classified into clustering and association methods. In clustering method, the commonalities between the data objects are analyzed and those with the most similarities are grouped into certain clusters. The association method is used to discover relationships between variables and items that occur together in large databases. 
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