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	New process for requesting admin rights to your PC from MyAccess
In the end of April, MyAccess will replace “makemeadmin” as the tool for requesting temporary administrative rights for your PC. Whenever you need administrative rights to your PC for installing applications or drivers which are not available in software center, you can go to MyAccess, search for “Workstation Admin Rights” and raise a request for approval. After the request is approved by your line manager, you will receive workstation admin account credentials via email, which are valid for use during next 24 hours. After 24 hours, the admin access is automatically removed. We will update soon more about the new process to the Temporary Administrative Rights intranet page.
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	Microsoft Intune and the new security policies rolled out to almost all KONE office employees
During the beginning of this year, new security policies have been applied to KONE office employees (excluding GCN and DACH). To improve cybersecurity on devices used to access KONE services, employees were encouraged to enroll in Microsoft Intune. By now, over 60% have enrolled. Well done! 
 
Enrolling in Intune means a smoother, continued access to KONE Office 365 applications on devices that are not KONE PCs. If you still want to enroll your device, you can always find the instructions on the Secure mobile work communication site. The site also offers plenty of support for required new ways of working. 
 
Next, Secure mobile work continues to expand. In the coming months, we will focus on securing the way contingent office workers access KONE services.
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	New pocket guide for cybersecurity emergency situations
If you suspect a cybersecurity issue affecting KONE services or solutions, report it to security@kone.com. We have published a printable pocket guide to have the guidance with you wherever you go. The guide is available in wallet and smartphone sized versions. Download and print your version here.
Remember to also continue reporting all suspicious looking emails with the "Report this email" button in Outlook. Read more about the Hoxhunt training here.
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	Introducing the AskCybersecurity bot – now available in Microsoft Teams
AskCybersecurity chatbot is ready to answer your questions on KONE cybersecurity! It covers topics such as policies, guidelines, key terminology, and much more. Please keep in mind, the bot is young and still learning. You can send feedback directly through the chatbot.
You can add the AskCybersecurity bot to your Microsoft Teams by searching it from ‘Apps’ in the bottom left corner. Read more here.
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	All email distribution lists to be moved to MyAccess
As communicated earlier, Identity and Access Management (IAM) team is working to move all distribution lists (DLs) to MyAccess so that users can be added and removed from the lists directly through MyAccess. In upcoming months several thousand distribution lists will be moved and owners will be communicated about the activity via email. Owners of these DLs have been identified based on information recorded in Active Directory. In some cases, owner information might be outdated. In case you identify outdated information after the DL has been moved to MyAccess, please provide updated details to MyAccess support team via AskIT@kone.com.
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Check the Daily IT Services to see IT instructions 
Follow the news and join discussion in IT Tips & News and IT Alerts! Yammer groups.
This is a quarterly IT newsletter sent across all KONE locations. Feedback in English can be sent to IT Communications, part of KONE’s Technology & Innovation (KTI) unit, at Communications.KTI@kone.com.
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AskCybersecurity (Bot)

Psst... Ask me anything about cybersecurity!
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