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	Responsibilities

	Define the rules to apply to report, investigate and proceed with Internal and External Frauds
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1- [bookmark: _Toc363813837]PURPOSE

The purpose of this procedure is to clarify the procedures to follow when a case of Fraud has been identified or suspected and to establish the process under which fraud cases shall be reported, investigated, managed and shared with key CWT stakeholders and shareholders.
This procedure has to be read in conjunction with the CWT Code of Conduct and the “CWT Protocol for Internal investigations following a report to the ethics helpline”

2- [bookmark: _Toc363813838]SCOPE

This procedure shall apply to all employees having a management position at CWT (Country managers, CFO, TTS Directors, Global Legal & Compliance, etc.).


3- [bookmark: _Toc363813839]DEFINITION


A Fraud is generally defined as an intentional or deliberate act performed by one or more individuals involving the use of deception, guile or other unfair means to obtain an unjust or illegal advantage, to deprive another of property or money.

The three major types of fraud are: 
 
· Fraudulent misstatements: accounting misstatements resulting from fraudulent financial reporting and/or misstatements resulting from misappropriation of assets in order to deceive financial users. Fraudulent misstatements could be financial (i.e. asset/revenue over or understatements) or non-financial (i.e. employment credentials).  
 
· Assets misappropriation: a deliberate misuse or misapplication of a CWT company’s resources and/or assets. Petty cash theft, billing schemes (overbilling or billing for services for not rendered services), expense reimbursement, use of CWT assets, data (i.e. credit card), or intellectual property for personal gain etc. are all types of asset misappropriation. 

· Corruption: an action in furtherance of payment or a promise, offer or authorization of payment of a bribe or anything of value, directly or indirectly to a third party to obtain or retain business or improper advantage. Types of corruption include conflict of interest, bribery, economic extortion and illegal gratuities. 

As indicated in the “CWT Protocol for Internal Investigations following a report to the Ethics Helpline”, frauds relating to corruption should be treated by /with the Compliance organization.
The following are some of the possible consequences of Fraud for CWT:
· significant financial losses,
· damage to the brand, image and reputation,
· loss of market share,
· payment of civil or criminal damages or penalties,
· improper financial presentation,
· etc. 

4- [bookmark: _Toc363813840]PROCEDURE

The process and related procedures to apply for all internal fraud cases is as follows: 
[image: ]
  *Reporting to Audit Committee is provided through quarterly reports

Step1 – Fraud Report and Preliminary Investigations

Fraud report by Local Management

The first line of defense is formed by the organization and the key management (Country Manager, CFO etc…). These people are closer to the operational transactions, they are the first ones responsible for detection and prevention of fraud, misappropriations, and other irregularities local management is responsible for maintaining adequate controls to prevent and detect frauds.

When a fraudulent act is suspected or identified, case must be reported within 24-48 hours to Corporate Audit trough standard template so as to evaluate the situation and decide on the next steps to follow.
A specific template (Template #1) has been designed to support all information to be provided when a fraud alert is sent to Corporate Audit.

Furthermore, as stated in the Code of Conduct, any employee of CWT (a) who encounters an ethical problem before or during any transaction or activity, or any time thereafter, or (b) who has information about a questionable practice that does or may not comply with the CWT Code of Ethics and Business Conduct, or applicable law, should contact their manager or the CWT Human Resources Department. The matter may then be reported to CWT Corporate Audit and the Global Legal & Compliance Department depending on the circumstances of the matter.

Direct Fraud report to Corporate Audit or via the Hotline 

If the persons to whom you report an ethical problem or questionable practice are not responsive or if there is reason to believe that reporting to the persons indicated above is inappropriate or uncomfortable in a particular case, then you should directly contact the CWT Global Legal & Compliance Department or the CWT Corporate Audit Department. 

In this context, when a fraudulent act is suspected or identified, it should be reported trough: 
- the Compliance and Ethic Helpline (see CWT Protocol for Internal Investigations Following a Report to the Ethics Helpline) 
- or directly to Corporate Audit (auditparis@cwtfrance.com or akaradimov@carlsonwagonlit.fr) within 24-48 hours (the quicker the report is made, the most effective the investigation will be) by using the specific template (see Appendix #1 - Fraud Incident Alert). 


In no event will any action be taken against the employee for reporting ethical problems or information on questionable practices in good faith. For reporting purposes, local legislation, CWT reporting guidelines and employee protection will apply.  	

The Ethics Helpline and online reporting is also available to report ethical problems or questionable practices; subject to local legislation. To locate the Helpline telephone number for your region or country, please go to the CWT Global Intranet Site or your country intranet site and click on the Code of Business Ethics and Conduct.  Alternatively the online reporting is available at: 
https://carlsonwagonlit.com/helpline 
https://iwf.tnwgrc.com/carlsonwagonlit. 

Step 2 – Investigation

The primary investigative body for fraud alerts is Corporate Audit. Preliminary investigations must be implemented by Local Management. They need to be performed confidentially in order to determine if fraud allegations are founded or not. If the answer is in the affirmative, relevant information needs to be gathered: how fraud was discovered, fraud method employed, amount misappropriated, period concerned etc.   
A specific template (Template #1) has been designed to support all information to be provided when a fraud alert is sent to Corporate Audit.

Corporate Audit is in charge of confirming the appropriate body of investigation and the fraud investigation process. Investigation could be performed directly by Corporate Audit or granted to local organizations if their competence and independence can be assured. Corporate Audit may choose to seek expertise from other functions within the business such as the Global Legal and Compliance Department, Information Technology, Human Resources, etc. The investigation must be conducted with as much confidentiality as possible. 

Step 3 - Investigation results and action plan proposal

Corporate Audit, in close cooperation with Local management, is in charge of writing out investigation results report and propose recommendations.   
If another body is performing the investigation, the supervision is ensured by Corporate Audit. 
The final report provided by the investigative body should be done according to template #2.

Step 4 - Report to Top Management 

Throughout all the Investigation process, Corporate Audit should provide timely communication on major issues and findings to the CFO and Global Legal & Compliance Directors. Once investigation is completed, results will be shared with appropriate level of management to determine relevant disciplinary measures in line with local legal requirements.
If no cause was found, the case is closed.

In the event the investigation determines that a fraud has been committed, identified perpetrator(s) must be terminated by employee’s management, after approval of Human Resources and Legal Department, and appropriate authorities notified (i.e. police complaint …).

Where appropriate, in coordination with the General Counsel, legal action should be taken to retrieve funds which have been fraudulently diverted.

Where clients have been harmed, they must be informed and reimbursed as soon as possible.

Where applicable, insurance claims to cover identified losses may be made in coordination with the General Counsel.

5- [bookmark: _Toc363813841]YEARLY CERTIFICATION PROCESS

Country managers are required to certify annually in their representation letters that no fraud has - to the best of their knowledge - taken place in the past year. If fraud has occurred in their respective country during the past year, they must submit a listing of all such incidents within the representative letter. Country managers are also required to take sufficient steps (ensure sufficient controls are implemented) to identify fraud within their operations. 

6- [bookmark: _Toc363813842]REPORTING TO STAKEHOLDERS 

Corporate Audit is responsible for inventorying all fraud cases detected worldwide, and for reporting to the Audit Committee. 

Every month, a Fraud Report will be issued to key management stakeholders (determine distribution list), to report on the number and nature of cases reported, as well as the current status of the investigation.

On a quarterly basis, a Summary Fraud Report will be provided to key management stakeholders and the Audit Committee which will provide a summary of each case along with its current status.



[bookmark: _Toc363813843]Appendix 1 - Fraud Incident Alert

This template is to be filled by the incident reporter and to be sent to Corporate Audit as soon as the case is identified / suspected. 

	Section 1
	Case Description

	Incident Name
	 Fraudulent use of Amex card

	Location and country concerned
	City, Country

	Detailed  description of the fraud method(s) employed
	 

	Amount misappropriated
	 USD xxx

	Cash impact for CWT
	

	Number of individuals involved 
	 Xx

	Period concerned 
	 Day/month/year to Day/month/year

	When was the fraud discovered 
	 Day/month/year

	How was the fraud discovered 
	  

	Date of CEO & Corporate Audit notification (case open)
	 Day/month/year

	Name & function of the person reporting the fraud
	

	
	

	Section 2
	Action taken locally

	Has a police complaint been filed
	Yes, by xx XXX ; No because xxx

	Was the loss borne by CWT or the client
	

	If borne by the client, whether the client has been advised and reimbursed
	

	What process / control steps were missed (if any)
	

	What steps are being put into place to prevent future instances (if any)
	Action Plan 

	
	

	Section 3
	Investigative Body  - To be filled by Corporate Audit

	Corporate Audit
	Yes – No

	If corporate Audit not in charge, name and function of the person in charge
	

	CASE REFERENCE
	YEAR/Number 

	Other comments
	 

	
	

	
	


[bookmark: _Toc363813844]Appendix 2 - Fraud Investigation Report 

If the investigation is handled by management (i.e. not by Corporate Audit), the results of the investigation should be provided to Corporate Audit using the following template in addition to any relevant materials deemed appropriate to document the case. 

	Section 1
	Case Description

	CASE Number 
	YEAR/Number (Corporate Audit to fill)

	Incident Name
	 

	Location and country concerned
	 City, Country

	Detailed description of the fraud method(s) employed
	 

	Amount misappropriated
	

	Cash impact for CWT
	

	Number of individuals involved 
	

	Period concerned 
	

	When was the fraud discovered 
	

	How was the fraud discovered 
	

	Internal or external Fraud
	

	Category
	· Ticket diversion
· Cash misappropriation
· Non-genuine documents
· Petty Cash misappropriation
· Transfer via sales
· Other, please specify :----------------------

	Section 2
	Investigation procedures summary

	Provide a detailed  description of procedures engaged to determine root cause of the incident
	  

	Is the case isolated?
	 

	What other consequences were identified further to this case?
	

	Section 3
	Investigative Body  - To be filled by Corporate Audit (CA)

	Fraud is confirmed
	Yes /No

	What steps are being put into place to prevent future instances (if any)
	

	Organisation in charge to determine disciplinary measures
	

	Section 4
	 Closing

	Actions taken (description of disciplinary measures, names and dates
	

	Case Closure date (CA to fill)
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