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Abstract: The Internet of Vehicles (IoV) has generated great interest among researchers from different disciplines as it is multidisciplinary research. Sustainability for the IoV requires solutions from different perspectives, particularly in the context of eEnvironmental, sSocial, and corporate gGovernance. This review paper examines each of the mentioned perspectives of IoV research which were conducted among at least one of these three perspectives. On the one hand, this allows determining how widely research on the IoV system is has been conducted. Moreover, it shows the directions of the research on the IoV. On the other hand, it determines whether and how the IoV research is linked to each of the perspectives separately and analyses this link from a global perspective as well;, i.e., it analyses the survey data in terms of its the data’s relationship to all the perspectives as a group. As one of the research results, the a conceptual model of IoV systems allocating the ESG perspectives was developed. The current research has shown that consideration of the IoV systems in the context of these three perspectives (treated both individually and collectivelyas a beam) is still limited. A balanced approach towards these IoV systems is still required. Therefore, the paper is consists of a survey of the current research related to the sustainability of the IoV from the three mentioned perspectives, aiming to give a balanced view of the importance of the three perspectives for IoV systems.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.
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1. Introduction
Maintaining the sustainability of transportation has always been a challenge. Global commitments to achieving sSustainable dDevelopment and environmental protection is are gaining importance in transportation. New ideas and technologies in the transportation systems create opportunities ranging from improving the overall travel experience and to improve improving transportation sustainability. The Internet of Vehicles (IoV) provides a group of potential solutions to help ensure more sustainable traveling. This group of potential solutions is related to, e.g., road traffic safety maintenance, the use of pollution-free vehicular systems, collisions, or accidents prevention [1,2], social innovations for sustainable transport and infrastructure [3], and good governance in terms of IoV-related data protection, information privacy, and usage [4]. The IoV allows us to collect data and operate based on real-time predictions, rather than on static data [5], which, used and managed wisely, may help in improving transportation sustainability.
The Ssustainability concerning the IoV should be analyzed and tackled under three contemporarily significant, underpinning perspectives: environmental, social, and corporate governance (concerning the concept of eEnvironmental, sSocial, and corporate gGovernance; acronym: ESG) [6,7]. ESG indicators are increasingly used for decision -making by governments, markets, companies, investors, and other institutional entities [8–11]. Most empirical studies support the notion that ESG performance is positively related to company performance [6], supply chain relationships [12,13], and sustainability [14]. The multidimensional and holistic analysis of the IoV concept through the ESG prism will allow for the development of the a conceptual model for sustainable IoV design. Thus, the goal of this conceptual paper is to gain insight into the possibilities possibility that the IoV will make the transport system more sustainable, considering ESG as the main framework for analysis. The contribution of the paper is threefold. Firstly, it contributes to building a better understanding of the IoV and related concepts. This understanding is expressed through an extensive literature review and synthesis. Secondly, it presents the IoV from in relation to three different dimensions of sustainability—the environmental, social, and governance perspectives. ThirdThirdly, it concludes with a conceptual model describing the dimensions of a sustainable IoV.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

This paper follows a scoping review research method. This exploratory research method aims to map the literature on a given research subject or research area and enable the identification of major concepts and research gaps through systematic search, selection, and synthesis of existing knowledge [15–17].
This paper starts with explaining the IoV and related concepts, terms, and definitions. Then, it follows continues with by exploring IoV design and applications within the ESG framework. The paper concludes with a conceptual model describing the dimensions of a sustainable IoV followed by conclusions together with research agendas and implications.
2. IoV and Related Concepts
The IoV is a distributed network that supports the use of data created by connected cars and vVehicular aAd hoc NETworks networks (VANETs);, in a nutshell, it is where whereby vehicles build and manage their social networks [18]). The IoV is sometimes called as the Internet -of -Connected Vehicles (IoCV), as mentioned in [19], or the Vehicular Internet of Things (VIoT), as given in [18], or even the Social Internet of Vehicles (SIoV) [20]). The IoV originated from VANETs. The evolution of VANETs evolution into the IoV was presented in [21]. As it was shortly defined in [22], the “VANET is a type of mobile ad hoc network (MANET) with road routes, which aim to provide traffic safety, improve traffic flow, and enhance the driving experiences.” Whereas in In contrast, in [23], it is defined as “a type of Mobile Ad hoc NETwork (MANET), enables the communication between vehicles (V2V) and between vehicles and infrastructure (V2I) [24].” VANETs are characterized considered as a branch of MANETs characterized by elements the presence of such as moving vehicles with On-Board Units (OBUs), which responsible forenable connectivity with a network together and with allowing allow passengers the to use iInternet devices, and by the presence of fixed stations used as Roadside Units (RSUs), which provide connection connectivity to OBUs [25] (p. 225). At that stage of technology, the stable connections and mutual exchange of data between the network’s elements were not considered. Whereas VANETs are characterized by unstable, temporary networking (each node in VANETs is free to move independently and therefore changes to another node’s connection occur frequently [26]), the IoV consists of two interconnected assumptionsideas: the networking of vehicles’ networking and the development of smart vehicles development. Consequently, the IoV aims to allow vehicles to communicate in real -time with their human drivers’ devices, pedestrians’ devices, other vehicles, roadside infrastructure, and fleet management systems, which creates several types of network communication. The IoV, owing enabled by the to IoT [27], enables allows a vehicles to access a wide branch of data and information, e.g., the states of nearby vehicles, weather information, traffic status, etc. The IoT technology allows to the share sharing of information collected via various smart devices and sensors allocated within and outside of the vehicles and consequently supports decision -making processes for various stakeholders of traffic. By connecting vehicles to the inter-vehicle networks, intra-vehicle networks, and the vehicular mobile internet, an IoT infrastructure application, referred to as the IoV [28], can be formed , which is referred to as IoV [28], using traditional iInternet protocols and networks.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.
	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

Because the IoV origins originates are from VANETs, the “VANETs are classified into two categories: Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communications”, [22], after following [29]. It is now extended. When V2V is considered, it means that data and traffic-related information are exchanged between vehicles (communication between vehicles), [30]. Information and data related to the state of traffic state can also be exchanged as well between vehicles and infrastructure—such a type of communication is abbreviated as V2I, [30]. Historically, V2V and V2I have first emerged from VANETs [22]; however, currently, the IoV supports five types of network communication: Intra-Vehicle (IV), Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure (V2I); Vehicle-to-Cloud (V2C) and Vehicle-to-Pedestrian (V2P). General information on regarding the methods way of communication for VANETs, V2Vs, V2Is, and V2Rs was developed in [31]. These five types of network communication are sometimes referred to as Vehicle to Everything (V2X) communication [32,33]. Such a term covers all possible current applications (see definitions in [34] given in Table 1). This is especially relevant for V2X communications that include location information and a set of certain data of regarding other vehicles, RSUs, pedestrians, and cyclists [26]. The traffic management authority was added to the structure of V2X as a part of a secure data- sharing scheme for the IoV, which can significantly reduce the burdens on full- system resources ([35] after [36]). Therefore, the IoV term is heading towards V2X. The term Internet of Everything (IoX) is an extension of the IoT, that and is treated as a network of relations, and data exchanges, and information flows between different machines, as through machine-to-machine (M2M) communication, other smart devices or equipment, and people, and processes in real -time [37]. The IoV is therefore one of the elements of the IoX set. M2M telematics was a significant step in the connected vehicles paradigm in 2005, leading to V2V becoming a reality [38] and the most extensive form of communication;, i.e., V2X communication was presented in 2015 (the history of the IoV is well-developed in [38]).
Recently, Vehicle-to-Roadside units (V2R) is have been mentioned in the literature, as empowered by fog and edge computations [39,40] and thereby as enhancing taking the IoV to the next level. The Ffog computing provides a secure channel to allow the networks’ development into a fog system in terms of RSUs such as edge routers, intelligent traffic lights, and more [41]. Therefore, the V2R was incorporated into the list of broad IoV families. On the other hand, since the above-mentioned RSUs devices are part of the infrastructure, it means that V2R is a part of V2I. Similarly, the terms Vehicle-to-Ccellular Network communication (V2N) and Vehicle-to-Portable devices (V2P) have appeared [25] (p. 260). Nevertheless, the V2N may be treated as a part of the V2I set, as along well with as V2R, and V2P as Vehicle-to-Pedestrian (with the same above-mentioned abbreviation V2P).
More representatives are expected to appear in the V2X group soon. The next possibility is Vvehicle-to-Ggrid (V2G), which serves as a connection of between a vehicles to and the electricity grid and, which is relevant for electric vehicles (EVs). V2G is a communication interface for the bidirectional charging/discharging of EVs [25] (p. 292). However, according to [25] (p. 14), it is still in the design stage. The authors of [42] mentioned vehicle-to-home as another system that provides a managed, two-way current flow between the grid and vehicles.
To study definitions of the IoV, the following pseudo-code was applied in the Scopus database, directly as “definition” AND “internet of vehicles” AND (LIMIT-TO (EXACTKEYWORD, “Vehicle To Vehicle Communications”) OR LIMIT-TO (EXACTKEYWORD, “Vehicular Ad Hoc Networks”)) AND (LIMIT-TO (DOCTYPE, “re”)). Execution of the code has resulted in 15 documents (it was decided that the review paper may become the most significant and complex when definitions are expected—this is the reason of for document- type limitation in the above-mentioned pseudo-code). Before the presentation presenting of the study on IoV definitions study, it is worth mentioning what were the main subjects of certain review papers were. The most often common convergence point of the reviews focused on VANETs and were drawn —from the following publications: [22,23,31,36]. The number of review papers on VANETs in comparison to the IoV may mean that any research on the VANETs is treated as more serious, and complex, and especially related to the historical values of the original term. The review paper [26] focused on autonomous vehicles, whereas the contributions [38,43] were directly concerned with IoVs in transportation and automation (it is worth underlining that in the case of [38] a timeline of IoV development was included). Meanwhile, in [44,45] the review process was mostly focused on V2V and V2I.
The definitions, given in Table 1, were divided into several cohorts. Firstly, it is worth mentioning definitions of the IoV given by for specific purposes and drawn from specific assumptions, as in the case of [25,46]. The second cohort consists of definitions compiled through a conceptual transfer of various terms into the IoV, as for with [47–49]. The next cohort consists of the definitions given by applications [50]. TheA broad cohort is reflects the one cohort given that defines of the IoV through V2V or/and I2V [25] (p. 225), [44] (p. 17), [46] (p. 88), or in full- scale by V2X [25] (p. 259, 261). Finally, the cohort including direct IoV definitions’ cohort consists of those given in [34,38].	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

Table 1. Definitions of IoV.
	[bookmark: _Hlk120612018]Definition
	Year of Publication
	Reference

	“In the Internet of Vehicles, smart cars, equipped with both computational and communication resources, can provide intelligent vehicle control, traffic management and interactive applications.”
(the definition given by application)
	2022
	[50]

	“In general, the vast revolution in the IoT (a system that enables objects such as sensors and actuators to communicate and talk with each other without human intervention to achieve a common goal) helped to reduce traffic accidents by embedding some IoT objects in vehicles; and this created the IoV concept [51].” 
(the definition given through conceptual transfer of IoT)
	2020
	[48]

	The IoV with big data technologies “„creates new opportunities to diminish real-world problems such as traffic congestion, responsive and effective government processes for traffic monitoring, controlling, route management and urban planning etc.” 
	2021
	[38]

	“(…) an integration of three networks (…): an inter-vehicle network, an intra-vehicle network, and the vehicular mobile Internet.”
“(…) Internet of Vehicles plays a significant role in the safe delivery of goods as it enables realtime tracking of shipments, warehouse-capacity optimization, predictive asset maintenance, route optimization, and improved last-mile delivery”
(the definition given by application)
	2021
	Sukanya Mandal, IEEE member (India) quoted in [43]

	“V2V communication enables vehicles to communicate directly with one another. This enables a vehicle to be alerted to the presence of other vehicles that are difficult for the vehicle to see”
(the definition given by V2V technology)
	2020
	[44] (p. 17) 

	“system for sharing vehicle-to-vehicle (V2V) information among vehicles to prompt appropriate driving control”
“infrastructure-to-vehicle (I2V) system is needed to communicate information among vehicles to prompt appropriate driving control”
(the definition given by V2V and I2V technologies)
	2020
	[45] (p. 88)

	V2V: “OBUs communicate between themselves”
V2I: “OBUs communicate directly with RSUs”
(the definition given by V2V and I2V technologies)
	2020
	[25] (p. 225).

	“Vehicle-to-Everything (V2X) technologies constitute the most critical and important components for communication infrastructure (between the consumer-vehicle-infrastructure-management center) to provide smarter, safer and faster travel in addition to the efficient use of the resources.”
(the definition given by V2X technology)
	2020
	[25] (p. 259)

	“Vehicles exchange information with each other with the use of V2V communication and also access the network infrastructure through the Road Side Units (RSUs) or through the cellular network components e.g., eNodeBs (V2N communication).”
(the definition given by V2X technology)
	2020
	[25] (p. 261).

	Vehicle connection with other infrastructures such as buildings, lights, stations, etc., is called Vehicle to Infrastructure (V2I) connection, while connecting vehicles with other vehicle systems are called V2V connection. The combination of both connection types V2I and V2V is known as Vehicle to Everything (V2X) connection.
	2018
	[52]

	“The Internet of things (IoT) is a global network connecting smart objects and enabling them to communicate with each other. Whenever those smart objects being connected over Internet are e xclusively vehicles, then IoT becomes Internet of Vehicles (IoV).” 
(the definition given through conceptual transfer of IoT)
	2018
	[47]

	The definition given by for specific purposes: “vehicles can broadcast information about their states to other vehicles (V2V), including speed, heading, and location, as well as the information related to the environment while adverse weather conditions or obstacles can be acquired from infrastructure (V2I).” 
“In vehicle-to-infrastructure (V2I) systems, the vehicles communicate with RSUs or cellular base stations at fixed positions. This allows the RSUs to communicate their location, weather conditions, traffic flow, etc. with vehicles to estimate their own position more accurately.”
	2018
	[26]

	“The Social Internet of Vehicles (SIoV) is an example of a SIoT [SIoT stand for Social Internet of Things—added by this papers authors] where the objects are smart vehicles (mostly cars). The social connections can be made between vehicles, drivers and other users and between these two groups.”
(the definition given through conceptual transfer of IoT)
	2015
	[bookmark: _Hlk120614889][49]

	“Providing wireless connectivity to vehicles enables communication with internal and external environments, supporting vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), vehicle-to-sensor, and vehicle-to-Internet communications”
(the definition given by for specific purposes)
	2014
	[26,46]

	“The Internet of Vehicles (IoV) is an integration of three networks: an inter-vehicle network, an intra-vehicle network, and vehicular mobile Internet. Based on this concept of three networks integrated into one, we define an Internet of Vehicles as a large-scale distributed system for wireless communication and information exchange between vehicle2X (X: vehicle, road, human and internet) according to agreed communication protocols and data interaction standards (examples include the IEEE 802.11p WAVE standard, and potentially cellular technologies). It is an integrated network for supporting intelligent traffic management, intelligent dynamic information service, and intelligent vehicle control, representing a typical application of Internet of Things (IoT) technology in intelligent transportation system (ITS).”
	2014
	[34]


The design of the IoV must be sustainable. The three pillars of ESG are essential for a sustainable IoV and should be supported. Sustainability is impossible if one of the components of sustainable development is not supported. These three components are informally referred to as planet, people, and profits. Although the three should be equally supported, environmental (planet) and economic (profits) tend to be more dominant rather than the social component (people). This is wrong because the social component affects the quality of life and well-being of individuals compared more than to environmental issues. BesidesFurthermore, sustainability requires a balance between all the pillars. Sustainable IoV design needs social sustainability equally as much as to the rest of the ESG pillars.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

3. ESG in IoV Design and Application
3.1. IoV: An Environmental Perspective
[bookmark: _Hlk116473772]The environmental perspective in the context of the IoV is an extremely broad topic. A search of relevant scientific databases revealed 521 publications indexed on the Web of Science (the pseudocode: (ALL = (“internet of vehicles”)) AND ALL = (environment)) in the recent periodyears, i.e., 2010–2022 (date of data collection: 10 May 2022). A much more sizable sample was registered in the Scopus database, i.e., 8358 publications (ALL(“internet of vehicles”) AND ALL (environment)), in the recent period years, i.e., 2014–2022 (date of data collection: 27 October 2022). Based on results obtained using both databases, a method known as a scoping review was applied to determine the types of environments considered in each publication.	Comment by MDPI: Please confirm if the italics is unnecessary and can be removed. The following highlights are the same
Firstly, the list of publications related to different semantic types of environmental terms is presented in this section. Secondly, below the list, the most interesting publications related to the environment, as a part of the ESG concept, are mentioned in more detail.
The authors of publications broadly discuss recall “environment” in a broad relevance as follows:	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

[bookmark: _Hlk119600975]Devices and software environments (including IoV network environments, V2X environments, etc.), namely systems involving the IoV technology. In general, that type of “environment” can be summed up as a software and/or hardware environment: [53–72] (in [66], a network environment is understood by its parameters as a quantity of vehicles, load, speed, etc.). An iInteresting application of IoV control methods in the context of device and software environments is given in [73], where the authors developed a smart terminal-box for unmanned earthwork machinery (including bulldozers, graders, and rollers) which works in the tough environments of varied weather. Additionally, it may be underlined here that the authors of [74] mentioned blockchain to be envisioned as a type of enforcement applied to ensure trustworthiness in diverse IoT environments (and consequently in IoV environments, which is a subject matter of [75]).	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

[bookmark: _Hlk119600999]Internal and external environments of an organization, e.g., the manufacturing environment, the supplier’s competitive environment, the sales competition environment, and the customer usage environment was as mentioned in [76].
[bookmark: _Hlk119601226]An environment as acreage was given in [77].
[bookmark: _Hlk119601234]Some other publications treat the environment as an infrastructural network [78–80], as a surrounding [81–86], and as an (urban) traffic environment [70,87–91].
A Ssmall environment, as in thea concept in biology, was applied in to the IoV by [92].
[bookmark: _Hlk119601263]An eEnvironment consisting of vehicles, tasks, wireless channels, and mobile edge computing servers was mentioned in [93].
Various types of environments were mentioned in [94], without any unification.
It is worth mentioning that, in numerous papers among the analyzed sample, the IoV and environment terms appeared sporadically in the body of the publication or in the listed references—such publications have been omitted and not included in the above-mentioned list.
[bookmark: _Hlk119601304][bookmark: _Hlk119601371]As can be observed from the above-presented list, most of the publications related to the IoV and the environment concern regard the environment differently. It can be treated as a space, network, system, and as its components’ function (road system environment, vehicle system environment, vehicular environment). Hence, the number of publications with the keyword “environment” is huge. Consideration of the IoV from the point of view of environmental protection perspective and the ecology-related environment happens far less frequently.
[bookmark: _Hlk119601421][bookmark: _Hlk119601436][bookmark: _Hlk119601458]Pro-environmental perspectives of on IoV technologies is are certainly related to the elimination of energy and signal loss during routing data between devices and the reduction of power consumption across the IoT network. The authors of [95] developed a method to eliminate energy loss in IoT technology thanks to the optimal path of signal flow, which certainly can also be applied in to the IoV. This can benefit the environmental aspects in two ways. On the one hand, the issue is related to the elimination of energy losses; and on the other hand, the sensors in the proposed method, based on Fuzzy Logic coupled with the Grasshopper Optimization Algorithm, provide numerical data which can be used for the environment monitoring (weather, health, security, etc.) [95]. Also Furthermore, [96,97] proposed routing protocols to maintain efficient energy consumption in the described technology and in relation to the issues mentioned above. The problem of signal and data flow delays was considered in [98] as well. The authors proposed mixed-integer linear programming to minimize cloud delay between hosts, treating it as a joint optimization algorithm (in contrast to single algorithms as the delay optimization algorithm and host optimization algorithm, respectively). AlsoAdditionally, in [99], the authors worked on increasing reliability and decreasing delays in V2V and V2I connections within the dynamic changing environment, and —they developed an algorithm with a certain success rate. Cloud networks without delays consideration of delays were developed in [100].	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

[bookmark: _Hlk119601521][bookmark: _Hlk119601546]Indirectly, Tthe environmental aspects of the IoV were indirectly mentioned in [101]. The authors, considering V2G, mentioned the environmental impact of V2G design objectives and finalized closed their paper with the this statement: “in this age of environmental degradation, we need a reasonable amount of renewable energy.” It This is has been an important topic among IoV applications in V2H and V2G since V2H uses the energy stored in electric vehicles to power household appliances, while V2G allows the energy stored in these vehicles to be released to the grid [42]. The IoV, next along with to hybrid electric vehicles, is also treated as an input to energy problems also in [102].
[bookmark: _Hlk119601574][bookmark: _Hlk119601595]One lastA final thought related to the environmental perspective considers ESG itself. According to [103], vehicles, thanks to IoV technology, can act as sensing points whose measurement results ensure more services, safety, and efficiency for transportation systems [104]., Yyet, utmost importantly, from the viewpoint of ESG, the IoV provides sensors for environmental conditions, which can meet the needs of smart cities.
[bookmark: _Hlk119601637]In [105], it was mentioned that the IoT has been outlined as comprising “[t]hings that have identities and virtual personalities operating in smart spaces using intelligent interfaces to connect and communicate within the social, environmental, and user contexts” [106]. Apparently, the environmental aspect of the IoT occurred was noted years ago (2010); nevertheless, it has not yet been researched enough up to date. The sShaping of such an approach can be expected to increase in the nearest near future. In particular, Especially as recently, the authors of [107] recently discussed how the cCloud-based Connected Autonomous Vehicles Ecosystem can support superior traffic management and reduce CO2 emissions. This result was found in a review paper related to IoT technology for the Connected Autonomous Vehicles Ecosystem by [108].
To sum up the section, it should be underlined that far too little attention is paid to the environmental aspects of the IoV, not enough attention is paid to signal loss, and practically there is practically no research on the actual costs of the Internet, which, like the external costs of transportation, are very difficult to estimate.
3.2. IoV: A Social Perspective
The social perspective in the context of the IoV is an almost as a broad a topic as in the case of the environmental perspective. As in the previous section, the relevant scientific databases were taken into consideration and the quantitative results occurred were to be as follows. The pseudocode: (ALL = (“internet of vehicles”) AND ALL = (social)) applied in the recent periodyears, i.e., 2010–2022 (date of data collection: October 27th, 2022), revealed solely 29 publications solely for the Web of Science database. Therefore, based on the preliminary investigation, it was developed into searching ofthe search was modified to “social internet of vehicles”, among which was applied to all fields of the database records, which revealed revealing 62 publications. The Scopus database was investigated similarly. Consequently, when the first given pseudocode was checked in Scopus, it resulted in 5837 publications of different natures. Whereas In contrast, the search with the phrase “social internet of vehicles” phrase among applied to all fields of the database records, resulted in 1200 publications. These publications constituted a database that was first used for a scoping review at first; secondly, the most significant publications presenting the social perspective of the IoV were investigated to a deeper greater extent.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

The research group [109] presented different options in for socializing vehicles and other entities (including passengers socializing, e.g., in public communication) connected to the VANET, namely via the internet, or Dedicated Short-Range Communication (DSRC), or other communication technologies. Such socialization is understood as sharing cohorts of data grouped in by traffic information/traffic efficiency, weather conditions, road situations/road experience, toll gates, vacant car parking slots, road safety, travel comfort, entertainment along the roads, and media sharing [109–111]. Some authors relied on that the social internet of vehicles (SIoV) as a composition of social networks and the IoV [112]. An interesting observation was given in [113]—the SIoV was compared to human semi-social behavior, was not completely trusted, and was seen to be potentially filled with adverse, malicious information. This leads to interesting ethical dilemmas, as mentioned in [111], which are indirectly related to the SIoV yet directly related to autonomous vehicles. It is nNamely, “1) If driverless cars are not safer than human drivers it will be unethical to sell them. 2) Once driverless cars are safer than human drivers (reduce the risks to third parties), driving will be unethical” [111,114]. Socialization of the IoV can be treated as building a network of various devices caring which care about the protection of privacy and security in the SIoV, which as was mentioned in [109,115–117].
The key exchange protocol was mentioned in [118] as the most common protocol among security solutions. The authors’ continue continuous challenge was focused on desired performance and security properties which were unsatisfactory, whereas the key exchange protocol developed in [118] had an 84% improvement in execution time and a 54% improvement in communication overhead. The authors of [119] noted that the mentioned security problem for the SIoV is still unsolved;, however, they commented as well that standardization organizations agreed to apply Vehicular Public-key Infrastructure (V-PKI) for to SIoV security. According to [120], the technology related to Artificial Intelligence (AI) was the technology one that led the IoV to the next phase of intelligence, namely the SIoV, which makes the issue of privacy and security of exchanged data even more serious. SIoV security contributed to a decrease in vehicle crashes by 80% [109,119,121,122]. Some algorithms related to SIoV security were given in [119]. This These was were, for example, developed with using Unmanned Aerial Vehicles (UAV) securing to secure the of SIoV, as presented in [123] (UAVs were also investigated in [110] to assist the mobile edge computing environment over compared to the SIoV). The same authors mentioned that the goal of the SIoV, also known also as a vehicular social network (VSN), is to “make vehicles capable of social communication and low-cost infotainment service provisioning, by integrating social networking-related concepts into IoV” [124]. Relations between vehicles and aspects of road infrastructure’s entities, including effective, low-cost, and flexible solutions, were also given also in [20]. Movable entities were also treated as event witnesses—the authors of [125] developed incentives-based vehicle witnesses as a services that treats vehicles moving in an ad hoc network as the witnesses to designated events.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

The authors of [126] considered the SIoV in the context of its application to of controlling traffic congestion and road safety, and —they have developed an algorithm supporting that concept. The authors of [127] developed improved traffic efficiency by timely delivery of data/information in the SIoV environment with ultra--high- speed integrated cellular 5G technologies (or any other traditional communication technologies like such as Wi-Fi, cellular networks, or through dedicated short-range communication [111]). Instead of 5G technologies, the authors of [128] proposed a DigiMesh radio module for an ad -hoc wireless network in the SIoV to transmit and receive alerts on the driving behaviors of nearby vehicles driven nearby. Performing The improved performance of a collaborative edge computing-based traffic management system was the goal in [129], aiming specifically to reduce the average waiting time of vehicles in a network, especially in intersections. For this purpose, the multi-agent-based deep reinforcement learning was applied for to the interaction of servers with IoV and traffic lights to prompt dynamic green waves. AlsoFurthermore, in [130], the traffic congestion (gaining the maximum throughput) was supported by application of the dynamic traffic congestion management algorithm within the SIoV, yet although it was developed especially for intersections.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

The continued connection (even temporarily established) between interconnected entities relies on trustworthiness, which is one of the urgent and have-to-be-addressed issues that must be addressed for wireless connections [131]. This is the case especially since connections in the SIoV are characterized by the ad -hoc nature of the environment [132] (the authors focused on the trustworthiness algorithm in the SIoV). Other authors also added scalability and navigability to trustworthiness as key challenges of the SIoV, mentioning that while it is still at an early stage of development [133]. Moreover, standardization, adaptability, infrastructure, and lack of applications were given as topics cohorts worth analyzing next in addition to the mentioned above-mentioned issues before [134]. Carrying In relation to trust and security in the SIoV network, the authors of [135] investigated a trust-aware, social in-vehicle and inter-vehicle communications architecture, which was showed promising promise during simulation experiments. The end-–fog-–cloud system architecture was applied in the mentioned publication. Fog computing-based systems continually raises interest in the SIoV area. The authors of [136,137] investigated a dual-mode data forwarding SIoV scheme based on interest tags for a fog computing-based SIoV. Experimental results validated the efficiency and stability of forwarded data and information. The first ideas of regarding algorithms and the models for dynamic audits of the correctness of shared data in extremely fast changes of entities in SIoV systems were developed in [138]. This was the research envisioning that envisioned the transformation of the IoV into the SIoV, according to the authors.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.
	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.
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Another aspect of the SIoV is the building of its model. The model and SIoV scenarios were identified in [139] (the authors mentioned that they extended the concept of SIoT to the IoV, proposing SIoV). The detailed architecture of the SIoV was presented in [49] together with an interesting vision that the SIoV will be applied for to smart cities. The authors of [140] proposed a device-to-device -enabled SIoV model consisting of vehicles, RSUs, base stations, traffic management servers, and trust authority (a taxi trajectory simulation-based analysis was included in the research). A similar model was given in [127]. Data privacy and their data protection were also of interest in [141]—the authors focused their research on the Conditional Choice Probability-Federated Deep Learning algorithm to increase trust in a chain of involved entities. Meanwhile, the authors of [142] presented a decentralized scheme for solving the peer disclosure issues in the SIoV. They have applied a directed, acyclic, graph-based mutual supervision algorithm assuring 72% multi-dimensional privacy against leakage of transmitted images in comparison to non-peer disclosure prevention. Prevention of data leakage was also of interest in [143], in which authors proposed a federated learning collaborative authentication protocol for shared data with which had the lowest authentication delay in comparison to other protocols, and in which the data packet loss rate was reduced to 4.68%. The potential of federated learning was first observed in [144], where solving addressing data privacy and data trajectory in SIoV networks were was taken into consideration, under simulation methods.
In the survey [145], a comparative analysis of the models related to location privacy protection was developed. These models were based on user attribute information, user behavior information, and user relationship networks. Location privacy protection of SIoV users can be also be ensured with a method based on double k-anonymity, whose the goal of which is to hide users’ locations and requested information—such a concept was given under simulation by the same group of authors in [146]. Continues Continuous works work on SIoV safety led the authors of [147] to a statement that their authentication protocols can be of higher resistance as opposed to in comparison to authentication protocols given in [148], which are treated as more vulnerable to internal attacks and, smart card theft attacks, and which lack perfect forward security.
Data transmission, their data delivery, and minimization of its buffer occupancy were developed with up-to-date algorithms (e.g., the susceptible-infected-recovered model) in [149]. Such challenges, mentioned as well in the above-quoted research, led to green computing in the SIoV (i.e., networks virtualization, using use of the cloud, energy saving), as it was called in [150]. To increase such green traffic data dissemination in the SIoV, the authors of [151] adopted a meta-heuristic solution which is consists of two-way particle swarm optimization.	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.


Congestion challenge is not solely related to traffic in the case of SIoV application. The authors of [152] noted that Transmission Control Protocol/Internet Protocol (TCP/IP)- based congestion control mechanisms cannot be directly applied in the IoV environment. The reason is the need for high throughput and low delays in signal transition, which is are hardly obtained for content- sharing in some cases. The authors developed the sharing system in the SIoT network without vehicle IP assignment. The security of communication in the SIoV environment is ensured by blockchain. Blockchain technology was also applied to ensure not only security but also privacy in research developed by the authors of [153].
There is no one focus point in the SIoV. Trustworthiness [131,132,135], security [118, [119,120,123,135,153], safety [126,128], privacy [142–144,146,153], scalability [133], and computing capacity [127,136–138,149,152] are among the most common and continuous challenges related to the SIoV. These issues are compounded by the fact that SIoV is of low communication efficiency and high computational cost of the SIoV. Fog computing [136,137,150] (together with or versus in contrast to edge computing [110,129,144]) is therefore foreordained to improve performance and reduce the amount of data sent to the cloud for processing, analysis, and storage. It can also be used for security reasons and to address the need to comply with applicable data processing regulations.
3.3. IoV: A Governance Perspective
One of the underpinning purposes of the IoV, based on the assumption that vehicles are always, or almost always, connected to the Internet, is to expand the services and information flow that users may use and benefit from while traveling in their vehicles. These services include a variety of roles that intelligent vehicles will be engaged in, such as, a customer roles and, a database roles, as well as the collecting and distributing of big data resources [4]. This purpose led to a the paradigm of the social network of vehicles (i.e., SIoV), in which anonymous relations are established between vehicles and road infrastructure equipment [20]. This in turn creates created the potential for social innovations for sustainable transport and infrastructure [3]. Moreover, the data gathered from the surrounding world, other vehicles, and drivers has facilitated the smooth operation of Autonomous Vehicle Systems, environmental protection, and road traffic [4].	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.
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However, such an approach carries governance risks, which need to be addressed and well-managed well for IoV solutions to succeed. These are, among others:
Ddata security and information privacy;,
Lleakage of personal data and personal privacy;,
Ccompliance with the GDPR;,
Sserious security breaches related to the broadcasting of false alarms;,
Llimited effectiveness of IoV systems related to poorly managed private data sharing in the cloud [154–159].
Many potential solutions can help to solve the above-described above governance and security challenges. For example:
Blockchain-based IoV network architecture aimed aims to protect connected vehicles from attacks and is based on a sophisticated secure IoT network [160].,
Policy hidden attribute-based encryption with dynamic service (PH-ABE-DS) and edge-assisted policy hidden attribute-based encryption with dynamic service (EA-PH-ABE-DS) as are two solutions dealing with internal and external security issues that simultaneously offer at the same time an appropriate level of usability and enable full policy hiding [154].,
Blockchain solutions can support high privacy levels, preserve full data disclosure, and allow to facilitate form lower costs for owned redundant storage and related procedures [158].,
Ffalse alarm detection methods, e.g., outlier detection, intrusion detection, the detection of security attacks, inconsistency detection applied to communicating, and messages misbehavior detection are relevant [29,155] (it these methods was were developed with through the application of a hidden Markov model-based prediction framework based on the a probabilistic model).,	Comment by Kelsey Hartman: Please check that your intended meaning has been retained.

PPIoV (i.e., Privacy Preserving-based framework for IoV-fog environment) is —a fFederated lLearning and blockchain-based method aimed to at ensure ensuring a the short information processing times which are necessary for the IoV environment, as well as ensuring trust [157].
Another serious governance-related challenge includes consists of a variety of potential attacks that can affect IoV networks and infrastructure and target availability, authentication, data integrity, confidentiality, and routing. These include, among others, channel interference attacks, Denial of Service (DoS) attacks, Distributed Denial of Service (DDoS) attacks, man-in-the-middle attacks, message tampering attacks, eavesdropping attacks, malware attacks, message holding attacks, sybil attacks, masquerading/impersonation attacks, wormhole/tunneling attacks, GPS spoofing attacks, replay attacks, message manipulation attacks, and route modification attacks [161]. Managing Tthese attacks can be performed managed thanks to many different solutions acting as remedies. These are, for example, group signatures, event-based reputation systems, session key certificates, footprints, identity-based cryptography, digital certificates, timestamps, and geographical leashes [161–164]. However, this task is not easy due to a wide variety of potential threats and solutions, this task is not easy. In order for the task to be successful, which to be successfulthe potential threats and solutions must be well- selected, deeply understood, and properly implemented in line with their primary aim. Another option to deal with attacks is to predict and prevent them. An example of such a solution can is be a real -time learning model for early prediction of phishing attacks in the IoV [165].
Last, but not least, it is also worth noting that this scoping review proves that blockchain seems to be a promising technology that may solve or help mitigate governance problems related to the IoV, e.g., [166–171]. It is also currently the most popular among researchers, e.g., [172–175].
The governance issues listed above are the most important and the most common in the literature. Due to the significantly growing interest of scholars and practitioners in the IoV, the number of IoV-related publications is growing significantly and quickly. Nonetheless, most of the papers are technical and describe technologies supporting the IoV, and thus are not relevant to this part of the study. The governance perspective of the IoV presented in this section is based on the results of a scoping review performed on the Scopus database search (date of data collection: 27 October 2022). The following keywords were shuffled in multiple searches: —IoV, governance, privacy, data, and risk:
(TITLE-ABS-KEY ( iov ) AND TITLE-ABS-KEY ( governance ) ); four4 documents; 2019–2022;,	Comment by MDPI: Please confirm if the extra space can be remove
[bookmark: _Hlk120612654](TITLE-ABS-KEY ( iov ) AND TITLE-ABS-KEY ( data ) AND TITLE-ABS-KEY ( privacy ) ); 230 documents; 2013–2023, where 91% of publications is dated from 2019 to 2023;,
(TITLE-ABS-KEY ( iov ) AND TITLE-ABS-KEY ( data ) AND TITLE-ABS-KEY ( risk ) ); 83 documents (2007–2022), where 78% of publications was dated from 2019 to 2022.
The publications included in the scoping review were dated from 2019 to 2023, and published in English as articles, conference papers, reviews, or conference reviews. The final sample was composed of 266 publications and all of those constitute the background of this analysis. After the initial screening of titles, abstracts, and keywords, 32 articles were selected as matching the goals of this section and were deeply analyzed, as presented above.
4. Discussion
The analysis conducted in this paper shows that the knowledge base about the IoV and related concepts is considerably broad and interdisciplinary. Thus, it needs a synthesis. The growing importance of maintaining the sustainability of transportation led to the analysis and further explanation of the IoV concept based on three different dimensions related to sustainability—the environmental, social, and governance perspectives (ESG).
The above-mentioned perspectives present a holistic picture of IoV dimensions. It shows that the three ESG perspectives not only constitute individual pillars of the IoV, yet but also overlap in various ways and therefore should be addressed together to support the complex IoV transformation toward sustainability. The interconnections between these three perspectives appear to be strong, and it is useful to address them simultaneously.
The environmental dimension covers issues related to, among others:
The elimination of energy losses;,
Ddata which can be used for environmental monitoring (weather, health, security, etc.);,
Rrouting protocols to maintain efficient energy consumption;,
Aa reasonable amount of renewable energy for IoV issues;,
The IoV next to hybrid electric vehicles as an input to energy problems;,
Vvehicles, thanks to IoV technology, acting as sensing points whose measurement results ensure more services, safety, and efficiency for transportation systems;,
IoV sensors for environmental conditions, which can meet the needs of smart cities;,
Ssystems supporting superior traffic management and CO2 emissions reduction.
The social dimension is grounded in interactions at various levels and can be seen as a composition of social networks and the IoV. It poses challenges related to SIoV trustworthiness, security, safety, privacy, scalability, and computing capacity. Socialization of the IoV means sharing cohorts of data grouped in traffic information/traffic efficiency, weather conditions, road situations/road experience, toll gates, vacant car parking slots, road safety, travel comfort, entertainment along the roads, and media sharing. It can be compared to human semi-social behavior created by a network of various devices caring attuned to about the protection of privacy and security. This security aspect seems to be important, especially since these connections rely on social communication on for vehicles with a need for scalability and navigability to transmit and receive alerts on driving behaviors and green traffic data dissemination. This dimension of the IoV seems to be crucial in supporting social innovations for sustainable transport and infrastructure.
The environmental and social dimensions are bounded by governance-related issues addressing mainly:”
Ddata security and information privacy;,
Ddata leakage;,
Ppersonal privacy and compliance with the GDPR;.
Sserious security breaches related to the broadcasting of false alarms;,
Llimited effectiveness of IoV systems related to poorly managed private data sharing in the cloud;,
Aa variety of potential attacks that can affect IoV networks and infrastructure and target availability, authentication, data integrity, confidentiality, and routing.
All of these interconnections, if managed wisely, can surely support a more holistic and complex perspective of on IoV systems, including  for their better design and more thought-through implementation.
5. Conclusions and Future Research Directions
The ESG perspective is interlocked. Each perspective is represented as a puzzle piece in the graphic representing the results of the presented considerations (Figure 1). At the same time, the individual ESG perspectives are represented as cells in a honeycomb—they interconnect, intermingle, and at the same time allow for the inclusion of future, yet-to-be-defined concepts, and extend beyond the IoV. In addition, Figure 1 includes a layer-based architecture of the IoV system based on [176].
[image: ]
Figure 1. Allocation of ESG perspectives and related issues within the conceptual model of IoV systems. Source: the layer-based architecture of the IoV system based on [176].
The overlapping puzzle pieces indicates that within each layer in the IoV system design process, all perspectives should be considered altogethertogether. However, based on the conducted analyses, it appears that IoV issues are either not sufficiently discussed in the context of each perspective or are omitted in the discourse (it is also worth noting here once again how heterogenous a perspective can be considered, including, for example, the diverse understanding of the term “environment” given in Section 3.1.). For example, the issue of communication overhead has so far been considered in the context of environmental and corporate governance perspectives to the exclusion of social ones. To ensure the sustainability of IoV systems, each perspective should be considered. Moreover, this work has to be done conducted by various stakeholders, whose actions can positively impact the sustainability of the IoV at various levels. For example, industry players by developing and promoting more sustainable solutions, industry players can affect their application rate. Regulators supporting such adoption with relevant laws and procedures can facilitate their wider diffusion,. wWhereas governments, thanks to targeted policy measures, may incentivize this process. Certainly, the development of the IoV raises various ethical concerns related to privacy, security, and social justice. These should be treated seriously and considered at all levels of IoV solutions development, implementation, and usage. However, thanks to novel IT systems and good data management and storage, such a problem can be minimalized and hopefully, in time, even definitely resolved. All the perspectives should be included within the design of networks intended to cooperate as IoV systems. An approach of this type, albeit just in its infancy, can be seen within the cohort of publications analyzed. This approach applies to the issues concerning each of the perspectives, and these are:
Environmental factors monitoring;,
Supporting traffic management;,
Reducinge CO2 emissions;,
Sharing cohorts of data.
The remaining identified issues are either related to only one perspective (e.g., the issue of energy loss) or at most two perspectives at the same time (e.g., the communication overhead). Therefore, it is worth stating that further future research agendas should move toward specific perspectives, as described below.
For future research agendas, it would be desirable to steer the following issues toward a corporate governance perspective (in the case of these issues, the other two perspectives have already been considered):
Signal and data flow delays and, execution time;,
Energy loss.
On the other hand, the following issues should be directed toward the social perspective (again, the other perspectives have already been considered under consideration for these issues):
Communication efficiency, computational cost, and expenditures;,
Data security and information privacy;,
Communication overhead;,
Security and data processing regulations;,
Energy loss.
Certainly, at the same time, it is recommended that existing research directions be sustained.
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